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JTabopaTopHbIN NPaKTUKYM

OCHOBBI aMUHUCTPUPOBAHUA MeKceTeBOoro skpaHa D-Link DFL-860

JlabopaTtopHas pa6oTta 1. OcHOBBI AaJMUHHCTPUPOBAHUA MeEKCETEBOro
3KpaHa

Ieanb
PaccmotpuM 0611me BOIIpoChl aAMUHUCTPUPOBAHHS MEKCETEBOTO IKpaHa.

1. Bxon ¢ ucnosib30BaHUEM PA3JIMYHBIX UHTEP(HENHCOB B KOHCOJIb YIPABIECHUS MEXKCETEBBIM
JKPaHOM.

2. Tlepe3zamyck MeXCETEBOrO 3KpaHa, cOPOC K 3aBOJICKMM HACTpOWKaM IO YMOJIYaHUIO,
yCTaHOBKa JaThl U BpemeHnu, DNS, akTuBamus u npuMeHEeHNE U3MEHEHHH.

COpoc u 3arpy3ka HOBOM KOH(UTYpAIMU yCTPONCTBA, aBTOMaTudeckoe ooHoienue [10.

4. Tlouck HEUCHPaBHOCTEM.
OnucaHue NpaKTU4YeCKOH pa6oThl

anae/lenue mexynccemessbiM IKPAHOM C NOMOWBLO pa3/TUYHbIX w-lmepgﬁeﬁcoe

Hocmyn k mexccemesomy sKpaHy ¢ paboueti cmaHyuu

HoBomy mexcereBomy skpany D-Link NetDefend ¢ 3aBojickuMu HacTpoiikaMu IO yMOJTYAHUIO
cucrema NetDefendOS aBromarumuecku HazHauaeT BHyTpeHHu# IP-agpec mo ymonyanuio Ha
uHTepdeiice lanl (nan UHTEpdENC lan HAa MOJEIAX C OJHUM JIOKAJIbHBIM MHTepdeiicom). IP-
ajzipec, Ha3HadyaeMblil HHTep¢eicy ynpaBlieHUs, 3aBUCUT OT MOJIEIM MEKCETEBOTO 3KpaHa
NetDefend:

e Jlns moneneit mexcereBbix 3kpanoB NetDefend DFL-210, 260, 800, 860, 1600 u 2500,
[P-anpec unrepeiica ynpapieHus, Ha3HaYaeMbli 10 YMOJIYAHUIO - 192.168.1.1.

e Jlns moneneit mexcereBbix 3kpanoB NetDefend DFL-1660, 2560, 2560G u 260E/860E,
[P-anpec untepdeiica ynpapieHus, Ha3HaYaeMblid 10 YMOJIYaHHUIO - 192.168.10. 1.

IP-anpeca unTepdeiica MeXCeTeBOro 3KpaHa, KOTOPBIA COCAMHEH C paboued cTaHIuen, U
uHTepdeiic camoil paboueil cTaHLMU, KOTOpasl J0JDKHA BBIMNOJIHSTH YIIPABICHHE MEKCETEBbIM
9KpaHOM, JIOJKHBI ObITh B OJHOM M TOM ke ceru. [loaTomy uHTepdeiicy pabouell craHuuu
BPYUYHYIO JOJDKEH ObITh HazHaueH craruueckuil [P-ampec u3 moacern 192.168.1.0/24 u
OCHOBHOM 1103 192.168.1.1:

IP-agpec: 192.168.1.30
Macka noaceru: 255.255.255.0

OcHoBHOI nL1103: 192.168.1.1

Be6-unmepdgelic
Cucrema NetDefendOS npenocrasmisier geo-unmepghetic (WebUI) st yripaBieHUs CUCTEMOM ¢
MMOMOIIIBIO CTaHAAPTHOTO BeO-Opaysepa.

MepBoHayanbHasa peructpaumsa B Beb-uHtepdence n Mactep yctaHoBKkU



Jis  mepBOHAYANBHOTO JIOCTyNa K BeO-MHTEpQEiCcy MEKCETeBOro JKpaHa C 3aBOJCKHUMHU
HACTPOMKaMHM MO0 YMOJYaHUIO cieayeT ucnoiab3oBaTth URL https://192.168.1.1.

ITocme »TOro mosBUTCS JHUaJIOTOBOC OKHO aYTeHTI/I(l)I/IKaHI/II/I IIO0JIB30BaTECIIA.

Authentication Required
Flease enteryour username and pasaward.
Usermmame:

Pasamord:
Language: English b

\ Lngin ]

Optimized for Internet Explorer & {and later), Firefox and
Netscape 8

HMms monws3oBaTelns Mo YMOJIYaHHUIO — admin, I1APOJIb 10 YMOJIYAaHHUIO — admin.

JlmanmoroBoe OKHO perucTpanuy B BeO-mHTEpdelice MpeoCTaBIsIeT BO3SMOKHOCTh BBIOPATh SI3bIK
unTepdeiica. [Tomnepxka s3pIka peain30BaHa ¢ IOMOIIBIO HA0Opa pecypCHBIX (aiioB.

Ecnu w3MeHeHuss B HacTpoilkax He OBUIM CJENaHBI, 3alyckaeTcs Macrep YCTaHOBKH, H
aJIMUHHUCTPATOP MOXKET BBIINOJHUTH BCE HEOOXOJMMBbIE IIAru IO YCTAHOBKE IyOJIMYHOIO
JIOCTYIIa K UHTEPHET.

OOmuii Bu BeO-uHTEpdEiica:

m @) D-Link Firewall 2.40.01

€& | rtes192.168.11

IP-Agpec Nno yMoOn4aHuio
Logged in as administ
admin - 192.168.12.30
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Hoctyn k BeO-uHTEphECcy peryaupyeTcs HaCTpanBaeMOM MOJIUTUKOHN yIAJICHHOTO YITPABICHUS.
[To ymonuanuio, cuctema paspemiaer AOCTYN K BeO-MHTepQEiCy TONBKO W3 CETH, KOTOopas
MOJICO€IMHEHA K MHTepdeiicy lan. Bygem Ha3bIBaTh 3Ty CETh BHYTPEHHEH.

CTpOKa MCHIO COACPKUT KHOIIKHM W BbIMaJAar0OmUC MCHIO, MCIIOJIB3YEMBIC HJIS1 PCAAKTUPOBAHUA
PAa3JIMYHBIX HACTPOCK, a4 TAKXKE MJIA OOCTYIIA K pa3sIMYHbIM HHCTPYMCHTAJIbHBIM CpPCACTBaAM M

4



MPOCMOTPY  TEKYIIMX CTAaTyCOB COEOUHEHHH, HHTepQeiicoB, ayTeHTU(ULHUPOBAHHBIX
O0Jb30BaTENIEN U T.1I.

Home — Bo3sspar Ha rmaBHyto cTpaHuily BeO-unrepdeiica.

Configuration
Save and Actvate — CoXpaHEHME U aKTUBAaLMs HACTPOEK.

Discard changes — OTMeHa H3MEHEHUH B HaCTPOﬁKaX, BBIIIOJIHCHHBIX BO BpEMA
TEKYyLIEH CECCUM.

View Changes — CHOHMCOK W3MEHEHHMH B HACTPOWKaX C MOMEHTa IOCJICIHETO
COXpAaHEHUA.
Tools — HNHcTpymeHTanbHBIE CPeACTBA, HEOOXOAMMBIC ISl OOCTYKUBAHUSI CHCTEMBI.
Status — Tekymue crarycbl, HUCHOJb3yeMbI€ I JAUArHOCTUKU TEKYIIErOo COCTOSHHS
CUCTCMBI.

Maintenance — OOCiIy)XHUBaHHE.

Update Center — OOHOBJIEHHWE CUTHATyp aHTUBUpYCa U OINpEIENICHUS BTOP>KEHUH,
KOTOPOE MOYKET BBIIOJIHATHCS KaK BPYYHYIO, TaK U IO PACITUCAHUIO.

License — HpOCMOTp JJUIICH3HUHX U BBOJ KOJa aKTHUBAaIlUHU.

Backup — Co3/1aHn€e pe3epBHOM KOTTMU HACTPOEK Ha paboUeil CTAaHIIMK U BOCCTAHOBJICHHE
MIPEABAPUTEIIBHO CO3/IaHHON PE3EPBHOMN KOIUU.

Reset — [lepe3amyck MeEKCETEBOro 3KpaHa WM COPOC K 3aBOJICKUM HACTPOMKAaM IO
YMOJTYaHUIO.

Upgrade — OOHOBIIEHHE TPOTPAMMHOTO 00ECTICUCHHSI MEXKCETEBOTO IKpaHa.

Technical support — Co3ganue Ha paloueld crtaHiWU Qailna, CcoaepKaIiero
pa3IuyHbIe CTAaTUCTUYECKHE JaHHbIE O pabOTe MEXKCETEBOr0 AKpaHa. ITOT (pail MOKeT
OLITH HU3YUYCH JIOKAJIbHO HJIM OTIPABJICH CICHHUAINUCTY TEXHUYECKOM MNOAACPKKH  IJIA
OKa3aHus IIOMOIIIM B HCCIICAOBaHNU Hp06H€MI)I. 910 ABIIIETCS KpaI\/’IHe BAXHBIM, TaK KakK
aBTOMaTH4yecKu coOupaemas uHOpMalMs COAEPKUT MHOYKECTBO JIE€Talel, KOTOphIe
TpeOyIOTCS IPU MOUCKE U YCTPAaHEHUH HEUCIIPAaBHOCTEM.

[Io ymomuanuto, jgoctynm K BeO-MHTEep(deHCy OTKpBIT TOJbKO W3 BHYyTpeHHed cetu. Ecnun
HEO0OX0IMMO BKIIIOUUTH JOCTYIl C IpYruX HHTepdeiicoB, kpoMe uHTepdeiica lan, Tpebdyercs
WU3MEHUTD MOJIMTUKY YAAJTIEHHOTO YIIPABJICHHUS.

Beo-unrepdeiic:

System - Remote Management - Add - HTTP/HTTPS Management



'} RemoteMgmtHTTP

Configure HTTP/HTTPS manasgemsant to enable remote mansgement to the systam.

General

#/ Remote Access Type

FemoteMgmtHTTR

#/ Comments

Komananasi ctpoka:

add RemoteManagement RemoteMgmtHTTP https Network=all-nets Interface=any
LocalUserDatabase=AdminUsers HTTPS=Yes

[Tocne 3aBepuieHusi paboThl HEOOXOAMMO BBINTH M3 BeO-MHTepdeiica, YTOObl MPEIOTBPATUTH
AOCTYII APYrux MOJIb30BaTeICH K MCKCETCBOMY JOKpaHy. BI)IXO}I N3 CUCTCMbI OCYHICCTBIIACTCA
Ha)KaTUEM KHOIIKU Logout, PACHOJIOKEHHOH CIIPaBa B CTPOKE MEHIO.

Humepdgelic komandHoti cmpoku CLI

Cucrema NetDefendOS npenocrasnsier ummepgeiic xomanonou cmpoxu (CLI), KOTOpbII
JOCTYIICH JIOKAIBHO Yepe3 CepUUHBIA KOHCOJIBHBIN MOPT (COSANHEHHE C KOTOPBIM OMUCHIBACTCS
HIDKE) WM yAaJeHHO Yepe3 OIUH U3 MHTEP(EHCOB MEKCETEBOro dKpaHa ¢ MOMOIIBI0 KIMEHTa
npoTokoia Secure Shell (SSH).

CLI mpenocrasisier HaOOp KOMaHJI, 00ECIeUnBAOLIUX OTOOpaKEHNE U U3MEHEHUE HACTPOEK, a
TaKXE OTO6pa)KeHI/Ie pa6OTI>I CHCTEMBI U BBITIOJITHEHHUEC 3a1a4 I10 O6CJ'IY)KI/IBaHI/IIO CHCTEMBI.

Haubonee yacto ucnosb3yemsie komanabl CLI:

. add — JloGaBnenue oObekTa, Hampumep, [P-agpeca wnm mnpaBuia B HACTpPOUKH
MEKCETEBOTO IKPaHa.

. set — lI3MeHeHne kakoro-1mbo cBoicTBa 0ObEKTA.

. show — OToOpakeHne TEKYIMUX KaTeropuil WM 3HAYCHU 00hEKTa.

. delete — YaneHue 0ObeKTa.

Cmpykmypa KomMaHd
BoJIBbIIMHCTBO KOMaH HMEIOT CIICAYIOLIYIO CTPYKTYPY:



<command> [<object category>] <object_ type> <object name>
[<object properties>]

Hanpumep, s otobpaxenus IP-agpeca 00bekTa my address HCIOJIB3YETCS KOMaH/A!

gw-world:/> show Address IP4Address my_address

Bce mnactpaumBaemble cymuoctu (IP-agpeca, wunTepdeiicsl, mnpaBuna QUIBTPOBAHUS U
MapIIpyTHU3allud M T.II.) MEXKCETEBOI0 3KpaHa Ha3bIBalOTC oObekTamu. Kaxablii 00beKT
NPUHAUICKUT ONpEJEeIEeHHOMY THIY (IP4Address, Ethernet, IPsecTunnel, IPRule,
RoutingRule U T.IL.). HeCKOJIbKO TUIIOB MOTYT OBITH CIPYNIMPOBAHbI B KATETOPUIO (Address,
Interface, Settings U T.IL.).

Komanna
gw-world:/> help help

BBIBOJIUT CIIPABOYHYIO HH(OPMALIMIO O CUCTEME.

Hcmopus komaud

Hapurammss mo cmnmcKy WCHOJIB30BaHHBIX KOMaHJ B uHTepdeice KOMaHIHOM CTPOKH

BBITIOJIHSETCS C MMOMOIIBIO KJIABUII «CTPEJIKa BHU3» U «CTpeEJKa BBEPX» (AHAIOTMYHO KOHCOJIU B
o . . ™ ™

O6onpmmHcTBE Bepcudt Microsoft Windows u UNIX'™). Hampumep, Haxkartue KiIaBUILN

«CTpeNKa BBEPX» BBI3OBET IOSBIICHUE NOCIIECIHEH BBIIIOJHEHHONW KOMAaH[bl B TEKYILIEW CTPOKE

CLI. Tlocne 3Toro ee MOKHO OTPENaKTUPOBATh U BHIMIOJIHUTD.

@®yukyus Tab Completion

Cucrema NetDefendOS npenocraBisieT BO3MOXXHOCTb, KOTOpasi HasbIBaeTcs fab completion.
Haxxatue kiaBuIm tab BBI30BET aBTOMAaTUYECKOE 3aBEPIICHHE TEKYIIEro HACHTH(HUKATOPA.
Ecnu omHO3HA4YHOE 3aBEpIICHWE HEBO3MOXKHO, TO HaKaTHE KJIABUINM tab MPUBEACT K
ABTOMATHYCCKOMY 0T06pa>1<eH1/1}0 BO3MOXHBIX SaBepHIeHI/Iﬁ 1501050 OHHI/Iﬁ KOMAaH/JBbI.

Bo3MmoxxHOCTh tab completion MOKHO Tak)ke MCIOJB30BaTh IS aBTOMATHYECKOTO 3aIOJTHEHUS
napaMeTpoB KOMAaHJIbl 3HAUYCHHSIMH 10 yMOJYaHuto. [y 3Toro B KadecTBe 3HAUCHHSI CIIEAYET
BBecTH cuMBoOJ "." M HaxaTh KiaBully tab. Hampumep, ecnu npu Habope HE3aKOHUEHHOM
KOMaH/bI:

set Address IP4Address lan_ip Address=

BBeCcTH "." M Ha)KaTh KJIABUINY tab, TO OTOOpa3uTCs TEKyllee 3HAUCHUE MapaMeTpa Address.

Ecnu nanHbIM 3HAYeHWEM SIBISETCS, HapuMep, 10.6.58.10 OyneT aBTOMATHYECKH CO3/aHa
clieayronias KoMaHja:

set Address IP4Address lan_ip Address=10.6.58.10

[Tocne 3TOrO €€ MOYKHO MPU HEOOXOAUMOCTH OTPENAKTUPOBATH U BBIIIOJHUTD.

Kamezopuu o6sexkmos

Panee ymoMuHanoch, yTo OOBEKTHI I'PYNIUPYIOTCS MO muny, Hanpumep, IP4Address. Turmbl
MOTYT TPYIIUPOBATHCS MO Kamezopusm. Tun IP4Address NPUHAUIEKUT KaTEropuu Address.
[Ipu ucnonb3zoBaHuM B KaTeropusx ¢yHkuus tab completion mpumeHsieTcs Ui MOUCKa TUIA
00BeKTa, KOTOPBIH HEOOXOJUMO UCIIOJIB30BaTh.

[Ipu BBOZE KOMaH/IbI, HAIPUMEp add, U HAXKATUH KJIABUILIU tab, 0TOOpa)aroTCs JOCTYIHbIE JJIs
MCI0JIb30BaHUA C ATOM KOMaH10i kateropuu. [locne BpIOOpa KaTeropuu U NOBTOPHOI'O HaXaTHs
KJIaBULIH tab, OyayT 0TOOpa)xKeHbl BCE TUIBI OOBEKTOB JIJIs IaHHOM KaTeropuu.

He Bce Tumnbl 00bEKTOB NMpHUHAIEKAT KaTeropusiM. B aTom ciyuae mocie BBOJa KOMaHbl U
HaXKaTus tab OyIET MOSBIATHCA CHUCOK BOBMOKHBIX TUIIOB OOBEKTOB.



Bbwi6op kamezopuu 06s5ekmos

JInst HEKOTOPBIX KOMaH/] CHavaja ¢ MOMOIIbI0 KOMaH/bl cc HE0OXOJMMO yKa3aTh KaTeropuio U
OK3EMILIAP, MPEKAC YEM OTIACIILHBIC 00BEKTHI MOTYT CO3aaBaTbCA WM PEAAKTUPOBATHCA. 9to
KacaeTcsi, HalpuMmep, MpaBui Mapuipytusanud win ¢uisTpoBanus. Eciu cymectByer Oosee
OJIHOM TaOMUIBl MapLIpyTH3aluu, Ui A00aBI€HUs] WIM WU3MEHEHHUs Mapuipyra HeoO0XOAHUMO
UCII0JIb30BAaTh KOMAH/y cc JUIS YKa3aHHUs MCIOJB3YeMOM TaOIHIIbl MapIIPYTH3AIHH.

gw-world:/> cc RoutingTable main

gw-world:/main>

OOpaTuTe BHUMaHKE, YTO MpUTJIallieHUe U3MeHseTcs. Tenepb MOKHO J00aBUTh MAapIIPYT:

gw-world:/main> add Route Name=new_routel Interface=lan Network=lannet

JUis  OTMEHBbl YyKa3aHHUsl TeKyllel KaTeropuu CcleAayeT HCIOoJIb30BaTh KOMaHIy cc 0e3
1apaMeTPOB.

B kareropusix, B KOTOpBIX Mepei CO3JaHHUEM WU pPEeJaKTUPOBaHHEM OOBEKTOB Tpelyercs
yKa3aTh 3K3EMIUISIP C IOMOUIbI0 KOMAH/Ibl cc, B CIIUCKE, MIOKAa3bIBAEMOM KOMAaHJIOW show, HOcie
MMEHU KaTEerOpuH CIEAYEeT CUMBOJ «/».

[2ddress] IGMPSecting ZoneDefenseSwitch
[ALG] l

[ClientT] IPPool

I]:'Ii".-'E‘I} IPEnle

[Interface] IPRuleFolder/

[LogReceiver] IPsechlg

[FemoteManagement ] LDAPDa

=] LOAPSe ry

r

[Settings] LocalUserDatabase/
Access HalFool
AdvancedScheduleProfile/ | [OSPFProcess/S
SHPRNL Pipe
acklistWh PipeRule

Certificate i L

COMPortDevice RadiusAccounting
ConfigModePool

DateTime Lout ancingInstance

Device ivuteBalancingSpilloverSettings
DHCPRelaw Lo qEule

DHCEPServer/ RoutingTable/

DB S SchedulePrafile
DynamicRoutingRule/ SHClientEey
——— More {1/2) ———l

OnpedesieHue HeCKONbKUX 3HAYEHULl napamempos
I/IHOFHa mapaMeTp KOMaHIbl MOKET HMCTb HCECKOJIBKO 3Ha4YeHui. DTU 3HAYEHUS JOJI?KHBI
pazaensaTeed 3amsToil. Hanpumep:

AccountingServers=serverl, server2, server3

ﬂ06aeﬂeHue HO8020 npasgu/id 8 CnNUCOK npasuJ

[TopsnoK MpaBuIl B CIIMCKE, HAIPUMEDP, HAOOP TpaBuil GUILTPOBAHUS, ABISETCS BaXHBIM. 10
YMOJIYaHHUIO HOBOEC ITPaBHIIO I[O6aBH$I€TC$I B KOHECII CIIMCKAa. Ecmu YIIOpAAOYCHHOCTE BayKHa, TO
MOXKET ObITh J00aBJIeH NapaMeTp Index=<HoMep mosMuMM B CHMCKE NPaBMI>



Hcnoab308aHue yHUKA/AbHbBIX UMEH

st ymoOcTBa peKOoMEHIyeTCs Ha3HadaTh BCeM OOBEKTaM YHHKAJbHBIE HWMEHA, YTOOBI ATH
HMEHA MOXKHO OBIJIO MCIIOJIb30BaTh B KAdECTBE CCBUIKM Ha OOBEKT. ITO OCOOCHHO 4YacTo
WCIIOJIb3YETCSI IPY HAITUCAHHUH CIICHAPHECB.

Nmena noykHBI OBITH YHUKAJIBHBIMM B Ipefesiax oJHOro tuma obbekra. llo mpuumnnam
coBMecTUMOCTH ¢ Oosiee panHumHu Bbimyckamu NetDefendOS cymecTtByeT wuckiodeHue,
cBsa3aHHOoe ¢ I[P-mpaBunamu, y KOTOpbIX MOTYT ObITh JBOMHBIE HMEHa, TEM HE MEHee,
pexomenayercst uzberarb 3toro. Ecinu ayonupoBanHoe ums [P-npaBuia ucnosib3yercs B JIBYX
[P-npaBunax, B TakOM cilydae TOJbKO 3HAUE€HHE Index MOXKET OJJHO3HAUYHO ONPEAEIUTh KaXKI0e
[P-npaBuno B xomannax. Cceuika Ha IP-mpaBuio ¢ ayOnupoOBaHHBIM HMMEHEM IMPUBENET K
COOOLICHHIO 00 OIINOKe.

Hcnosv3osanue dns-umenu emecmo IP-adpeca

B mexoToprix komanaax aapec B Buae dns-umenu, a He [P-agpeca. B aTom ciiydae nepen umenem
JOJDKEH CTOSATh NMpePHUKC dns:, YKa3bIBAIOIIUM HA TO, YTO HEOOXOJMMO HCIOJIH30BATh CEPBUC
DNS st moucka IP-agpeca mo nmenn xocra. Hanmpumep, dns-uMst host . company . com CileayeT
YKa3bIBaTh B KOMAH/IHOW CTPOKE KaK dns:host.company.com.

[TapameTpsl, B KOTOPBIX MOTYT yIOTPeOISIThCS dns-MMeHa B KOMaHHOU CTPOKE:
. VY nanennas koneunas touka s [Psec-, L2TP- u PPTP-tynnenei.
. Xoct mia LDAP-cepBepos.

Ecmun meobxoammo ucnonb3oBath cepBuc DNS, To crnemyer HactpouTh XoTs Ob1 omuH DNS-
cepBep, KOTOPBIN OyAeT BBIIOJIHATH IpeoOpa3zoBanus dns-umena B IP-agpeca.

JlokasvHblli docmyn Kk uHmepgeticy KoMaHOHOU cmpoKu

Cepuitnblii  mopr koHconu — 310 mnopTt RS-232  wmexcereBoro »skpana NetDefend,
ofOecrieunBarOIMil JOKaJbHBIM AocTyn K uHTepdeilicy komanmHoi crpoku. Ilopt RS-232
cymectByer Ha crapmux Mmoaemsix DFL 1660/2560. Ha nHoBeix muammmx monensx DFL
KOHCOJIbHBIN 1opT BhINoJHEH B Buje Ethernet-pazbema.

JAocmyn k unmepdgelticy komaHdHol cmpoku no npomokosay SSH (Secure Shell)

[Iporoxon SSH (Secure Shell) ucnonb3yercs it 1octyna K nHTEpQeiicy KoMaHIHON CTPOKH ¢
yaajJieHHOM paboueit ctaniuu. [Iporokon SSH oGecnieunBaeT 6e30macHble KOMMYHHUKAIIUU 10
HE3aILUIIEHHbIM CETSIM, a TaKK€ CHJIbHYIO ayTeHTU(duKauuio olOeux cropoH. SSH-KIMEHTHI
JOCTYIIHBI 17151 OOJIBIIMHCTBA IIAT(HOPM.

Cucrema NetDefendOS nonnepxxusaet Bepcuu 1, 1.5 u 2 npotokona SSH. Pa3pemienue nocryna
mo npotokony SSH mpemocTaBisieTcs ¢ MOMOIIBIO MOJIUTHKY YIAJEHHOTO YIPABJICHUS, U TIO
YMOJTYaHHIO PA3PEIICHH TOCTYIA 1Mo MpoTokoiay SSH Her.
Be0-unrepdeiic:
System > Remote Management > Add > Secure Shell Management

Name: SSH lan



”1 SSH lan

Conifigura 3 Secure Shell {SSH) Sarver to enable remote m

.

General
& .

#] General &) Key Exchange Algorithms
[N ame: S5H_lzn agzzs v Blowfish  [w

Listening Port: P AES-152 I IDES v

Msx Concurrent Cheants 5 AES-25G F

Session idle timeout: 1800

Login grace tinseourt 30

Greeting Message

Maximum Authentication Retries:” | 5

#] Authentication Methods

Client suthentication methods that this server supports L e B BB o T e e e e BT "5 ™
Uszzr Databsss: 2dminJsers Ld
Acoess Level admin Ld

%/ Access Filter

= granted from the folloping interfzos 2o -in-q.:-_.;__

lan

lannetFwi

5
#/ Key Exchange Algorithms 2/ Comments

Komananasi ctpoka:

add RemoteManagement RemoteMgmtSSH ssh Network=lannetFW1l Interface=lan
LocalUserDatabase=AdminUsers

H3meHeHue napos nosab3zosamens admin

[Tocne mepBOHAuYaIBLHOTO 3aITyCKa PEKOMEHIYETCS KaK MOXHO CKOpee H3MEHHTHh IMapoJib IO
YMOJTYaHHIO admin Ha J11000# apyroi. [1apons moibp3oBaTesss MOKET ObITh JTF000M KOMOMHAITHEH
CHUMBOJIOB ¥ HE MOXKET COJepkKaTh OoJiee 256 CUMBOJIOB.

Be0-unrepdeiic:

User Authentication = Local User Databases = AdminUsers
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! admin

User credentisls may be used in User Authenticstion Rules, which in turn are used in e.g. FFPR, IP

#/ General

admin

Groups: agaministraters

Add administrators I add auditors I

#/ Per-user IP Configuration (for PPTP, L2TP and S5SL VPN)

Komananasi ctpoka:
cc LocalUserDatabase AdminUsers

set User admin Password=admin

YuemHble 3anucu 04151 AOMUHUCMPUPOBAHUS MEHCCEMe8020 IKPAHA
HJ’I?I AIMUHUCTPHUPOBAHUA MEXKCETEBOI'O OKpaHa HCIIOJIB3YIOTCHA YUYCTHBIC 3arucu
10JIb30BaTeseil, KOTOpbIe XPaHATCS B JOKaJIbHOM 0a3bl JaHHBIX.

[To ymomyanuio uMmeercs JOKajlbHas 0a3a JaHHBIX AdminUsers, KOTOpas COJEPKUT YUYETHYIO
3anuch admin. [laposb JaHHON y4EeTHOM 3aIMCH — admin.

Kakast nMeHHO 0a3a JaHHBIX UCHOJIB3YETCs JUIsl XPAHEHUS YYETHBIX 3aluced aMUHUCTPATOPOB
MEXCETEBOI0 JKpaHa M C KakuX HMHTEeppeicoB U ceTeil BO3MOXKHO aJAMHHHUCTPHUPOBAHUE,
onpezensercs KOHQUTypallMOHHBIMU NTapaMeTPaMH.

11



' RemoteMgmtHTTP

Configure HTTP/HTTPS managemant to gnable remote mansgement to the system.

— e e e e v S - . R S S —

General

@/ Remote Access Type

RemoteMgmtHTTE

Accezs Levell | admin

Soate socess s aanted fnam the folioping interfzre and network.
Interizce: any
MNetwork: all-nets

JIJISI YIIPABJICHUS MECXKCETCBBIM DJKpPaHOM OIPCACICHbI [BC TpPYHIbl. Administrators H
Auditors.

V4eTHbIC 3a1ycy, NpuHaAJICKaAIUE I'PYyNIIC Administrators, O6J'IaJIaIOT ImpaBaMu 110 YTCHUIO U
3aIIMCHU BCEX HACTPOCK MCIKCETCBOT'O DKpaHa.

VY4yeTHbIC 3amucH, MPUHAJISKAIINE TPYIIE Auditors, 00JaJal0T TOJIBKO MPaBaMU MO YTEHUIO
BCEX HACTPOEK MEKCETEBOr0 dKpaHa.

Eciu TpeOyeTcsi, MOXKHO CO3/1aTh JOMOJTHUTEIbHBIE YUETHBIC 3alUCH IS aIMHUHUCTPUPOBAHUS
MEKCETEBOT0 IKpaHa, yKa3aB KaKo# U3 TPy IPUHAIIEKAT CO3/IaBAEMbIC YUETHBIC 3aIHUCH.

Cucrema NetDefendOS 3ampemniaer onHOBpeMEHHBIH BXOj 0Oojiee OJHOW y4ETHOW 3amucH C
IpaBaMM aJMUHHCTpaTOpa. EciM BBINOJHEH BXOJ IOJ OJHOM YYETHOW 3alMCBIO C MPaBAMH
aJMUHHUCTpATOpa, TO BXOJ IIOJ BTOPOM YyYETHOM 3amuCH BO3MOXEH, HO TIpPH 3TOM
MIPEIOCTABIISIFOTCS. IIpaBa TOJBKO ayauTa. [pyrumu cioBaMu, BTOpas y4deTHasl 3amuch Oyner
00Ja1aTh TOJBKO MpaBaMH YTEHHSI HACTPOEK 0€3 BOZMOKHOCTH X U3MEHEHUSI.

i Logged in as administrator

admin - 192.168.12.30

%8 Logged in as auditor
olga - 192.168.12.30

Building Networks for People

CyeHapuu KoMaHdHOU cmpoKu

Jlnst  TpOCTOTHI  XpaHEHWs] W BBIMOJHEHUS KOMaHI amMuHHcTpatopoM, NetDefendOS
nopepxuBaer ¢yukauto CLI  scripting. CLI script — »53T0 3amucaHHas B (Qailn
MOCIIEIOBATEILHOCTh KOMAHJI, KOTOpPBIE MOXXHO BBINIOJIHUTH IIOCIE 3arpy3ku Qaiina Ha
MEXKCETEBOM IKpaH.
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st cozmanmst CLI script ciieryeT BBITOJHUATD CIAEAYIONINE Maru:

1. Co3paath TEKCTOBBIN (aiii, coaepKaluM MOCIeI0BATEILHOCTh KOMaH/I, 10 OJTHOM KOMaHJIe B
ctpoke. s sTux ¢aiioB peKOMEHIYeTCs HCIOJb30BaTh pacidpeHue .sgs (Security
Gateway Script). Ums ¢aiina, BKIItouYas pacuIdpeHHe, HE JOJDKHO cojepxaTth Oosee 16
CHIMBOJIOB.

2. 3arpy3uTh (ailn Ha MexceTeBoU 3kpaH, ucnoiniys Secure Copy (SCP). daitnbi-cuieHapun
AOJIKHBI XPAaHUTHCA B ITAIIKE scripts.

3. HUcnonb3oBath koMaHy CLI script -execute /Ui BBIIOJHEHUS KOMaH/ U3 (aiina.

Komanna script — 3TO HWHCTPYMEHTaIbHOE CPEICTBO, HCIOIB3YyeMOE ISl BBIOJHEHHS
OTIPEJICICHHOW TOCIICZI0BATEILHOCTH KOMaHJ. [lONHBIH CHHTAaKCMC KOMAaHJBI OIKCAaH B
Pyxosoocmee no unmepgheiicy xkomanownoii cmpoxu CLI. PacCMOTpUM HEKOTOPBIE TPHUMEPHI
MCIIOJIb30BAHUS TAHHOW KOMaH/IbI.

B CHCHApHUIX MOXXHO HCII0JIb30BaTh CICAYIOIIHE YEThIPE KOMAaHbIl: add, set, delete, cc.

Ecniu B cuenHapuu mnosiBisieTcss jrodas Jpyras KOMaHJa, OHa WIHOPUPYETCS, IPU ITOM
reHepupyercsi cooOuieHue c¢ npeaynpexiaeHuem. Hanpumep, komanaa ping Oyner
IIPOUTHOPUPOBAHA.

C moMoImipl0 KOMaH/bl script -execute 3aIyCKAeTCsl YKa3aHHBIM B MapaMeTpe —name (Haii
CLIEHApHsl.
script -execute -name=my script.sgs
®daiin CIHCHApHsaA MOXKCET COJACPIKATH 11000€ KOJIMYECTBO nepemMeHHvlx cuyeHapus, KOTOPBIC
0003HaYaroTCs CIEAYIOUIUM 00pa3oMm:

$1, $2, 83, $4 $n
@DaKTUYECKHE MapaMeTpbl 3THUX IMEPEMEHHBIX YKa3bIBAIOTCS B KOMAaHJIHOW CTPOKE script -

execute.

Ecnu B BemomHsIEMOM (haiisie clieHapus BO3HUKAET OMMOKa, TO IO YMOJIYAHHIO CLICHapui OyaeT
npepBad. C MOMOIIBIO OMIMKN —force CIEHAPUI OYIET MPOJIOKEH JAaKe MPU BOSHUKHOBCHUH
OIIHUOKH.

script -execute -name=my script2.sgs -force
Bce BbIXOJHBIE JaHHBIE BBIMOJHEHHOTO CUEHAPUS MOSBIISIIOTCS B KOHCOJIM KOMAaHIHOM CTPOKH.
[To yMon4aHuUIO 3TU BBIXOJHBIE JIAHHBIE COCTOSIT M3 COOOIIEHUIH 000 BceX OIMMOKax, KOTOphIE

MMPpOMU301IJIM BO BPEM BBIIIOJIHCHUA. I[J'If{ BbIBOJId Ha KOHCOJIb MNOATBCPKACHHA BBIITOJIHCHUA
Ka)KHOfI KOMAaHJbI UCNOJIB3YETCA ONIMA —verbose.

script -execute -name=my_ script2.sgs -verbose

[Ipu 3arpy3ke ¢aiina cieHapusi HA MEKCETEBOM dKpaH, CHavYajla OH XPAHUTCS TOJBKO B MaMSTH
RAM. Ilpu mnepesanycke NetDefendOS Bce 3arpyxeHHble ClieHapuu OyAyT YHUUTOXEHBI B
SHEPTrO3aBUCUMON MaMsATH, W IS WX CJCAYIOIIETO BBIOTHEHUS TMOTPEOYyeTCs MOBTOpPHAS

3arpy3ka. Jlyis coxpaHeHHus CIEHapueB IOCJe Iepe3alyCKOB CleIyeT IEepeMECTUTh HUX B
SHEProHEe3aBUCUMYIO MTaMATh C IOMOIIbIO KOMaH bl script -store.

script -store -name=my_script.sgs

Ecou TpC6yGTC$I MNEPEMECTUTL B DHCPIrOHE3aBUCUMYIO MMaMATH BCC CUCHAPHUU, TO HCIIOJIB3YCTCA
KOMaHJa.

script -store -all

Jls ynaneHus CLeHapus UCIIOJIb3yeTCsl KOMaHla script —remove.
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Komanna script 0e3 mapaMeTpoB OTOOpaXkaeT CIHCOK BCEX CIEHAPHEB, pa3Mep KaXKIoTo
CIICHapHs U THII TAMSTH, B KOTOPOH XpaHUTCS ClieHapuil ( Disk WIIM Memory).

Jljis BBIBO/Ia HA KOHCOJIb COJEPKUMOTO (aiisia ClieHapHs UCIOIb3yeTcss KOMaH/Ia.

script -show -name=<umst darna>

Asmomamuueckoe co3daHue cyeHapues

Korna HCO6XOI[I/IMO BBIIIOJIHUTH CO3JaHHC OJHHX MU TEX XKCE 00BEKTOB KOH(i)I/IpraHI/II/I Ha
HECKOJIbKUX MEXKCETEBbIX JKpaHax, CilenyeT co3iarh (aill creHapus M 3allyCTHTh €ro Ha
KaKJIOM YCTPOMCTBE.

Komanna

script -create <object type>

aBTOMAaTUYECKU CO3/aeT (ailyl clieHapusi, KOTOPbIM COAEPKUT KOMaHIy add BcCeX OOBEKTOB
YKa3aHHOTO THUIIA, CYIIECTBYIOIINX B MEKCETEBOM JKpaHe.

HaHpHMep, JJI1 CO3JaHHA BCEX 00BEKTOB IP4Address C OJHHMMHU U TCMHU KC IapaMCTpaMH Ha
HCECKOJIBKHUX MEKCCTCBLIX OKpaHax CICAYCT BbIIIOJTHUTL KOMaHIY.

script -create Address IP4Address -name new_script.sgs

@aiin new_script _sgs MOXET OBITh 3arpyK€H Ha JIOKaJIbHYI0 PaOOuyl0 CTAHLUIO U 3aTeM
CKaueH M aKTUBHMPOBAH Ha APYIMX MEXKCETEBBIX dKpaHax. [locime 3TOro y Bcex yCTpOWCTB B
a/IpeCHBIX KHUTaX OyAyT HaXOAUTHCS OJHU U TE K€ O0BEKThl IP4Address.

Hexotopeie mapametpsl KoHGUTypaluy, 3aBUCAIIME OT allapaTHOro oOecredeHusi, He MOTYT
OBITh AaBTOMATHYECKH 3aMMCAHBI B CLICHAPUH C TIOMOIIBIO MMApaMeTpa -create.

Crpoxa B (aitsie crieHapus, KOTOpasi HAUMHACTCS C CHMBOJIA #, SIBJISIETCS KOMMEHTAPHEM.

CyeHapuu, ebi3blearoujue dpyaue cyeHapuu
OnuH cueHapuil MOKET BbI3bIBaTh Jpyroil. Hampumep, cueHapuil my script.sgs MOXeT
COJZIEPIKATH CTPOKY.

script -execute -name my script2.sgs

MakcumanbHOE KOJIMYECTBO BIIOKCHHBIX CIIEHAPHEB — 5.
Jama u epemsa

0630p
KOppGKTHaSI YCTaHOBKAa JOaTbl W BPEMCHU BaXXHbBI JIA HpaBHHLHOfI pa60TI)I CHUCTEMBI
MeXceTeBoro fkpaHa. llomuTukm 1o pacnucanuio, aBTo-oOHOBIeHUss IDP u 06a3 maHHBIX
aHTUBUpYCA, a TAKKE JPYrUuX QYHKIUM MpoayKTa TpeOyeTcsl TOUHO YCTAaHOBJIIEHHOE CHCTEMHOE
BpeM.

Kpome toro, cooOienus xypHajia OTMEUAIOTCS BPEMEHHOW METKOM UIsi TOTO, YTOOBI YKa3aTh,
KOrJja TMPOUW30IUIO  ompeaesneHHoe coObitue. Kpome TOoro, BpeMss JOKHO — OBITH
CUHXPOHHU3UPOBAHO C APYTHUMH YCTPOMCTBAMH B CETH.

[Ipomoko/bl CUHXPOHU3AYUU 8peMeHU

HOHI[CP)KI/IBaeTCSI HCII0JIb30BAHUEC MPOTOKOJOB CUHXPOHHU3ALIMHU BPECMCHU JIA aBTOMAaTHYECKOU
PETYIIMPOBKH CHCTEMHBIX YacOB C IOMOIIBI0O OTBETOB Ha 3allpoOChl, OTHPABISEMbIC UYepe3
MHTEPHET, Ha CIIelMajbHble BHELIHUE CEpPBEPHI, KOTOpbIE Ha3bIBalOT cepBepa BpemeHu (Time
Servers).
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Ycmanoska damul u 8peMEHU U YCMAHOBKA 4YdC0B8020 nosica

Y CTaHOBUTH 1aTy M BPEMS MOKHO BPYUYHYIO, 3TO PEKOMEHYETCs IIPU NIEPBOHAYATIBHOM 3aITyCKe
CUCTEMBI.

Be0-unrepdeiic:
System - Date and Time
u Date and Time
Set the date, time and time zone nformation for this system.

General

# | General

I )
Currant Date and Time: 2002-12-20 'Z:E{-ﬁ Set Date and Time I

&/ Time zone and daylioht saving time settings

l Time zone: | [GMT+04:00) v

r Enabl= daylight saving time

Offsat: &0 minutes
Start Date arch Wl W
End Date: | Octabar 1 NE

%/ Automatic time synchronization

{z Disabled
{ D-Link {pre-configured timesync server
{~ Custom

Time Servar Type SHNTP

Primany Time Serve lone

Set Date and Time

o= [Zo1a =] [y = |

Time: 11:42:33 | (HH:MMW:SS)

i

Ok I Cancel

Komananas cTpoka:
time -set YYYY-mm-DD HH:MM:SS

set DateTime Timezone=GMTplus4
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Cepesepvwl spemeHu (Time Servers)

HJ’[?I KOPPEKTHUPOBKU allllapaTHLIX YaCOB UCIIOJB3YIOTCA CECPBEPA BPEMCHHU, C IIOMOIIBIO KOTOPBIX
BO3MO>XHa aBTOMAaTH4YCCKasd HaCTpOfIKa BpPEMCHH, IOJYUYCHHOI'0O OT OJHOI'O HJIM HCECKOJBKHUX
CEpBEPOB, KOTOPHIE MPEIOCTABISIOT TOYHOE BPEMSI.

HOHI[Cp)KI/IBaIOTCﬂ CJICAYIOIIHEC IMTPOTOKOJIBI CHHXPOHHU3allu BPEMCHMU:
. SNTP

Omnpenensercsa crangaproM RFC 2030, mpocToii ceTeBoil MPOTOKOJI CHHXPOHU3ALUN BPEMEHHU —
peamuzanusi NTP (RFC 1305). NetDefendOS ucnonp3yer JaHHBIH TPOTOKOJ ISl 3alPOCOB K
NTP-ceppepam.

. UDP/TIME

[Iporoxon Bpemenu - Time Protocol (UDP/TIME) — Oonee paHHMI NpPOTOKOJ, TakKxke
o0ecreunBarOINi CHHXPOHU3AIUIO BPEMEHU Yepe3 UHTEPHET.

BonbmmucTBO cepBepoB Bpemenu noaepxkuBatoT NTP unmu SNTP-nporokossr.

Moryt ObITH yKa3aHbl MaKCUMaJIbHO TpU cepBepa BpemeHH. Eciau ucnonb3yercs 6osee 0qHOTo
cepBepa /ISl CHHXPOHU3AlMM BPEMEHHU, TO MOXKHO u30exarh cutyanuu. Korjga cuHxpoHuzanus
HEBO3MOXKHA M3-32 HEJOCTYIIHOCTU OJHOTO U3 cepBepoB. Cucrema moiiydyaeT MHGOPMALIUIO CO
BCEX JIOCTYIHBIX CEPBEPOB U BHIYUCIIAET CPEJIHEE BPEMS.

MakcumanbHas 8eAUHUHA KOPPEKMUPOBKU 8peMEHU

Uto0bl M30ekaTh YCTAHOBJICHHUS HEKOPPEKTHOTO BPEMEHH, KOTOPOE MOXKET MPOHM3OUTH IIPH
CUHXPOHH3AIIUK C HEUCIIPAaBHBIM CEPBEPOM, MOXKHO YCTAaHOBUTh MAKCHUMAJIBHYIO BEIUYHHY
KoppekTtupoBanus Bpemenu (Maximum Adjustment) (B cexkyHaax). Ecim pasHuma Mexmy
TEKYIIIMM BPEMECHEM CHCTEMBI M BpPEMEHEM, MOJIydeHHBIM C cepBepa, OyaeT OoJible 3aJaHHOMN
MaKCHMAaJIbHOW BEJIMYHMHBI, TO JIAHHBIC, ITOJIyYeHHBIC ¢ cepBepa, OyayT oTKIIoHeHBI. Hanmpumep,
3HaUCHUE MAKCHMAJIBHOTO BPEMEHH YCTAaHOBKM PaBHO 60 CEKyHJ M TEKYyIIee BPEMS CHCTEMBI
NetDefendOS coctasnsier 16:42:35. Ecnu Bpems, nmonmydeHHoe ¢ ceppepa: 16:43:38, To pa3numa
COCTaBIIICT 63 CEKyHIIbI, YTO IMPEBBIIIACT MAKCUMAIBHYIO BEIMYMHY, T.€. TCKYIee BpeMs He
OyneT 0OHOBJICHO.

Be0-unrepdeiic:
System - Date and Time

#/ Automatic time synchronization

" D-link {pre-configured timesync serve

s Custom

Time Server Typs: SNTP w

Primary Time Sarve MTP_Server i

Secondany Time Serve Mong) W

Tertiary Time Sarve Mang) e

Intervsl between esch synchronization 86400 seconds

[ simum time drift that & server is sllowsd to adjust 600 ;;:r:;]

nterval according to which ssrver responszes be groupsd: | 3 saconds
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Komananas cTpoka:

set DateTime TimeSyncMaxAdjust=40000

3HaYeHNE MAaKCUMAIBHOU PETYITHPOBKY BPEMEHHU MOKHO OTKIIFOUUT.

time -sync —-force

[Ipn HEOOXOTUMOCTH MOXKHO HM3MEHHTH WHTEPBAI MEXKTY IOIMBITKAMH CUHXpoHU3aruu. [lo

ymosganuio uHTepBai paseH 86 400 cexyna (1 neHs).

Cepesepbl cuHxpoHuzayuu epemeHu D-Link

[Ipu pabore c cucremoit NetDefendOS pns cuHXpoHM3alMM BpPEMEHHU PEKOMEH]YETCs
MCTIOJIb30BATh CEPBEPHI CHHXpOHU3aIK BpeMeHn D-Link, myTh K KOTOPBIM MPOTMHCAH B OTIIUAX
cuctembl. Cepepsl D-Link B3anMoaeiicTByIOT ¢ cucteMoit o mpoTtokosry SNTP.

Korma ommmst D-Link Server BkiiroueHa, CHHXpOHHU3AIIUS OCYIIECTBIIIETCS aBTOMATHYCCKH.
Beo0-unrepdeiic:

System - Date and Time

7/ Automatic time synchronization

i
1l
i
i
=
3
m
o
(11}
m
1
<

Komananas crpoka:
set DateTime TimeSynchronization=D-Link

Crnenyet NOMHHUTB, 4TO AJIs1 pabOTHI C cepBepamMu cUHXpoHHU3auu BpeMenu D-Link Heobxonumo
HacTpouTh cepuc DNS.

Cepsepvt DNS
Ecin B cucreme nactpoenst DNS-cepBepa, T0 BMecto  [P-ampeca MOXXHO yKa3bIBaTh
cooTBercTByMoMIee foMeHHoe (FQDN) ums.

Cucrema NetDefendOS sBmsiercss DNS-kineHTOM W MOXKET Mcmnoib3oBath Tpu DNS-cepsepa:
Primary Server (mepBuuHslii cepBep), Secondary Server (BTopuuHblii cepBep) u Tertiary Server
(Tpetuii cepsep).

Hactpoiika xotst 661 oqHoro DNS-cepBepa HeoOxoauma aiasi GyHKIHOHUPOBAHUS CIIEAYIOLINX
moxyineit cuctemsl NetDefendOS:

. ABTOMaTHYECKAsi CHHXPOHU3ALUsl BpEMEHH.
. Hoctyn k CA 1715 nojtydyeHus: cepTu(uKaToB.
. JlocTynn K BHEUIHUM CEpBHCaM, COJAEp)KALlUM pa3IuyHble 0a3bl JaHHBIX CHUTHATYD,

UCIO0JIb3yeMbIe B cucTeMe (aHTuBUpycHble uinu [DP).

Beo-unrtepdeiic:
System -> DNS
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.~ DNS

Configure the DN5 (Domain Mame System) client settings.

General

&/ General

£

(F"rir'ﬁar'_.r Server wanl_dnsi

Secondary Server: | (Nong)

Tertizry Server: (Mong)

Komananasi ctpoka:
set DNS DNSServerl=wanl/wanl _dnsl

Hepesanycx mernccemesoeco IKpadHa, C6p0C K 3a4800CKUM HacmpoﬁKaM no ymo/sa11aHuro

Copoc « 3a800ckum Hacmpouxam no YMOA4aHulO BBINOJHSAETCS A BO3BpaTa K
[IepBOHAYAILHBIM HACTPOMKAM MEXCEeTeBOro skpaHa. [Ipu BbImosHeHMM cOpoca HacTpOeK Bce
JaHHbIE, TaKKe, KaK 0a3a TaHHBIX MpoBaiiziepa U aHTUBUPYCHAs 6a3a JaHHBIX, OYAYT YTEpSHbI U

JOJIKHBI OBITH TIOBTOPHO 3arpyKEHBI.
Beo-unrtepdeiic:

Maintenance - Reset

o\ Reset

ponents to factony defsults. This means that sl configuration parameters will ke wipsd. On the next start-up, its LAN

and the web GLI will begin with the setup wizard. |t will not acoept connections on any interface other than the LAN interface,

%] Restart

L¥]
L&)

("~ Reconfigure - Re-read

ubsystems to shutcown

=

]
-
m
i
il
-
m
i
i
o
i
ui
i
©
il
in

gracefu f.]

Restart the unit

#/ Resetto Factory Defaults

{3 Restore the configuration to factory default.

(' Restore the entire wnit to factony defaults. This includes firmwan

Fieset to Factery Defaults I

Komananasi ctpoka:

reset -unit

AKmueayus u npumeHeHue usMeHeHull
[locne BHeceHUs M3MEHEHUH B KOH(UIYpallUIo

commit.

CJICAYET BBINOJIHUTH KOMaHIbl activate U
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Eciu B Teuenue 30 cekyHn (1O yMOJYAaHHIO) HE BBHITIOJIHEHA KOMaHJIa commit, BBITIOJHEHHBIE
W3MEHEHHUS aBTOMATUYECKH OTMEHSIOTCS, U TPOUCXOIUT BOCCTAHOBIICHUE TTPEKHUX HACTPOEK.

YnpaeaeHnue ceccusamu c nomowbto kKoMaHdbl sessionmanager
HNutepdeiic kOMaHIHOW CTPOKH TPEIOCTABISCT KOMAHIy sessionmanager IS YIPaBJICHUS
ceccusimu. KomaH1a HCTIOJIb3yeTCs ISl yIIPaBJICHHUS] BCEMU TUIIAMU CECCHIA:

. Ceccun KOMaH/IHOM CTPOKH, CO3/IaHHBIC TIPH MCIIONB30BaHUH MTPOoTOKOIa SSH.

. Ceccust KOMaHIHON CTPOKH, CO3/IaHHBIE Yepe3 uHTepdeiic cepuitHoil koHcoau RS232.

. Ceccuu, co3iaHHble NPH KCIONIb30BaHuM rpoTokoia Secure Copy (SCP).

. Ceccun BeO-mHTEpeiica, cO3MaHHBIE TPH HUCHOIb30BaHMKM mpoTokonma HTTP wmm
HTTPS.

Komanpna 6e3 kakux-i1u00 Oniuii mpeaoCTaBIsgeT KPaTKyro HHGOPMAITUIO O TEKYIIHX OTKPBITHIX
ceccusix. [ns mpocMoTpa CrHcKa BCEX CECCUN MCIOJIb3YETCS OMIMS -1ist.

KomanaHnasi ctpoka:

sessionmanager

sessionmanager -list

Ecnu monp3oBaTens 06agaeT nmpaBaMu aIMHHUCTPATOPA, MOYKHO 3aBEPIIUTH JIFOOYIO CECCHIO C
IIOMOIIBIO OIIIMU -disconnect.

Iouck HeucnpasHocmell - komaHda pcapdump

BaxHbIM HMHCTPYMEHTOM JMAarHOCTUKU SIBJSIETCS aHalIW3 IIAKeTOB, MPOXOJALINX 4epes
uHTEpQEicbl MEXCEeTeBOro 3kpaHa. st 3TOro ucmosib3yercss KoMaHAa pcapdump, KOTOpPas
MO3BOJISIET 3allMcaTh IMOTOK IIAKETOB, MPOXOMIIIMX uepe3 HHTEepPQEiChl, U BBINOIHUTD
(GUIbTPALUIO ITUX OTOKOB B COOTBETCTBUU C OIIPEECIIEHHBIMU KPUTEPUSIMHU.

[Tpumepsl UCHOJIb30BaHUS pcapdump:
1. OcBoOoXxaeHHE TaMSTH, HCIOJb30BaHHON KOMaHION pcapdump M yJAJICHHE BCEX
(aiinoB, KOTOpHIE OBUIN paHee COXPAHEHBI C TOMOIIBI0 KOMaH/Ibl pcapdump.
pcapdump -cleanup
2. 3amuce B Oydep B ONEpaTUBHOM NaAMATH MEXCETEBOTO OSKpaHa BCEX IAKETOB,

MpOXOoIAUIMX uepe3 unrepdeiic lan. Ecim unrepdeiic He ykazaH, To OyneT BBIIOJIHEH
IepexBaT BCeX MAaKEeTOB, IPOXOSAIINX Yepe3 Bce UHTEP(ENCHI.

pcapdump -start lan
3. 3amuch Bcex MAKeTOB, MPOIIEAIIMX yepe3 uHTepdeiic lan, u3 Oydepa B onepaTUBHOM

namsaTd B (aiin lan_int.cap. JlaHHble (ailibl HaXOAATCS B KOPHEBOW IalKe
MEXKCETEBOTO JKpaHa.

pcapdump -write lan -filename=lan_ int.cap
4. OtoOpaxeHHe MepexXBaYCHHBIX MTAKETOB B KOHCOJIH.
pcapdump -show
5. OctaHOB nepexBara MaKeToOB, MPOXOAIIMX dyepe3 uHTepdeiic lan. Eciu untepdeiic He

yKa3zaH, TO OyJeT BBIIOJHEH OCTaHOB IepexBaTa I1aKETOB, MPOXOJAIIUX 4Yepe3 Bce
UHTEPPEHCHI.

pcapdump -stop lan
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3azpyska 8bixodHOo20 Ppatiia
[Tocne Toro, Kak COXpaHEeHbI B (haiie MEKCETEBOro IKpaHa, UX CIIEYeT MepenucaTh, HalpuMmep,
C MOMOIIBIO IPOTPAMMBI scp, Ha pabOYyIO CTAHIIUIO.

JUIs manpHEHIIero aHaiM3a MaKeTOB PEKOMEHJYETCsS WCIOJIb30BaTh MPOrpaMMy Wireshark
(panee wm3BecTHyIO Kak Ethereal). JlanHas mporpamMma SIBJISICTCSI TPUIIOKEHUEM C OTKPBITHIM
HCXOJIHBIM KOJIOM M MCTOJIb3YyeT onbnuotexy Pcap.

Jnst monmydeHust Oosiee moapoOHOM wuHGOpPMAIMU O TporpaMme Wireshark, CM CalT
http://www.wireshark.org.

JlabopaTtopHas pab6oTa 2. CoesuHeHUe ABYX JIOKAJIbHBIX ceTe,
pacnoJioKeHHbIX 3a MeXKCeTeBbIMU 3KPAaHAMHU

Ileasp

Co3zlaTh TOMOJIOTHIO CETH, B KOTOPOM JBAa MEKCETEBBIX dKpaHa COCAMHSIOT JIOKAIbHBIC CETH,
ofOecrieunBasi JOCTYNl B JIOKaJbHBIE CETH JAPYr Apyra M JOCTYIl B HMHTEPHET uyepe3 OJHOIo
npoBaiiaepa.

1. Hactpouts cepBuckl DNS Ha 000MX MEXCETEBBIX IKpaHaX.
2. PazpemmTs gocTyn u3 00€MX JOKAIBHBIX CETEH B MHTEPHET.

3. Paszpemmth JOCTyn U3 JIOKaNbHBIX ceTedl K lan-uHTepdeiicaM KaKIOro MEXCETeBOTrOo
9KpaHa U K pabOYMM CTaHLHUSAM B JOKAJIbHBIX CETSIX.

TomoJsiorusa cetu

172.17§1¢0.0/

dmz:172.17.100.1

wanl:10.6.10.62 10.6.10.3

lan:192.168.1.10
= 10.6.10.0/2

NG
( l 192.168.1.0/
ag‘i" M5 WuTepHeT

192.168.20.0/
ol N |
wan2:192.168.20.20
ah N ’ 0’
| lan:192.168.2.20 ’ an1:DHCP-kMeHT
( 192.168.2.0/ ’ |—(

NG

172.17|

dmz:172.17.200.2
D UHTepHeT
200.0/

Ha MexcereBom Okpane 1 (M3 1) ucnons3yroTcs yeTblpe uHTEpdeiica, KOTopble 0003HaUEHBI
lan, dmz, wanl " wan2.
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HNutepdeiic 1an umeer [P-agpec 192.168.1.10 u coemunen c moxacetsio 192.168.1.0/24, B
KOTOPOI1 pacrojIoKeHbl paboyre CTaHIUH M0JIb30BaTeNeH.

Wnrepdeiic dmz umeer [P-agpec 172.17.100.1, B Teky1iel TONOJIOTUN K HEMY HE MTOACOEIUHEHA
HUKaKas CeTh.

WuTepdeiic wanl umeer [P-anpec 10.6.10.62 u coenunen ¢ noacersio 10.6.10.0/28 co nuito3om
IIpoBaiijiepa, KOTOPBIM obecriednBaeT BbIX0 B MHTepHET U umeet [P-anpec 10.6.10.3.

Nutepdeiic wan2 umeer [P-anpec 192.168.20.10 u coenunen ¢ noxacerbio 192.168.20.0/24, B
KOTOpO# pacrnoioxeH MexceteBoit Jkpan 2 (M3 2) ¢ IP-anpecom 192.168.20.20.

Ha MexcereBom Okpane 2 (M3 2) ucnoas3yroTcs yeTblpe uHTepdeiica, KoTopble 0003HauEHBI
lan, dmz, wanl U wan2.

HNutepdeiic 1an umeer [P-agpec 192.168.2.20 u coemunen c¢ moxacetsio 192.168.2.0/24, B
KOTOPOi1 pacrojioKeHbl paboyne CTaHIUH M0JIb30BaTeNei.

Wnrepdeiic dmz umeer [P-agpec 172.17.200.2, B Tekyliel TONOJIOTUN K HEMY HE MTOACOEIMHEHA
HUKaKas CeTh.

Wutepdeiic wanl ssisercs DHCP-knuentom, kotopelii nmonydaer IP-agpec, macky mojceru,
nutro3 mo ymonadanuto u [P-agpec DNS-cepsepa or DHCP-cepBepa npoBaiinepa.

Nutepdeiic wan2 umeer [P-anpec 192.168.20.20 u coenunen c¢ nmoacetrpio 192.168.20.0/24, B
KOTOpO# pacnoioxeH MexceteBoit Jkpan 1 (M 1) ¢ IP-anpecom 192.168.20.10.

OnucaHMe NPaKTUYeCKOM paboThI

Cepesucwl DNS

MexceTeBoi IKpaH 1
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‘dmz_ip: 172.17.100.1 172.17/140.0/24

dmz_net: 172.17.100.0/24

dmz 172.17.100.1

wanl_ip: 10.6.10.62
wanl_gw: 10.6.10.3
wanl_dns: 10.6.10.3
wanl_net: 10.6.10.0/28

lan_ip: 192.168.1.10
lan_net: 192.168.1.0/24

lan:192.168.1.10 B wanl:10.6.10.62 10.6.10.3

Tan:192.168.1.0/ o M { 10.6.10.0/28

& m' rem _lan: 192.168.2. 0/24

wan2:192.168.20.10
UHTepHeT

oiy'
a“ i’ wan2_ip: 192.168.20.10
wan2_gw: 192.168.20.20

wan2_net: 192.168.20.0/24

M31

192.16B.20.0/

lan:192.168.2.20 .
lan: 192 168.2.0/

2
Win

Ha M31 Becs DNS-Tpaduk u3 cBoe€i JIOKAIBHON CETH U YJAICHHOW JIOKAIBHOU CETH JIOJDKCH
nepeHanpanisaTbes Ha DNS-cepBep npoBaiiziepa, noaromy MexceTeBoil DkpaH 1 1oykeH 3HATh
[P-anpec DNS-cepBepa nposaiinepa. Heo0Xxo1uMo BEITIOJIHUATH CIEAYIONINE HACTPOUKH:

1. B Anpecnoit Kaure co3nate He0OX0AUMBIE OOBEKTHI.

2. Jna yno6cTtBa KOHMUIypHUpOBaHUS OObEIUHUTH B OAHY I'PYHIY HHTEPQEICHl, KOTOpbIE
TpeOytoT onHakoBbIX [IpaBun punbTpoBaHus.

3. Co3spnats [IpaBuna ¢punsTpoBanus, nepenanpanistomue DNS-Tpaduk U3 JoKalIbHON ceTH
u dmz-cetu k DNS-cepgepy.

4. Ilpu HE0OX0AMMOCTH B TaOIMIy MapUIPYTH3ALUU 100aBUTh MAPIIPYTHI.

O6wsexkmbl AdpecHoll KHuzu
B Anpecnoit Kaure co3znate He0OX01UMBbIE OOBEKTHI.

1. O6wbektsbl uHTEpdEiica lan.
Be0-unrepdeiic:
Object 2 Address Book - Add - Address Folder
Name: lan

Object 2 Address Book = lan
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Address User Auth Groups Comments

IPAddress of interface
lan

The network on
interface lan

192.168.1.10

192.168.1.0/24

¢1 Right-click on 3 row for additional options.

Komananas crpoka:
add Address AddressFolder lan Comments=lan
cc Address AddressFolder lan

add IP4Address lan_ip Address=192.168.1.10 Comments=’'IPAddress of interface
lan’

add TIP4Address lan net Address=192.168.1.0/24 Comments=’'The network on
interface lan’

2. OOwekTsl nHTEp(Elica dmz.

Be0-unrepdeiic:

Object 2 Address Book - Add > Address Folder
Name: dmz

Object 2 Address Book = lan

[ Add w [| Edit this object
#w Address User Auth Groups Comments
IPAddress of interface

i72.17.100.1
dmz

The network on

s 7 .0/ i
172.17.100.0/ 24 interface dmz

x'_l Right-click on a row for additional options.

Komananas cTpoka:
add Address AddressFolder dmz Comments=dmz
cc Address AddressFolder dmz

add IP4Address dmz_ip Address=172.17.100.1 Comments=’IPAddress of interface
dmz’

add TIP4Address dmz_ net Address=172.17.100.0/24 Comments='The network on
interface dmz’

3. OOwbekThl uHTEpQEiica wanl.

Be0-unrepdeiic:
Object 2 Address Book - Add > Address Folder

Name: wanl
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Object 2 Address Book - wanl

| | wan1
il T siolder can be used to group related address objscts for better overview.
[ Addw 4| Edit this object
£ Address, Userfuth.Grauns Lommeants
1 (= wanl_ip 10.6.10.62 ‘I'\Zicldress of interface

Default gateway for

= i .5.10. i
vanl_gw 10.6.10.3 interface wan1l

3 (= wanl_dnsl 10.6.10.2 PI’iI‘I‘IEIF)’ DNS server for
interface wanl
4 = wanl_nst 10.6.10.0/28 The network an

interface wanl

"_l Right-click on a row for additional options.

Komananas cTpoka:
add Address AddressFolder wanl Comments=wanl

cc Address AddressFolder wanl

add IP4Address wanl_ ip Address=10.6.10.62 Comments=’'IPAddress of interface

wanl’

add TIP4Address wanl _gw Address=10.6.10.3 Comments='Default gateway
interface wanl’

add IP4Address wanl_dnsl Address=10.6.10.3 Comments=’'Primary DNS server
interface wanl’

add TIP4Address wanl net Address=10.6.10.0/28 Comments='The network
interface wanl’

4. OObexThl HHTEp(PEiica wan2.

Be0-unrepdeiic:
Object 2 Address Book - Add > Address Folder
Name: wan2

Object = Address Book > wan2

j Add w 4l Edit this object

#w Hame Address User Auth Groups Comments

1 wan2_ip 192.168.20.10 IPAddress of interface
wan2

2 =] wanZ_gw 152.168.20.20 !Jefault gateway for
interface wanz2

3 3 wanz_net 192.168.20.0/24 e Rt ek o

interface wanz

"__l Right-click on a row for additional options.

Komananas cTpoka:
add Address AddressFolder wan2 Comments=wan2

cc Address AddressFolder wan2

for

for

on
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add IP4Address wan2_ip Address=192.168.20.10 Comments=’IPAddress of interface
wan2’

add TIP4Address wan2 gw Address=192.168.20.20 Comments='The network on
interface wan2’

add IP4Address wan2 net Address=192.168.20.0/24 Comments=’'The network on
interface wan2’

5. OO6wbextsl, onuckiBatone LAN-ceTs, pacnonoxeHHyro 3a MD 2.
Be0-unrepdeiic:
Object 2 Address Book - Add > Address Folder
Name: remote

Object -> Address Book > rem lan

J Add w- [\ Edit this object
#w T_mmu Address, Lsec Auth Grouns Lommegts
1 = rem_lan 192.168.2.0/24 The remote lan ]

El Right-click on a row for additiona] options.

Komananas crpoka:

add Address AddressFolder remote Comments=’'The remote objects’

cc Address AddressFolder remote

add IP4Address rem lan Address=192.168.2.0/24 Comments='The remote lan’

6. JlomonHuTenbHble OOBEKTHI, HEOOXOOUMBbIE Uil yA00CTBa aJMUHUCTPUPOBAHUS U
o0benuHAIONINE B OHY rpymmy cetd u [P-ampeca, koTopbie HEOOXOIMMBI OJIMHAKOBBIC
cepBucel DNS.

Be0-unrepdeiic:

Object 2 Address Book > InterfaceAddresses - Add

add Address AddressFolder dns_relay Comments='DNS services’
cc Address AddressFolder dns_relay

ireymfpisier=ran be used to group related address objects fer better averview.

j Add » 4| Edit this object

#w hlaoos, Addrass User Auth Groups Comments
i %y dns_net lan_net, dmz_nst

2 dns_ip lan_ip, dmz_ip

'_l Right-click on a row for additional options.

Komananas cTpoka:
add Address AddressFolder dns_relay Comments='DNS services’

cc Address AddressFolder dns_relay
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add IP4Group dns_net Members =lan/lan net, dmz/dmz net
add IP4Group dns_ip Members = lan/lan ip, dmz/dmz_ip
IIpussizka co3daHHbIX 06Bekmo8 AdpecHotl KHuzu k unmepgeticam

OObekThl, co3aHHble B MyHKTax 1, 2, 3 u 4, AOKHBI OBITH MPUBSA3aHBI K COOTBETCTBYIOLIUM
Ethernet-untepdeiicam.

Beo-unrepdeiic:
Interfaces - Ethernet - wanl

face represents 3 Jogicsl endpoint for Ethernst traffic.

Hardware Settings Advanced

#/ General
-
Name: wanl
IF address: wanl_ip b
Metwark: wanl_net bt
Default Gateway: wanl_gw w
Recsive Multicast Traffl: | Auto b

] Enable DHCP Clien

Ensbiling the DHCP Chient will creste and use the objects <interface name>_dns1 and <interfsce name>_dnsZ as the DMNS objects. Objects that ars nesded by the
DHGCF client and don't exist in the Address Book will be created, all objects used by the DHCP client will be set te 10.0.0.0° and dynamically updated.

DHCF Hest Name: Optional DHCF Host Name. Leave blank to use default name.

I- Ensble transparent mods

# 1 IDuR

Ecmu IP-anpec nannoro matepderica gomkeH ObITh nosydeH o npotokosy DHCP, To cnenyer
YCTaHOBUTH COOTBETCTBYIOIIUMN (h1ar «Enable DHCP Client».

12 wan

An Ethemst interface represents 3

General Hardware Settings

T T T T T T
¥ Automatically add & route for this interface using the given network.

#/ Automatic Route Creation

|7 Autormatically add a default route for this interface using the given default gateway.

Route matric: | 1 g Specifies the metric for the auto-created rowte.

Ha Bknaagke Advanced pekoMmeHnyercs J00aBUTH (rar aBTOMAaTHYECKOro J00aBICHUS
MaplIlpyTa K yKa3aHHOW CeTH, MCNOJb3ys JaHHbIM uHTepdeiic. s unrepdeiica wanl ciegyer
TaK)Ke YCTaHOBHUTH (hiar nA00aBJIeHUs MapUIpyTa MO YMOJYAaHUIO K YKa3aHHOMY LUIIO3Y depes
TAHHBIN UHTEPPEIIC.

AHaJOTHYHO NPUBA3ATH CO3aHHBIC 0OBEKTHI K APYruM UHTEpdeiicam.

Komananas crpoka:

set Interface Ethernet lan IP=lan/lan_ip Network=lan/lan net
AutoInterfaceNetworkRoute=yes

set Interface Ethernet dmz IP=dmz/dmz_ip Network=dmz/dmz_net
AutoInterfaceNetworkRoute=yes
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set Interface Ethernet wanl IP=wanl/wanl_ip Network=wanl/wanl net
DefaultGateway=wanl/wanl gw Name=wanl AutoInterfaceNetworkRoute=yes
AutoDefaultGatewayRoute=yes

set Interface Ethernet wan2 IP=wan2/wan2_ip Network=wan2/wan2 net
DefaultGateway=wan2/wan2 gw Name=wan2 AutoInterfaceNetworkRoute=yes

B pesynbpTaTe 3amansl cienyronye napamerpsl UHTepherncoB:

fings fior the Ethernset adapters in the system.

#w MName IPvd Address 1Pv6 Address Network Default Gatewa Enable DHCP Client Comments
1 4 lan_net No
v 1 dmz_net No
3  wani_net & wanl gw Mo
4 ‘ wanZ_net | wanz_gw Mo

l,'_l Right-click on a row for additional options.

Tabmuia MapImpyTH3aIUuu CIICTyIOas:
_|” Routing Table Contents

# / Routing Table Contents

Routing Table: I “main= 'I

Show all routes:

I_ {Including rowtes to interface addresses and Layer 3 Cache entries)
Do neot show single host nowtes: I_

Max routes to display: 100

Apply |

IPv4 Routing table contents (max 100 entries)

Flags Network Interface Gateway Local IP Metric
10.6.10.0/28 wanl 100
192.168.20.0/24 wan i00
172.17.100.0/24 dmz 100
192.168.1.0/24 lan 100
0.0.0.0/0 wanl 10.6.10.3 100

IPv6 Routing table contents (max 100 entries)
Flags Nebtwork Interface Gateway Local IP Metric
In the "Flags" field of the routing tables, the following letters are used:
O: Leamned via O3FF  X: Route is Disabled
M: Route is Monitored  A: Published via Proxy ARP
D: Dynamic (from e.g. |Psec, LZTP/PPTP servers, etc.)

I'pynna unmepdgelicos
O6benuHuTh UHTEpPEiics B I'pynmy, 4ToObl HECKOJIBKO UHTEP(ENHCOB MOKHO ObLIO YKa3bIBAaTh
onHUM napamerpoM B [IpaBunax GpuibTpoBaHus.

Be0-unrepdeiic:

Interfaces - Interface Group - Add
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=2 dns_relay int

‘—"J U=z an interface group to combine several interfaces for 3 simplified security policy.

General

#/ General

Mame: ( dns_relay_int ]

r' Securty) Transport Equivalent

# /| Interfaces

Avzilzble Selected

core - dmz ;I
gre lan

ipsec_gre

ipsec_|Ztp o

ipsec_tr

ipsec_XAuth_s =

|2tp_int

|2tp_ipsec_s

R - =

#/ Comments

Comments:

Ok Cancel

Komananas crpoka:

add Interface InterfaceGroup dns_relay int Members=lan,dmz

IIpasusa puabmposaHus
Coznats [lpaBuna, nepenanpasisomue DNS-tpaduk u3 noxanbubix cereir k DNS-cepsepy B
MHTEpHETE. JTO MOKHO C/IeNIaTh HECKOJIBKHMH CIOCO0aMu:

1. Coznate mpaBmia SAT M NAT s KaXIOro uHTepdelica, COCIUHEHHOMY C CETIMH,
KoTopbIM HeoOxoaum cepBuc DNS. B xauecTBe ceTd MUCTOUYHMKA CIEAYET yKa3aTh CETh
(rpynny cereit), koTopoii Tpedyetcst cepsuc DNS. B kauecTBe ceTu Ha3HAUEHUS CIEAYET
ykazatb [P-anpec unrepoeiica.

[IpaBuio sAT 3amenser [P-agpec nomyuarens Ha [P-anpec, yka3aHHBIN Ha BKJIaJKe SAT.
Ha Bkiagke SAT B kauecTBe ajipeca Ha3HaueHUs cieayet ykasaTth [P-agpec DNS-cepsepa.

Beo0-unrepdeiic:
Rules 2 IP Rules > Add - IP Rule Folder
Name: dns_relay multi

Rules = IP Rules > dns_relay multi
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f g{ dns_relay multi |
= M : o group IP Rules into logical groups for better overview and simplified managemant.

Ij Add _.._5 Edit this ebject

__! SA I lan_net H B dns-zll
o E nat_dns_lan m NAT 1[4 lan \_-;,' lan_net 3 core = lan_ip ‘a dnz-all
3 s sat_dns_dmz -_5 SAT [EF dm=z 2 dmz_net |5 core 2 dmz_ip ‘d dns-all
4 s nat_dns_dmz g NAT [55] dmz lg dmz_net 53] core = dmz ip 'ﬁ dns-all

(X} Right-click on 3 row for additional options.

Muttiplex SAT |~ SLB SAT |~ SLB Monitors |

i . Lo ity i e A AT
l General "'-Lug Settings

#J General
Mams: sat_dns_lan
Action: SAT b ﬂ MNAT, SAT, SLE SAT and Multiplexx SAT is not ussble with an IPvE rule
Service: dns-allﬂ
Schedule: (Mone) .v

!EF Address Filter

Specify source interface and source network, together with destination interface and destination network. All psrameters have to match for the rule to match.

Interface Network
Sourpe: lan b | lan_net b |
Destination: | core b lan_ip
#] Comments

Comments:

(o] Cancel

E_j' General

Translate the
(™ Source [P

(= Destination |F

New IP Address: | wani_dnsi w

New Port: o This walee may onhy be applied on TCRAUDP services with port st to either a single port number or a port
range without gaps
I- All-to-One Mapping: rewrite all destination |Ps to a single |P

OK Cancel
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Komananas cTpoka:
add IPRuleFolder Name=dns_relay multi
cc IPRuleFolder <N folder>

add IPRule Action=SAT Sourcelnterface=lan SourceNetwork=lan/lan_net
DestinationInterface=core DestinationNetwork=lan/lan_ip Service=dns-all
SATTranslateToIP=wanl/wanl_dnsl Name=sat dns_lan

add IPRule Action=NAT SourcelInterface=lan SourceNetwork=lan/lan_net
DestinationInterface=core DestinationNetwork=lan/lan_ip Service=dns-all
Name=nat_dns_lan

add IPRule Action=SAT SourceInterface=dmz SourceNetwork=dmz/dmz net
DestinationInterface=core DestinationNetwork=dmz/dmz_ip Service=dns-all
SATTranslateToIP=wanl/wanl_dnsl Name=sat_dns_dmz

add IPRule Action=NAT Sourcelnterface=dmz SourceNetwork=dmz/dmz_pet
DestinationInterface=core DestinationNetwork=dmz/dmz_ip Service=dns-all
Name=nat_dns_dmz

2. HWcnonb3oBaTth co3maHHbie rpymnmbl [P-cetedt, [P-anmpecoB u unTepdeiicoB, mus cere
KoTOphIXx HeoOxoaum cepBuc DNS. B srom ciydae Oyner A0CTaTOYHO OHOUM Mapbl

npaBui1 SAT-NAT.

Be0-unrepdeiic:
Rules - IP Rules - Add - IP Rule Folder
Name: dns_relay

Rules = IP Rules - dns_relay -> Add

~ ¢ dns_relay
%M An P Rule Folder o3 e used to group |P Rules into kogical groups for better overview and simplified management.

B sat dns | SAT &3 dns_relay_int
® rnat_dns E|i NAT &3 dns_relay_int

Lil Right-click on a row for additional options.
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g u&ﬂtacﬁ:mmperm«\mualﬁcﬁlatmﬁmspauiﬁad filter criteris.
Log Settings NAT SAT Multiplex SAT SLB SAT SLB Monitors

#/ General
Mams: sat_dns
Action: SAT W ﬂ MAT, SAT, 5LB SAT and Multiplext SAT is not usable with an IPvE rule
Bervice: dns-all
Schedule: {None) w

# | Address Filter

Specify source interface and source network, together with destination interfsce and destination network. All parameters have to match for the ruls to match.

Interface MNetwaork
Source: dns_relay_int b dns_net b
Diestination: care bt dns_ip

#/ Comments

Comments:

Ok Cancel
gwmacﬁmwpa[mmmnamcﬁmmmespedﬁed filter criteria.
General [ LogSettings [° NAT SAT Multiplex SAT SLB SAT | SLB Monitors
#/ General
Translats the
{~ Source IP
i (v Destination IP )
to:
Nesw IF Address: | wan1_dns1 w
Mew Port: ﬂ This value fnay onhy be applied on TCP/UDP services with port s=t to either 3 single port number or 3 port
range without g3os
F Al-to-One Mapping: rewrite all destination |Ps to a single [P
%
Ok I Cancel I

Bropoe [IpaBumno 3aBucut ot TpeboBanuii nposaiaepa. Ha MO 1 ykazano mpaBuiio NAT. B stom
cilydae mpoBaiiiep BUAUT Toibko [P-anpec untepdeiica wanl MO1.

Komananas crpoka:

add IPRuleFolder Name=dns_relay

cc IPRuleFolder <N folder>

add IPRule Action=SAT Sourcelnterface=dns_relay int
SourceNetwork=dns_relay/dns_relay net DestinationInterface=core
DestinationNetwork=dns relay/dns ip Service=dns-all SATAllToOne=Yes
SATTranslateToIP=wanl/wanl_dnsl Name=sat dns

add IPRule Action=NAT Sourcelnterface=dns_relay int
SourceNetwork=dns_relay/dns_relay net DestinationInterface=core
DestinationNetwork=dns relay/dns ip Service=dns-all Name=nat dns
Pesynbrupyrommii Tpaguk ciaeayrommii.
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Ha unTepdelic 1an npuxoaut Tpaduk:

159 6. 580000 | 192.168.1.121 192.168.1.10
160 6. 580000

TP TEETETTO TP GETTT TR DNS 196 standard guery response A 194.186.25.27 A 195.

C untepdeiica wanl yxoauT Tpaduk:
165 6.530000

70 standard query A www.rbc.ru
DNS 196 standard query response A 194.186.2

= ——— ——1

1. Anpec noJrydarens TOT, KOTOPBIM yKa3aH Ha BKJIAJIKE SAT IpaBHJIa SAT.

2. Anpec oTnpaBUTENsI COOTBETCTBYET NPaBUITY NAT.

Cmamuyeckas mapwpymu3sayus

B Tabnune MapmipytuzanMM yXe CYILIECTBYIOT MapLIpyThl KO BCEM CETSIM, KOTOpBIE
HEMOCPEJCTBEHHO JOCTYIHBI ¢ UHTEepdelicoB. B pezynpraTe Tabnuua mapupyruzauud Ha MO1
BBITJISLAUT CIEAYIOMNUM 00pa3oM:

:Ht Routing Table Contents]

# / Routing Table Contents

Routing Table: I <main® = I

Show all routes:

I- {Including routss to interface sddresses and Layer 3 Cache entriss)
Do not show single host routes: I_

Max routss to display: 100

Apply |

IPv4 Routing table contents (max 100 entries)

Flags Network Interface Gateway Local IP Matric
10.6.10.0/28 wanl 100
152.168.20.0/24 wan i00
172.17.100.0/24 dmz 100
192.1668.1.0/24 lan 100
0.0.0.0/0 wanl 10.6.10.3 100

IPv6 Routing table contents {max 100 entries)
Flags Metwork Interface Gateway Local IP Metric

In the "Flags" figld of the routing tables, the following letters are used:
0: Leamed via OBFF  X: Route is Disabled

M: Route is Monitored  A: Published via Proxy ARP

D: Dynamic (from e.g. |Psec, LZTR/PPTP servers, etc.)

IIpoBepka goctrynHocTH DNS-cepBHCOB U3 JIOKAJILHOU CETH
[IpoBepuTh M3 KOMaHIHOW CTPOKM Ha paboueil CTAaHIIMU, PACIIOJIOKEHHOW B JIOKAJIBHOW CETH,
BO3MOKHOCTh 00pabaTeiBaTh DNS-3ampochl ¢ MOMOIIBI0 KOMaH/IbI nslookup:
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[&.| Command Prompt - nslookup

C:sUserssLaponina?
C:sUseprs~Laponina>
C:sUseps Laponina>
C:sUzerssLaponina»
C:sUserssLaponina?
C:slserssLaponina®
C:sUserssLaponinaz
C:sUsers~Laponina>
C:sUserssLaponina?
C:sUsers~Laponina>
C:sUsepsLaponina?nslookup
Default Server: UnKnoun

Address: 192.168.1.10

> rhc.ru
Server: UnKnown
Address:= 192.168.1.10

Mon—authoritative answer:
rhc.ru
194.186 .25 .27
195.16.126.158
194 _186.25_25

MexxceTeBou Bxpan 2

& \yi rem_Ian: 192.168.1.0/24 ]
0

lan:192.168.1.1

9_

192.168.1.0/

>
1

192.16B.20.0/

wan2:192.168.20.10

Bo
-

wan2_ip: 192.168.20.20
wan2_gw: 192.168.20.10
wan2_net: 192.168.20.0/24

wanl_ip: noayyeH no DHCP

wanl_gw: nonayyeH no DHCP
wanl_dns: noayyeH no DHCP
wanl_net: nonyyeH no DHCP

lan_ip: 192.168.2.20
lan_net: 192.168.2.0/24

wan1:DHCP-kaneHT

DHCP

lan:192.168.2.20

g’ﬁi" wanZ 192.168.20.20
( | 172,168.2.0/24 —— 9
3 J

dmZ 172.17.200.2
172.174200.0/24
‘dmz _ip: 172.17.200.2

dmz_net: 172.17.200.0/24

UHTepHeT

Ha MesxcereBoM DkpaHe 2 cielyeT BbIIOJHUTh AHAJIOTUYHbIE HACTPOMKH.
1. B Anpecnoit Kaure co3natbe He0OX0AMMBIE OOBEKTHI.

2. Jnsa yno6cTtBa KOHMUIypHUpOBaHUS OObEIUHUTH B OAHY I'PYHIY HHTEPQEICHl, KOTOpbIE
TpeOyIOT OJIMHAKOBBIX MPAaBWII (PUIBTPOBAHUS.

3. Co3spath npaBuia, nepenamnpasisitomue DNS-Tpaduk u3 nokanpHO#M cetn u dmz-cetn K
DNS-cepsepy.

4. Ilpu HE0OXO0AMMOCTH B TaOIMIy MapUIPYTH3aLUU 100aBUTh MAPIIPYTHI.
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O6wsekmbl AdpecHoll KHuzu
B Anpecnoit Kaure co3nate He0OX0AMMBbIE OOBEKTHI.

1. O6wbekrtsl uHTEpdEiica lan.

Beo-unrepdeiic:
Object 2 Address Book - Add > Address Folder
Name: lan

Object = Address Book = lan

| g
Ry Ty folder can be used to group relsted address objects for better overview,

#w Name Address User Auth Groups Comments

IPAddress of interface
lan

The network on
interface lan

i ! lznip 192.168.2.20

=2 lan_net 192.168.2.0/24

'\ll Right-click on a row fior additional options.

Komananas crpoka:
add Address AddressFolder lan
cc Address AddressFolder lan

add IP4Address lan_ip Address=192.168.2.20 Comments=’IPAddress of interface
lan’

add TIP4Address lan net Address=192.168.2.0/24 Comments=’'The network on
interface lan’

2. OOwekTsl nHTEp(Elica dmz.

Beo-unrepdeiic:

Object 2 Address Book - Add > Address Folder
Name: dmz

Object 2 Address Book - dmz

_1a-::v +| Edit this objact

#w MName Address User Auth Groups Comments

1 ! dmz_ip 172.17.200.2 IdPAddress of interface
mz

2 4 dmz_net 172.17.200.0/24 The network on

interface dmz

Q‘l Right-click on = row for additional options.

Komananas cTpoka:
add Address AddressFolder dmz
cc Address AddressFolder dmz
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add IP4Address dmz_ip Address=172.17.200.20 Comments=’IPAddress of interface
dmz’

add TIP4Address dmz net Address=172.17.200.0/24 Comments='The network on
interface dmz’

3. OOwbekThl uHTEphEiica wan2 .
Be0-unrepdeiic:
Object 2 Address Book - Add > Address Folder
Name: wan2

Object = Address Book > wan2

L;i'ﬂﬁﬁ!l

- —eirwerewwfokier can be used to group relsted address objects for batter overview.

i) Add w | Edit this object

#w MName Address User Auth Groups Comments

i = wan2_ip 192.168.20.20 IPAddress of intarface
wan2

2 = van2_gw 192.168.20.10 !ZJeFauIt gateway for
interface wanz

3 4 van2_net 192.168.20.0/24 The network on

interface wan2

(L] Right-click on a row for additional options.

Komananas crpoka:
add Address AddressFolder wan2
cc Address AddressFolder wan2

add IP4Address wan2_ip Address=192.168.20.20 Comments=’IPAddress of interface
wan2’

add IP4Address wan2_gw Address=192.168.20.10 Comments='Default gateway for
interface wan2’

add IP4Address wan2 net Address=192.168.20.0/24 Comments=’'The network on
interface wan2’

4. OOBbeKTbl, ONHMCHIBAIOLINE CETH, PACIIONOKEHHbIE 32 MO 1.
Be0-unrepdeiic:
Object 2 Address Book - Add > Address Folder
Name: remote

Object 2 Address Book > remote

#w fp2h User Auth Groups Comments
1 q rem_lan 152.153.1.0!24] The remote lan

'\ll Right-click on a row for additional options.

Komananas cTpoka:
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add Address AddressFolder remote Comments=’'The remote objects’
cc Address AddressFolder remote

add IP4Address rem lan Address=192.168.1.0/24 Comments=’The remote lan’

5. JlomonHuTenbHblE OOBEKTHl, HEOOXOOUMBbIE Uil yA00CTBa aJMUHUCTPUPOBAHUS U
oObeauHsIIOINE B OJHY rpynny cetu u [P-agpeca, koTopble HEOOXOAUMBI OJIMHAKOBHIE

cepBucel DNS.

Be0-unrepdeiic:
Object 2 Address Book - Add > Address Folder
Name: dns_relay

Object -> Address Book = dns_relay

Address User Auth Groups Comments

lan_net, dmz_net
lan_ip, dmz_ip

ll Right-click on a row for additional options.

Komananas crpoka:

add Address AddressFolder dns_relay Comments='DNS services’
cc Address AddressFolder dns_relay

add IP4Group dns_net Members =lan/lan net, dmz/dmz_net

add IP4Group dns_ip Members = lan/lan ip, dmz/dmz_ip

IIpussizka co3daHHbIX 06Bekmo8 AdpecHotl KHuzu k unmepgeticam

OObekThl, co3qaHHble B NMyHKTax 1, 2 ¥ 3, MOJDKHBI ObITh MPHUBS3aHBI K COOTBETCTBYIOLIUM

Ethernet-untepdeiicam.

Be0-unrtepdeiic:
Interfaces - Ethernet - wanl

1=t interface represents 3 logical endpoint for Ethernst traffic.

General Hardware Settings Advanced
#/ General
Mams: wanl
|F addresz: wanl_ip W
Netwark: wanl_net e
Default Gatewsy: wani_gw W
Recsive Multicast Tralfic: | ayte bl

( F Enable DHCF Client ]

Enabling the DHCP Clhent will create and use the objects <interface namer_dns1 and <interface name> dns2 as the DNS objects Objects that are needed by the

DHCF client and don’t exist in the Address Book will be created, all objects used by the DHCP client will be ==t to "0.0.0.0° and dynamicalhy updated.
DHCF Hest Name: Optional DHCP Host Mame. Leave blank to use default name.

I— Ensble transparent mode
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Ecmu IP-anpec nannoro marepderica gomkeH ObITh nosydeH o npotokosry DHCP, To cnenyer
YCTaHOBUTH COOTBETCTBYIOIIUM (hIar «Enable DHCP Client».

1= wan1

An Ethernet interface represents 5 logical endpoint for Ethemnet traffic.

General Hardware Settings Advanced

#/ Automatic Route Creation

F; Automaticsihy add =

on {SLAAC) will ondy work correcthy

1308 USES the maximum Szs

1254 or largar when IPvE is

QK I Cancel I

Ha Bknaagke Advanced pekoMmeHnyercs J00aBUTH (rar aBTOMAaTHYECKOro J0OaBICHUS
MaplIlpyTa K yKa3aHHOW CeTH, MCNOJb3ys JaHHbIM uHTepdeiic. s unrepdeiica wanl ciegyer
TaK)Ke YCTaHOBHUTH (har j00aBJIeHUs MapUIpyTa MO YMOJYAaHUIO K YKa3aHHOMY LUIIO3Y depes
TAHHBIN UHTEpPEIiC.

AHaJOTHYHO NPUBS3ATH CO3AaHHBIC 0OBEKTHI K APYTrUM HHTEpdeiicam.

Komananas crpoka:

set Interface Ethernet 1lan 1IP=lan/lan ip Network=lan/lan net Name=lan
AutoInterfaceNetworkRoute=yes

set Interface Ethernet dmz IP=dmz/dmz ip Network=dmz/dmz net Name=dmz
AutoInterfaceNetworkRoute=yes

set Interface Ethernet wanl IP=wanl/wanl_ip Network=wanl/wanl net
DefaultGateway=wanl/wanl gw Name=wanl AutoInterfaceNetworkRoute=yes
DefaultGateway= wanl/wanl_gw DHCPEnabled=Yes

set Interface Ethernet wan2 IP=wan2/wan2_ip Network=wan2/wan2 net Name=wan2
AutoInterfaceNetworkRoute=yes

B pesynbTaTe 3amanbl cienyronme napameTpsl MHTEpHEncoB:
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tings for the Ethemet adapters in the system.

#w le DHCP Client Comments
1 , wanl_net _' wanl_gw

2 - -« wan2_nat _: wanz_gw

3 \4 dmz_net

4 . lan_nat

'\ll Right-click on a row fior additional options.

I'pynna unmepdgelicos
Jlig ynobcTBa MOKHO CO3/1aTh IpyIily MHTEpGENHCcoB, B KOTOPOH mepedncieHbl HHTEp(Enchl,
TpapuK C KOTOPBIX MOKHO 00beIUHUTH B 0HO [IpaBuio ¢unbTpoBanus. B Hamem ciaydae 310
uHTEpPENchl dmz U lan.

Beo-unrepdeiic:

Interfaces - Interface Groups = Add - Interface Group

dns_relay int

Use an interface group to combine several interfaces for 3 simplified security policy.

General

%/ General

Mame: ( dns_relay_int ]
|- Securty Transport Equivalent

%/ Interfaces
wvailz slectad
Avwailsble Selected
care - dmz ;I
gre lan
ipsec_gre %
ipsec_|2tp =
ipsec_tr
ipsec_XAuth_c <
12ep_c
12tp_int
12tp_ipsec_c
B Y, LI LI

#/ Comments

Comments:

oK Cancel

Komananas crpoka:

add Interface InterfaceGroup dns_relay int Members=lan,dmz

[Ipasuna ¢puabmposarus
Beo-unrepdeiic:

Rules = IP Rules - Add - IP Rule Folder
Name: dns_relay

Rules = IP Rules - dns_relay

38



~ & dns_relay

B e e e e e o e e e e B et

Lj Add J_+:| Edit this object

#v fas B Gt Cri & vebwasl—B-sotinadion-intanfo R s e
1 § ==t dns J SAT L% dns_relay_int %, dns_net 53] core g dns_ip Yﬁ dns-all|
2 3 nat_dns m NAT r:a dns_relay_int iy dns_net 154 core g dns_ip \ﬂ dns-al_!

(Il Right-click on a row for additional options.

General

#] General
Mames: sat_dns
Actian: SAT w| | &% NAT. SAT. SLB SAT and Multiplex SAT is not ussble with an [PV ruls
Service:  dns-sll
Schedule: | (None)

f!‘_? Address Filter

Specify source interface and source network, together with destination interface and destination network. All parameters have to match for the rule to match.

Interface MNetwork
e | dns_relay_int o | dns_net W
Destination: | core W | dns_ip W
#/ Comments

Comments:

OK Cancel
e e e e i e e e e it
. General | LogSettings | NAT( ' SAT ] Muliplex SAT |" SLBSAT | SLB Monitors
#] General
Translats the
{~ Source IP
i -y
{+ Destination P
o
New IF Address: | wani1_dns1 L¥ S
Mew Port: This value may onhy be applied on TCP/UDP services with port set to either a single port number or a port
r; without gaps
|7 All-to-On= Mapping: rewrits sll destination IPs to | single IP
.
OK Cancel

Bropeim npaBuiiom Ha M2 sBIsieTCsl TpaBUIIO NAT.

Komananast CTpOKa:
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add IPRuleFolder Name=dns_relay
cc IPRuleFolder <N folder>

add IPRule Action=SAT Sourcelnterface=dns_relay int
SourceNetwork=dns_relay/dns_net DestinationInterface=core
DestinationNetwork=dns relay/dns ip SATAllToOne=Yes
SATTranslateToIP=wanl/wanl_dnsl Service=dns-all Name=sat_dns

add IPRule Action=NAT Sourcelnterface=dns_relay int
SourceNetwork=dns_relay/dns_net DestinationInterface=core
DestinationNetwork=dns relay/dns ip Service=dns-all Name=nat dns

Cmamuyveckas mapwpymu3ayus
B tabGnune mapmpyruzanun yxe co3aaHbl BCE HEOOXO0UMBIE MapIIPYTHI.

_|I"[ Routing Table Contents |

&/ Routing Table Contents

Routing Table: I <main= 'I

Show all routes:

| {Incleding routes to interface addresses and Layer 3 Cache entriss)
Dwo meoit sheow single host nowtes: I_

Max routes to display: 100
Apply I

IPv4 Routing table contents (max 100 entries)

Flags k Interface Local IP Metric
10.0.4.0/24 vanl 100
192.168.20.0/24 wan2 100
172.17.200.0/24 dmz 100
192.168.2.0/24 lan 100
0.0.0.0/0 wanl 10.0.4.1 100

IPv6 Routing table contents (max 100 entries)
Flags Network Interface Gateway Local IP Metric
In the "Flags" fizld of the routing tables, the following letters are used:
0 Leamned via OSPF  X: Route is Disabled
M: Route is Monitored  A: Published via Proxy ARP
D Dynamic {from e.g. |Psec, LZTP/PPTP servers, etc)

Adocmyn 6 uHmepHem

MexxceTeBoi IKpaH 1
Ha MD 1 Bce HeoOxonumblie oOBekThl B AnpecHoil KHure yxe co3maHbl M MapLIpyThl
onpezeneHsl. Ocranock 106aBuTh [IpaBuna GuiIbTpoBaHUA, pa3pelIatONIe JOCTYI B MHTEPHET.

IIpasusaa punrsmposarus

Be0-unrtepdeiic:

Rules = IP Rules - Add - IP Rule Folder
Name: tolInet

Rules = IP Rules = toInet
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Fodder can be wsed to group |P Rules into logical groups for better overview and simplified management.

J Add w 3| Edit this object

# v Name Action  Source interface  Source network  Destination interface  Destination network  Service

i § drop_smb-all @ Drop &% dns_relay_int I all-nats Wk smb-all

2 § MAT standard Eljl MAT % dns_relay_int dns_nat 4 wani all-nets & =ll_tcpudp

g:_l Right-click on a row for additional options.

Komananas crpoka:
add IPRuleFolder Name=toInet
cc IPRuleFolder <N folder>

add IPRule Action=Drop SourceInterface=dns_relay int
SourceNetwork=dns_relay/dns_relay net DestinationInterface=wan2
DestinationNetwork=all-nets Service=smb_all Name=drop smb-all

add IPRule Action=NAT Sourcelnterface=dns_relay int
SourceNetwork=dns_relay/dns_relay net DestinationInterface=wan2
DestinationNetwork=all-nets Service=all tcpudp Name=NAT standard

rn)OBfﬂ)Ka,ﬂOCTSHIa]BPH{TEIH{BT‘HB.H(H(aﬂlﬂlotiCETM[

Command Prompt N

C:sUserssLaponina?
C:sUseprs~Laponina>
C:sUseps Laponina>
C:sUzerssLaponina»
C:sUserssLaponina?
C:slserssLaponina®
C:sUserssLaponinaz
C:sUsers~Laponina>
C:sUserssLaponina?
C:sUsers~Laponina>
C:sUseps Laponina>
C:sUsepsLaponina?ping rbhc.ru

Pinging »bhc.ra [194_186_36.1661 with 32 hytes of data:
Reply from 174 _186.36.166: bytes=32 time=2ms TTL=5L5
Reply from 174.186.36.166: bytes=32 time=2ms TTL=GL5
Reply from 174.186.36.166: bytes=32 time=2ms TTL=5L5
Reply from 174.186.36.166: bytes=32 time=4ms TTL=55

Ping statistics for 194_.186.36.166:

Packets: Sent = 4. Received = 4, Lozt = 0 {0 loss>.
Approximate round trip times in milli—seconds:

Minimum = 2Zms,. Maximum = 4ms, Average = 2ms

C:sUserssLaponina?

MexceTeBo# IKpaH 2

Ha MD1 Bce HeoOxomumble 00beKkThl B AnpecHoil Kuure yxe co3zgaHbl W MapLIpyThl
onpezenensl. Ocranoch n06aBuTh [IpaBuia ¢punbTpoBaHus, pazpellaroniie J0CTYIl B UHTEPHET.
Jia ynoOctBa koHpurypupoBanus [IpaBun ¢unbTpoBaHust Obul co3/laH 0O0BEKT B AJpecHOU
Kuure, koTopblii 00bEIUHSAET BCE CETH, U3 KOTOPHIX HEOOXOAUM JIOCTYI B UHTEPHET.

IIpasusa punrsmposarus

Beo-unrtepdeiic:

Rules = IP Rules - Add - IP Rule Folder
Name: toInet

Rules = IP Rules = toInet
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-':m
- olciar «can be used to group |P Rules into logical groups for better overview and simplifisd mansgement.

B drop smb-all @ Drop &% dns_relay_int dns_net [ wanl all-nets ro =mb-all

H NAT standard [ NAT 4 dns_relay_int dn=s_net [53) wanl 1 all-nets all_tcpudp
LN | A o

(£} Right-click on a row for additional options.

Komananas crpoka:
add IPRuleFolder Name=toInet
cc IPRuleFolder <N folder>

add IPRule Action=NAT Sourcelnterface=dns_relay int
SourceNetwork=dns_relay/dns_net DestinationInterface=wanl
DestinationNetwork=all-nets Service=all tcpudp Name=NAT standard

rn)OBfﬂ)Ka,ﬂOCTSHIa]BPH{TEIH{BT‘HB.H(H(aﬂlﬂlotiCETM[

C:xDocuments and Settings“Adminisztrator’
C:sDocuments and Settingszs“Adminisztrator’
C:“Documents and Settings“Administrator>
C:“Documents and Settings“Administrator’
C:“Documents and Settings“Administrator?
C:~Documents and Settings“Administrator?
C:“Documents and Settings“Administrator’
C:xDocuments and Settings“Administrator’
C:sDocuments and Settingsz“Adminisztrator>
C:“Documents and Settings“Administrator>
C:“Documents and Settings“AdministratorXping rhc.ru

Pinging rbc.ru [194.67.32.241 with 32 buytez of data:

194.67.32.24: hytesz=32 time=3Imsz TTL=G4
194.67.32.24: bytesz=32 time=3msz TTL=Gh4
194.67.32.24: hytes=32 time=20msz TTL=54
Reply from 194_67.32_.24: hytes=32 time=3ms TTL=54

Ping statistics for 194.67.32.24:

Packetz: Sent = 4, Received = 4, Lost = 0 €0x loss>.
Approximate round trip times in milli—seconds:

Minimum = Imz, Maximum = 20ms,. Average = Yms

C:“Documents and Settings“Administrator

JAocmyn u3 10ka1bHBIX cemell K Kaxcdomy mMexnccemegomy IKPaHy
Mesccemesolii IkpaH 1

I'pynna unmepdgeiicos
OO0benuHUTh MHTEP(ENHCH lan U core B OJHY TIpYIIY, YTOOBI Pa3pelIuTh JOCTYH Kak K
paboynM CTaHLUSAM B JIOKAJIbHOM ceTH, Tak U K lan-uHTepdeiicy MexceTeBoro sKkpaHa.

Beo0-unrepdeiic:

Interfaces - Interface Groups = Add - Interface Group
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— e
k-, lan_plus

L L Use aninterface to combine several interfaces fior a simplified s=curity policy.

General

%/ General

Namne: lan_plus
H BELW =

ﬁf Interfaces

Av ailable Selected

dmz - care .-.I

dns_relay_int lan
gre

ipsec_gre
ipsec_|2tp
ipsec_tr ==
ipsec_XAuth_s
|2tp_int

epeees =l o

Komananas crpoka:

add Interface InterfaceGroup lan plus Members=core, lan

IIpasuna ¢puabmposarus
Be0-unrepdeiic:

Rules = IP Rules = Add - IP Rule Folder
Name: toFW2
Rules = IP Rules = toFW2

er can be used to group |F Rules into logical groups for better overview and simplified management.

[y Addw 4| Edit this object
#w Napgys Action 0 T £ Lakis £
n = 9 . y i
1 Allow_to &! Allow [ lan ‘= lan_net 3] wanz = rem_lan - all_services
) = 7 1 r -
2 Allow_from E]'i.ﬁllaw 154 wanz \4 rem_lan ¥ lan_plus \s lan_net é all_services
2 : 5 x4 =g lan_| 5 i |

Ll‘l Right-click on a row for additions] options.

Komananas cTpoka:
add IPRuleFolder Name=toFW2
cc IPRuleFolder <N folder>

add IPRule Action=Allow SourcelInterface=lan SourceNetwork=lan/lan_net
DestinationInterface=wan2 DestinationNetwork=remote/rem;;an
Service=all_ services Name=Allow_to

add IPRule Action=Allow SourcelInterface=wan2 SourceNetwork=remote/rem_lan
DestinationInterface=lan plus DestinationNetwork=1an/lan_net
Service=all_ services Name=Allow_from
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Cmamuyveckas mapwpymu3ayus
Beo-unrepdeiic:

Routing = Routing Tables - main - Add - Route IPv4

oute IPv4
iheiiinii daidateriace and gateway to use in order to reach a specified network.
General Proxy ARP Monitor Monitared Hosts
#/ General e w
Interface: wan2 W
Metwork: rem_lan i
Gateway: wan2_gw i
Local IP addrefs: | (None) it

Metric: 100

N

#/ Comments

Comments:

Ok Cancel

Komananas crpoka:
cc RoutingTable main

add Route Interface=wan2 Network=remote/rem lan Gateway=wan2/wan2 Metric=100

Medsccemesoli IkpaH 2
CJ'[C)IyeT BBITIOJTHUTDH HaCTpOﬁKH, AaHaJIOTUYHBIC HaCTpOfIKaM, CACJIaHHBIM Ha MexceTeBOM
Okpane 1.

IIposepka koHpuaypayuu
[IpoBepsieM noctyn (komaHaa ping) ¢ lan-uHrepdeiica mexcereBoro skpaHa | k paboueit

cTaHIuu B JokansHOU ceTH (IP-agpec 192.168.1.122) u x lan-unTtepdeiicy MexceTeBoro sKpaHa
1.
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CEI‘MEHTI/IPOBaHI/Ie ceTell Ha KAHAJIbHOM YPOBHE

JlabopaTtopHas pa6oTta 3. CerMeHTHpPOBaHHUe NMOACETEN C UCIOJIb30BaHUEM
ynpaBJ/iieMbIX KOMMYTaTOpPOB

Ileasp

CO3HaTI) JJIA Pa3HbIX OTACIIOB OTACIbHBIC BUPTYAJIbHBIC CCTH.

TonoJsiorusa

[Ipenmonoxum, 4To B OpraHU3allMy €CTh JBa OTAeila A M B. bynem cuutaTh, (pU3MUECKYIO
TOIOJIOTHIO CETH YHO0OHEe co3[aBaTh C MCIOJIb30BAaHUEM JBYX KOMMYTAaTOpPOB, MPUYEM YacTb
pabounx CTaHUMU OTNENOB A U B CJeAyeT NOJAKIIOYUTh K KommyraTopy 1, a OCTaBIIHMECH
paboune CTaHUMU OTAEIOB A M B TNOJKIIOYUTh K Kommyraropy 2. [l yBenuueHus
MIPOU3BOIUTENBHOCTH IIHPOKOBEUIATENILHOTO TpapuKa MEXIy OTAeJaMH HE JOJDKHO ObITh,
TaKXKe KeJlaTeIbHO UMETh BO3MOXKHOCTh (PUIBTPOBATh TPaUK MEXKIY OT/IETAMH.

Otpen A

VLAN30

(He MapKI/IpOBaHHbHZ)@

(He MapKMpOBAaHHEHIM)

VLAN40

Ethernet-nopT @Ethernet—nop'r 2

vlan_30_ip: 192.168.30.10
vlan_30_net: 192.168.30.0/24
vlan_40_ip: 192.168.40.10
vlan_40_net: 192.168.40.0/24

OnucaHMe NPaKTUYeCKOH paboThI

KommyTaTop 1

[Ipu Takoil TOMOJIOTMU MOPTHI KOMMYTaTOpPOB, K KOTOPBIM MOJIKIIOYEHbl paboune CTaHIUH
M0JIb30BaTeNell, TOJKHBI ObITh HACTPOEHBI KaK HEMapKHUpPOBAaHHBIE MOPTHI COOTBETCTBYIOIIEH
vlan.

B namem ciydae paGoune cTaHIMM OTHENa A MOJKIIOYEHBI MOpTaM 02 U 03 KommyTaTopa 1.
Otu noptsl BxoaAat B vlan ¢ VID 30 kak HemapkupoBanHble (untagged) noptsl. Pabouas cranuus
OT/ieNia B TTOJKIIIOYEHA K TIOPTY 04 Kommyraropa 1. J[anublid mopT BxoauT B vlan ¢ VID 40 kax
HEeMapKHpOBaHHBIN (untagged) mopr.
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E_ depta
40 deptB

Tagged VLAN Poris

01
01

VLAN Rename Delete VID

Delete VID)
Rename Delete VID
Rename Delete VID)|

Uplink-mopT KOoMMyTaTtopa, MOAKIIOYEHHOTO K MapIIPYTH3aTOPYy WM MEXKCETEBOMY JKpaHy,
JIOJDKEH OBITh HACTPOEH KaK MapKUPOBAaHHBIA U SBJIATHCS YICHOM BCeX vlan, HACTpPOCHHBIX Ha

KOMMYTaTope.

KommyTaTop 2

Untagged VLAM Ports

Tagged VLAM Ports

m
m

VLAN Rename Delete VID

Rename Delete VID
Rename Delete VID]
Rename Delete VID]

Paboyas cranumsi oTAena A MOJKIOYEHA MOPTY 02 Kommyraropa 2. JlaHHBINA MOPT BXOIUT B
vlan ¢ VID 30 kak HemapkupoBaHHbIH (untagged) moprt. Paboume craHmmm oTaena B
MOJIKJTFOUEHBI K TIOpTaM 03 U 04 Kommyraropa 2. JlaHHBIE MOPTHI BXoaAaT B vlan ¢ VID 40 kak
HeMapKkupoBaHHbIE (untagged) MOPTHI.

Untag gd VLAN Ports

01 default 05,06.07,08
30 deptA {_}2
40 deptB 03,04

Tagged VLAM Ports

01
01

VLAN Rename Delete VID

Rename Delete VID
Rename Delete VID
Rename Delete VID|

Uplink-mopT KOMMyTaTopa, MOAKIIOYEHHOTO K MapIIPYTH3aTOPYy WM MEXKCETEBOMY JKpaHy,
JTIOJDKEH OBITh HACTPOCH KaK MApKUPOBAHHBIN U SBIATHCA WieHOM Bcex VLAN, HaCTpOEHHBIX Ha

KOMMYTaTope.

MexxceTeBO# JKpaH

Tagged VLAM Ports

m
m

VLAN Rename Delete VID

Delete VID

Rename

Delete VID]

Rename

Delete VID|

06vexkmvul AdpecHolil KHuzu
Cosznath 00bekTHI ¢ [P-anpecamu vlan-uatepdeiica u vlan-cetw.

Be6-unrepdeiic:
Object 2 Address Book - Add > Address Folder
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Name: wvlan

Object = Address Book = vlan > Add

| [ vlan
= bpesihdsan® folder can be used to group related address objects for better overview.
jr-::v 4+ Edit this objsct
#w Address User Auth Groups Comments
1 H vlan_30_ip 192.168.30.10
2 H wvlan_20_net 192.168.20.0/24
3 4 vlan_40_ip 192.168.40.10
4 1 vlan_40_net 192.168.40.0/24

(L] Right-click on a row for additionsl options.

Komananas crpoka:

add Address AddressFolder vlan

cc Address AddressFolder vlan

add IP4Address vlan_ 30_ip Address=192.168.30.10
add IP4Address vlan 30 net Address=192.168.30.0/24
add IP4Address vlan_40_ip Address=192.168.40.10
add IP4Address vlan 40 net Address=192.168.40.0/24

VLAN-Humepdeiic
Coznath uHTepdeiic vlan, cBsi3aB ero ¢ lan-unrepdeiicom u ykasaB VLAN ID.

Beo-unrepdeiic:
Interfaces - VLAN - Add

feat ‘and

[ Add . 4% Advanced Settings

coni |EEE 802102 based Virtual LAN interfaces.

L)

ult Gateway ~ Comments
153 vlan_20 [Z3 lan 4 vlan_30_ip 4 vlan_20_net

i vlan_40 53 lan 3 vlan_40_ip 2 vlan_40_net

Q Right-click on 3 row for sdditional options.

Komananas crpoka:

add Interface VLAN vlan_ 30 Ethernet=lan IP=vlan/vlan_30_ip
Network=vlan/vlan 30 net VLANID=30

add Interface VLAN vlan 40 Ethernet=lan IP=vlan/vlan_40_ip
Network=vlan/vlan 40 net VLANID=40

Cmamuueckasa mapuipymusayus

[Ipu HeoOxomuMocTH cienyeT 100aBUTh IMPaBWIO MApIIPYTU3ALUU, €CIU ObUIM H3MEHEHBI
HaCTPOMKH 10 YMOJTYAHUIO.
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: -fm a virtual interface compatible with the |EEE 20210 Virtual LAN standard.

" General Advanced

#/ aAutomatic Route Creation

|7 Automaticalhy add 3 route for this virtusl LAN interface using the given network.

|— Automatically sdd 3 default rowts for this virtusl LAN interface using the given default gateway.

Route metric: 100 Specifies the metric for the suto-crested routs,

# | IPv6 Router Advertisement

Enabling Router Advertisement will answer Solicitations and pericdically send out Advertisements. Stateless sddress sutoconfiguration (SLAAC) will onhy work correcthy if
the configured network prefic is 54 (RFC4852).

r Enable Rowter Advertizement for this interface.

#] Priority

The VLAN priority (IEEE 802.1p) is used to do classification/prioritizing at Ethemnet level. When used the precedence is copied from the [P DECP to the priority field of the
traffic rowted through the VLAN interface.

IF DSCF precedence copy policy: | Inherit From Phys W

oK Cancel
CHCI[yeT TAK¥XEC IMPOBEPUTH CO3JJaHHBIC MApIIPYThI.
_:U”(Rouﬁng Table Contents]

4] Routing Table Contents

Routing Table: I <main> = I

Show all routes: | {Including routes to interface addresses and Layer 2 Cache entriss)

Do not show single host rowtes: |-

Max routes to display: 100

Apply |
IPv4 Routing table contents (max 100 entries)
Flags Metwork Interface Gateway Local IP Metric

10.0.4.0/24 wanl 100
192.168.20.0/24 wanz 100
172.17.200.0/24 dmz 100
jo2.168 2. 0/24 lan 100
192.168.20.0/24 vlan_20 100
192.168.40.0/24 vlan_40 100
0.0.0.0/0 wanl i0.0.4.1 100

IPvE Routing table contents (max 100 entries)

Flags Network Interface Gateway Local IP Metric

In the "Flags" field of the routing tables, the following letters are vsed:
0: Leamned via OSPF X Route is Disabled

M: Route is Monitored  A: Published via Proxy ARF

D: Dynamic {from e.g. IPs=c, LZTP/PPTP servers, stc.)

Ilpasusa hunsemposanus

JloGaBuTh HeoOXoauMble MpaBuia (UIBTPOBAHMS, yKa3aB B KauecTBe MHTepdeiica u cetu
HCTOYHUKA CO3JIaHHbIE MHTEpQeichl U ceTH vlan, JUOO 100aBUB CO3/JaHHbIE HUHTEP(EHCHl U
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cetH vlan B HeoOXoauMble TpynIbl UHTEpGEiicoB u ceTeil. [ pa3penienus JocTyna B UHTEPHET
J0CTAaTOYHO J100aBUThH CO3aHHbIE UHTEP(EINCHI U CETU B YK€ CYLLECTBYIOIINE IPYIIIbIL.

Beo0-unrepdeiic:

Interfaces - Interface Groups

several interfaces for a simplified secuwrity poficy.

General

#/ General

Mame: dns_relay_int

I— Security  Transport Equivalent

#/ Interfaces

Avsilable Selected
IpSEC_gre d =
ipsec_|Ztp :J |;:z ‘J
ipsec_tr
= wlan_20
ipsec_XAuth_c i I
12tp,_- = wlan_40
|2tp_int -
[2tp_ipsec_c
lan_plus
wanl
wan2 = ;’

#/ Comments

‘Comments:

Ok Cancel

Komananas crpoka:

set Interface InterfaceGroup dns_relay int Members=vlan 30,vlan40

Beo-unrepdeiic:
Objects - Address Book = dns_relay - dns_net
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.'isused for combining several IP4 Address objects for simplified management.

General - User Authentication
&/ General
Mame: dns_nst

Group members

Availsblz
TETp T
|2tp_ipsec_c_dnsi ;I
|2tp_ipsec_c_dns2
|2tp_ipsec_c_ip
12tp_poal
lan_ip J Exclude
rem_lan e
vlan_30_ip —_—
vlan_40_ip

wan ]._b_r :I LI

Mave up Mave down I

Include

#/ Comments

Comments:

Komananas cTpoka:

set IP4Group dns_net Members=vlan/vlan 30 _net,vlan/vlan 40 net

Beo0-unrepdeiic:

Objects - Address Book = dns_relay - dns_ip

*[Lans ip
Lo
= Glmpktﬁedfermnﬂilgsevqil?4kd¢useﬁm_fws&wiﬁedmn.

General User Authentication

#/ General

Ok

Cancel

Name: dns_ip

Growp members
Avsilzble

I2tp_ipsec_c_dns2
12tp_ipsec_c_ip
12tp_pool

lan_net

rem_lan
vlan_20_net
vlan_40_net
wanl_br
i o H

Maove up Mave down I

#/ Comments

‘Comments:

Komananas cTpoka:

set IP4Group dns_net Members=vlan/vlan 30_ip,vlan/vlan 40_ip

Ok

Cancel
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IIpoBepka kKoHpUTrypanuu
[IpoBepsieM co3aaHHYI0 KOH(UTYPALIKIO, UCIIOJIb3YSl KOMaHAY ping.

.~ | Connections

# /| Filter state table display

Source: Destination:

IF Agdress: | |

Interfsoe: | vlan_20 x| lany =]

IP Protocat: [ TCMP =]

For: [ [
Apply |

State table contents (max 100 entries)

i CoueCa Destination Timeout
PING ICMP vlan_30:192.168.30.30:512 core:192.168.20.20:512 ] 7

JlaGopaTopHas pa6oTa 4. CerMmeHTUpPOBAaHME MNOACETEM HA OCHOBe port-
based VLAN

Heab

CoznaTh U1 pa3HbIX OTAEIOB OTJENIbHbIE BUPTYaJIbHbIE CETH 0€3 UCIOIb30BaHUS YIIPaBIsEeMbIX
KOMMYTaTOPOB.

TonoJsiorusa

[Ipenmonoxum, 4To B OpraHU3allMy €CTh JBa OTAeNa A M B. bynem cuurtaTh, (PU3MUECKYIO
TOIOJIOTUIO CeTH TpedyeTcs co3aaTh 0e3 HCIO0JIb30BAHMS YIPABISEMBIX KOMMYTaTOpOB, T.€.
paboune CTaHIMKM OTJIENOB MOJKIIOYAIOTCS HEMOCPEACTBEHHO K lan-mopraM mapuipyrusaTtopa.
Jlis yBenMueHus: MPOU3BOJUTEIBHOCTH HMIMPOKOBELIATEIBHOTO TpapuKka MEXAy OTIellaMu He
JIOJIKHO OBITh, TAKXKE KeEJNAaTeIbHO UMETh BO3MOKHOCTh (PUIIBTPOBATH TPAPUK MEXYy OTAETaMHU.
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VLAN30

(He MapKMpOBaHHEI)

(He MapxMpoOBaHHEI)

VLAN40

(He MapKUpOBaHHEI)

Eth-oepr 2

vlan_30_ip: 192.168.30.10

vlan_30_net: 192.168.30.0/24
MapupyTusaTop vlan_40_ip: 192.168.40.10

vlan_40_net: 192.168.40.0/24

Eth-nopT @ Eth-nmopr 3

Me:xceTeBOM JKpaH

06vexkmvul AdpecHoil KHuzu
Coznath 00bexThI ¢ [P-anpecamu vlan-unrepgeiica u vlan-cetu.

Beo-unrepdeiic:
Object 2 Address Book - Add > Address Folder
Name: vlan

Object = Address Book = vlan > Add

| Jll
e £ folder can be used to group related address objects for better overview.

I_j Add T4\ Edit this abject

#w Name Address User Auth Groups Comments
1 4 vian_30_ip 192.168.30.10
z 2 vlan_z0_net 192.168.20.0/24
&l -
3 s vlan_40_ip 192.168.40.10
4 2 vlan_40_net 192.168.40.0/24

(L) Right-click on a row for additions! options.

Komananas cTpoka:

add Address AddressFolder vlan

cc Address AddressFolder vlan

add IP4Address vlan_ 30_ip Address=192.168.30.10
add IP4Address vlan 30 net Address=192.168.30.0/24
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add IP4Address vlan_40_ip Address=192.168.40.10
add IP4Address vlan 40 net Address=192.168.40.0/24

VLAN-Humepdeiic
Coznath unTepdeiic vlan, cBsi3aB ero ¢ lan-uarepdeiicom u ykasaB VLAN ID.

Beo0-unrepdeiic:
Interfaces - VLAN - Add

o .
| ey

e and configure IEEE 802 10 based Virtual LAN interfaces.

[ Add> 25 Advanced Setiings
#w Name Interface  VLANID - IPv4 Address — IPv6 Address  Network Default Gateway  Comments
i 15 wlan_30 [ lan = vlan_20_ip 2 vlan_30_net

z | L vlan_40 [ lan H vlan_40_ip J vlan_40_net

(E] Right-click on a row for additionsl options.

Komananas crpoka:

add Interface VLAN vlan_ 30 Ethernet=lan IP=vlan/vlan_30_ip
Network=vlan/vlan 30 net VLANID=30

add Interface VLAN vlan 40 Ethernet=lan IP=vlan/vlan_40_ip
Network=vlan/vlan 40 net VLANID=40

Jlanmee ciieqyer ykasaTh HOMEp IOpTa KOMMYTATOpa, Ha KOTOPOM CKOH(UTYPHUPOBAH JIaHHBIM
vlan.

Beo-unrepdeiic:

Interfaces - Switch Management
[TocTaBuTh uiar Enable Port based VLAN

B ctpoke, cooTBeTCTBYIONICH HOMEPY TTOPTA, K KOTOpoMmy ToAkitoueH Ehternet-kadens, BEIOpaTh
co3aaHHbI vlan-untepdeiic.
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T g=idiv idualhy to VLAN's to make it possible to separate the LAN network into mors than one zone.

E ,{ Switch Management
I General

#] Port based VLAN

ﬂ Plez=e note that ensbling "Port based VLAN" will prevent 802,12 tagged packets from being forwsrded on the switch ports. Ports that are not assigned to 3 VLAN
interface will by default be a=signed to VLAN 1.

Il Enable Port based VLAN
Port 10 | vlan_z0
Fort 2 | vlan_30

Port 3 | vlan_40

Fort 4 [ (None)
Port 5: | (None)
Fort &: | [None)

Fort 7: | (None)

L2212 5) 121211

Fort 8: | (None)

(o] Cancel

Komananas crpoka:

set SwitchManagement Portl=vlan 30 Port2=vlan 30 Port3=vlan 40

Cmamuueckas mapuipymusayus

[Ipu HeoOxomuMmocTH cieayeT 00aBUTh IMPaBWIO MapUIPyTHU3alMM, €ClId ObUIM H3MEHEHBI
HaCTPOMKH 10 YMOJTYAHUIO.

: -fm a virtual interface compatible with the |EEE 20210 Virtual LAN standard.

" General Advanced

#/ aAutomatic Route Creation

|7 Automaticalhy add 3 route for this virtusl LAN interface using the given network.

|— Automatically sdd 3 default rowts for this virtusl LAN interface using the given default gateway.

Route metric: 100 Specifies the metric for the suto-crested routs,

# | IPv6 Router Advertisement

Enabling Router Advertisement will answer Solicitations and pericdically send out Advertisements. Stateless sddress sutoconfiguration (SLAAC) will onhy work correcthy if
the configured network prefic is 54 (RFC4852).

r Enable Rowter Advertizement for this interface.

#] Priority

The VLAN priority (IEEE 802.1p) is used to do classification/prioritizing at Ethemnet level. When used the precedence is copied from the [P DECP to the priority field of the
traffic rowted through the VLAN interface.

IF DSCF precedence copy policy: | Inherit From Phys W

oK Cancel

Crnenyet Takxe IPOBEPUTH CO3/IaHHBIE MAPILIPYTHI.
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_jir[Rouling Table Contents]

#/ Routing Table Contents

Routing Table: I <main® _* I

Show all routes:

I_ {Inclueding routes to interface sddresses and Layer 3 Cache entries)
Do mott show single host routes: l-

Mz rowtes to display: 100
Apply |

IPv4 Routing table contents (max 100 entries)

Flags Network Interface Gateway Local IP Metric
10.0.4.0/24 wanl 100
192.168.20.0/24 wanz 100
172.17.200.0/24 dm=z 100
192.168.2.0/24 lan 100
192.168.30.0/24 vlan_30 100
192.162.40.0/24 vlan_40 100
0.0.0.0/0 wanl 10.0.4.1 i00

IPv6 Routing table contents (max 100 entries)
Flags Network Interface Gateway Local IP Metric
In the "Flags™ fiel of the routing tables, the following letters are used:
0O: Leamed via OSPF  X: Route is Dizabled
M: Route is Monitored  A: Published vis Proxoy ARP
D¢ Dynamic (from e.g. IPsec, LZTP/PPTF sarvers, atc.)

Ilpasusa hunsemposanus

JloGaBuTh HEOOXoauMMbIE MpaBuia (UIBTPOBAHUS, YyKa3aB B KauecTBe MHTepdeiica u cetu
HCTOYHHUKA CO3JaHHble HHTepdeiichl u ceTH vilan, 11bo 100aBUB co3JaHHbIE HHTEP(ENCHI U CETH
vlan B HeoOxoauMble Tpymibl UHTepdencoB U cereld. s paspelieHuss A0CTyla B UHTEPHET
JOCTATOYHO J100aBUTH CO3JaHHbIE UHTEP(ENCH] U CETH B YK€ CYLIECTBYIOIINE TPYIIIIHL.

Beo-unrepdeiic:

Interfaces - Interface Groups
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several interfaces for a simplified security policy.

General

#/ General

Mame: dns_relay_int

I- Security/Transport Egquivalent

%/ Interfaces

Avwailable Selected

IPSEC_gre d o
ipsec_|Ztp :J B —I

|an

ipsec_tr an 30
ipsec_XAuth_c | _4D|
12tp_c =3 vian

|2tp_int
[2tp_ipsec_c
lan_plus
wanl

wan2 = vI

=

E} Comments

‘Comments:

Ok Cancel

Komananas crpoka:

set Interface InterfaceGroup dns_relay int Members=vlan 30,vlan_ 40

Beo-unrepdeiic:
Objects -> Address Book = dns_relay - dns_net

ks
e : pemerrSoup is used for combining several |P4 Address objects for simplified management.

General - User Authentication
&/ General
Mame: dns_nst

Group members

Availsblz
TETp T
|2tp_ipsec_c_dnsi ;I
|2tp_ipsec_c_dns2
|2tp_ipsec_c_ip
12tp_poal
lan_ip J Exclude
rem_lan e
vlan_30_ip —_—
vlan_40_ip

wan ]._b_r ﬂ .ﬂ

Mave up Mave down I

Include

#/ Comments

Comments:

Ok Cancel

Komananas cTpoka:

set IP4Group dns_net Members=vlan/vlan 30 _net,vlan/vlan 40 net
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Beo0-unrepdeiic:
Objects - Address Book = dns_relay - dns_ip

*[Lans ip
Lo
= Glmpktﬁedhrmnﬂﬁusevqil?4kd¢useﬁm_fwsmﬁedmn.

General User Authentication
#/ General
Mams: dns_ip

Growp members

Avsilzble
I2tp_ipsec_c_dns2
12tp_ipsec_c_ip
12tp_pool
lan_net
rem_lan
vlan_20_net
vlan_40_net
wanl_br

wanl_dns1 LI :I

wanl dne?

Maove up Mave down I

#/ Comments

‘Comments:

(o] Cancel
Komananas crpoka:
set IP4Group dns_net Members=vlan/vlan 30_ip,vlan/vlan 40_ip
IIpoBepka KoHpUrypanuu
[IpoBepsieM co3aaHHYI0 KOH(UTYPALIKIO, UCIIOJIb3YSl KOMaHAY ping.
.~ | Connections
# | Filter state table display
Source: Destination:
IP Addrass: | |
Interface: Ivlan_BD ;I IAnv ;I
IP Protocol: I ICMP vI
Port: I I
Apply |
State table contents (max 100 entries)
Source Dastination Timeout
| PING ICMP vlan_30:192.168.20.30:512 core:192.168.20.20:512 ] 7
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Me:xkceTeBble IKpPdHbI

JlabopaTtopHas pa6ora 5. Co3aHue NOJIMTUKHU 6€3 NPOBEPKU COCTOSAHUSA

Ieanb

Co3narh MONUTHKY O€3 MPOBEPKM COCTOSIHUS, KOTOpas JOJDKHA paspemarb http-tpadux u3
nokanbHOM cetn 192.168.1.0/24 k BebO-cepBepy, pacnosiokeHHoMy B DMZ u umeromemy IP-
aapec 172.17.100.130.

TonmoJsioruda cetu

dmz_ip: 172.17.100.1
dmz_net: 172.17.100.0/24
web_server: 172.17.100.130

<%
:
£

<2

— 172.17.100.0/24 —

172.17.100.130 dmz:172.17.100.1 H

2

lan:192.168.1.10

Be6- M

lan_ip: 192.168.1.10
lan_net: 192.168.1.0/24

192.148.1.0/

2N

%%
i

OnucaHue NPaKTUYECKOI paGoThl

06vexkmvul AdpecHoil KHuzu
B anpechyto kHury cienyer 1o0aBuTh 00beKT, ykasbiBatomuii [P-anpec Bed-ceppepa.

Be0-unrtepdeiic:
Object 2 Address Book - dmz

i :.jll
et ez = folder can be used to group relsted address objects for better overview.

d Add » | Edit this object
LA

#w Name Address User Auth Groups Comments

i = dmz_ip 172.17.100.1 Idf:;:ldress of interface

2 2 dmz net 172.17.100.0/24 The network on
interface dmz

a2 ( 1 web_server 172.17.100.120 ]

(L) Right-click on a row for additionsl options.
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KomanaHnasi ctpoka:

cc Address AddressFolder dmz

add IP4Address web_server Address=172.17.100.130

Ilpasusa hunsemposanus

[TpaBusna 6e3 MpoBepKU COCTOSTHUS OyIeM co3aBaTh Ha MeKceTeBOM dkpane 1 (MO 1).

1.

Co3maeM cepBuUC, B KOTOPOM B KauecTBe IIOPTOB OTIPABUTENS YKa3aHbl Bce
HeoOxonumble noptel HTTP, a B kadectBe mOpTOB moOJydyaTess YyKa3aHbl Bce
HENPUBUWIETUPOBAHHBIE MOPTHI (TaK HA3bIBAEMbIE OPTHI C «OOJIBIIUMUY) HOMEPAMH).

Beo-unrtepdeiic:

Object 2 Services > Add

=~ u
\d all_tcp_unpnv]
Sl Bl b B i finition of an TCP or UDP pretocol with specific parameters.
General
#/ General

Mame: all_tcp_unpriv

Type: TCR w

Source: £0,8080,443

Destingtion: 1024-55535

g ¥ Enter port numbers and/or port ranges separated by commas. For example: 137-135,445

r’ Pass returned ICMF emor messages from destination

I- SYN flood protection (SYMN Relay)

KomanaHnasi ctpoka:

add Service ServiceTCPUDP all tcp unpriv DestinationPorts=1024-65535
SourcePorts=80,8080,443

2.

Coznaem nBa mpaBuia (UIbTpPOBaHUS ¢ JielicTBUEM FwdFast. B mepBom mnpaBuie B
KauyecTBE CEpBUCA YKa3blBa€M CTaHIAPTHBIM CEpBHUC http-all, B KOTOPOM B KauyecTBE
MIOPTOB OTIPABUTENS YKa3aHbl BCE MOPThI C HENPUBUIIETUPOBAHHBIMU («OOJIBIIUMU)
HOMEpaMH, a B KadyeCcTBE IOPTOB IMOJIydaTess yKa3aHbl MOPTHI, HEOOXOIUMbIE BEO-
cepBepy. Bo BTopoM mpaBuiie B KauecTBE cepBHCa yKa3bIBaeM CO3/aHHBIN B 1.1 cepBuc.
Jus Bxogjsmero Tpaduka (web_in) OTKPBITBI TOJBKO HOPTHI, HEOOXOJUMBIE MJIS
npotokona  http.  Jlna  ucxomdmero  tpaguka  (web_out)  OTKpBITBI  BCE
HENPUBUJIETUPOBAHHBIE MOPTHI, TAK KaK Ha CTOPOHE KJIMEHTA MOPT MOXKET OBIThH JTFOO0H.

Be0-unrtepdeiic:

Rules

Rules

- IP Rules = Add = IP Rule Folder
Name: webS

- IP Rules - webS - Add
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der can be used to group |P Rules into logical groups for better overview and simplified management.

3 lan_net =2 =) web_server '\éhttp—all

= web_sarvar Ed lan = lan_net '\# all_tcp_unpriv

\El Right-click on a row for additional options.

KomanaHnasi ctpoka:
add IPRuleFolder Name=webS
cc IPRuleFolder <N folder>

add IPRule Action=FwdFast SourceInterface=lan SourceNetwork= lan/lan net
DestinationInterface=dmz DestinationNetwork= dmz/web_server Service=http-all
Name=web_in

add IPRule Action=FwdFast SourcelInterface=dmz SourceNetwork=dmz/web_server
DestinationInterface=lan DestinationNetwork=1an/lan_net
Service=all tcp unpriv Name=web out

Cmamuueckaa mapuipymusayus

[IpaBuna MapuipyTuzalnuu CO3JaHbl aBTOMaTHYECKU IpHU omnpezaeneHuu napamerpos Ethernet-

uHTEPPENCOoB.

IIposepka koHgucypayuu
JlaGoparopnas paboTa 5. Hcnonwszyem Opaysep, B kKauecTBe ajpeca ykaspiaeMm [P-ampec.
/~ Apache Tomcat - Windows Internet Explorer

|- http:ff172.17.100. 130/

e

{l.? E'CQ? .ﬁ.pache Tomcat | |

Apache Tomcat

If you're seeing this page via a wek

JlaGoparopnas pabota 6. [IpoBepsieM, uTo TabMIa COCTOSTHUN st HHTep(eiica dmz mycTasl.
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., Connections

# / Filter state table display

rotoool: I,l,n.,- ;I
Apply |
State table contents (max 100 entries)
State Proto Source Destination Timeout
JlabopaTtopHas pab6oTa 6. Co3aHMe MOJUTHK AJs TPAaJULUOHHOrO (Wau

ucxoasmero) NAT

Ieanb
Co3narh MOTUTUKH IS TOCTYIIA TOJIb30BaTENeH, pacoiokeHHbIX 32 NAT, BO BHEITHIOIO CETh.

TonmoJsioruda cetu

wanl_ip: 10.6.10.62
lan_ip: 192.168.1.10 wanl_gw: 10.6.10.3
lan_net: 192.168.1.0/ wanl_dns: 10.6.10.3

5'9 wan1_net: 10.6.10.0/28
10.6.10.0/28
- A

M1 NHTepHeT
(MapuwpyTtusatop NAT)

—(__192.168.1.0/

lan:192.168.1.10 anl:10.6.10.62 10.6.10.3

OnucaHue NPaKTUYECKOI paGoThI

Cmamuueckaa mapuipymusayus

[IpaBuna MapuipyTuzalnuu CO3JaHbl aBTOMaTHYECKU IpHU omnpezaeneHuu napamerpos Ethernet-
uHTEPPENCOoB.

IIpasuaa huremposanus
Cozmaem mpaBWiIoO ¢ ICUCTBUEM NAT.

Beo-unrtepdeiic:
Rules = IP Rules - Add - IP Rule Folder
Name: tolInet

Rules = IP Rules = Add - toInet
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e e e o e e N e et

[ Add _+; Edit this object

- li.a_inev Action Snln'uaﬂﬂnrfaﬂev Sm.lrljemtwrﬁ' Dﬁhnabncllnlherfamv Dﬁﬁnatlnnnet-nrk Service -
1 8 drop smb-all ﬂ Drop % dns_relay int , dns_net 13 wanl 2 all-nets % smb-all
2( g inst m NAT [ lan '\_:,l lan_nest B wani t__:‘, all-nets \ﬂ all_senm:es]

(Il Right-click on a row for additional options.

Ha BkIajike General yKa3aHO JCHCTBHE NAT M HHTEP(EHCH M CETH UCTOYHUKA U TIOJTyJIaTeIs:

cifies mmmpaiummmmknfﬁcﬂmmﬂespeuﬁedﬂmm

General | Log Settings | NAT | SAT | Muttiplex SAT | SLBSAT | SLB Monitors
5:? General
Name: .inw
Action: | naT v] ) AT, SAT, SLB SAT and Multiplex SAT is not usable with an IPvE ruls
Service: all_services “
Schedule; | [Nons) w

e.;‘{? Address Filter

Specify source interface and source network, together with destination interface and destination network. All parameters have to match for the nele to match.

Interface Metwork
Source: lan b lan_net
Destination: | wani b all-nats
#J] Comments

Comments: |

OK I Cancel I

1. Ha Bkmagke NAT yKa3aHO HCIIOJIb30BaHWE ajpeca uHTepdeiica B KadecTBe ajapeca
MCTOYHHKA:

;m
mmmmmmmmmﬁnmmmmﬁwﬂmm
“General | LDgSeﬂlngs( I SAT | Muliplex SAT | SLBSAT | SLB Monitors

ﬂ General

[(;' Ussz interface address J

(™ Specify sender address

New IF Address: | (Nong) LY
(" Use NATPool
NATFool: [None) v

Ok Cancel

Komangnas crpoka:
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add IPRuleFolder Name=toInet
cc IPRuleFolder <N folder>

add IPRule Action=NAT Sourcelnterface=lan SourceNetwork= lan/lan_net
DestinationInterface=wanl DestinationNetwork= all-nets Service=all_services
Name=inet

HpOBepfleM BO3MOXHOCTD BbIXOJa B UHTCPHCT.

_.'; PocbnzHecKOHCaANTHHI - HOBOCTH, 3aKL{WH, KYPChI E

i https ffwnw.rbe.ruf

e

)
% 4 il -
.III PocBizHec OHCANTHHE - HOBOCTH, SKLMM, K

JAPRK

[IpoBepsieM BeinoaHeHue npeodpazoBanust NAT.

Jlo mpeobpazoanus NAT:

lan.cap [Wireshark 1.6.5 (SVN Rev 40429 from /trunk-1.6)]
Jle Edit Miew Go Capture Analyze Statistics Telephony Tools Internals  Help

2w e BREXZ2E Aacer*aT LB RAQAED | WEDD % B

ilber: I vl Expression... Clear  Apply

Destination Protocol = |Length

192.168.1. 30 www.rbc.ru 88 GET / HTTP/1.1
295 7.500000 T T e T TP EETITI0 HTTP 1453 HTTP/1.1 200 oK (text/html)
| |
1 Frame 60: 88 bytes on wire (704 bits), 88 bytes captured (704 bits)
1 Ethernet II, Src: Compex_23:1le:539 (00-80+48:25:1p:50) _nNst- Dol ink 49:-de-d1 (S5c-09:08:49-da:
1 Internet Protocol Version &, Src: 192.168.1.30 (192.168.1.30), Dst: www.rbc.ru (194.186.25.25) I
1 Transmission Control Proto 5 . 3 z T, oeqr 146I, ACR: I, Len: 34
1 [2 Reassembled TCP Segments (1494 bytes): #59(1460), #60(34)]

[Tocne npeo6pazoBanus NAT:

4" wanl.cap [Wireshark 1.6.5 {SVN Rev 40429 from [trunk-1.6)]
T

File Edit View Go Capture Analyze GStatistics Telephony Tools Intermals Help

& @ & PEHRXEE| A+ T L ||BEE| QA dEB X
Filter: I ﬂ Ewpression... Clear  Apply
Mo, |T|me |Suur::e |Dest’nat’on |Pr0toco| = |Lengﬂ’1 |Info
38 6.960000 _d0.6.10.2 10 610 62 DNS 180 standard query respons
60 6. 980000 0.6.10.62 www. rbc.ru 38 GET / HTTP/1.1
295 7.030000 ks Eat T R HTTP 1453 HTTP/1.1 200 OK (text
368 7.470000  10.6.10.62 engine.rbc.medialand.ru HTTP 1165 GET /code?pid=1152&gic

l |

Frame 60: 88 bytes on wire (704 bits), 88 bytes captured (704 bits)
Ethernet II, Src: D-Link_49:de;43 (5c:d9:98:49:de 43, Dst: 10.6.10. 3 (00:06:29.cf;:2d:d0)
Internet Protocol version src: 10.6.10.62 (10.6.10.62), Dst: www.rbc.ru (194.186.25.25)

Transmission Control Protoctes 5
T maassAm hlad Trn chammaem - 1AL hamaAas™ s BEOAF1 AENY LBEAL2ANT

2. Ha Bkmaake NAT ykazaH [P-ampec, xoTopelii Oyner ucnonb3oBaThcsi B Kauectse IP-
aapeca ucrouHuka. Jlanueiii IP-agpec nomkeH ObITh IpeABapUTENBbHO CO3JIaH B
Anpecnoit Knnre.

Beo-unrtepdeiic:
Object 2 Address Book - Add > Address Folder
Name: nat

Object 2 Address Book = nat
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A
o
b ' folder can be used to group relsted address objects for better overview.

ﬂ Add » [ 4} Edit this object

#w Name Address User Auth Groups Comments
1 ] nat pool 10.6.10.71-10.6.10.75
> ( 2 nat_address 10.6.10.70 ]

(L] Right-click on a row for additional options.

KomanaHnasi ctpoka:
add Address AddressFolder nat
cc Address AddressFolder nat

add IP4Address nat_address Address=10.6.10.70

Be6-unrepdeiic:

ot
+

" General | Log Settings SAT | Muliplex SAT | SLBSAT |~ SLB Monitors

#7 General
{~ Use interface address
{s SpeCily sender address
[ New IP Address: | nat_address b ]
T o= NEro
NATFool: (Mong} b

Ok Cancel

KomanaHnasi ctpoka:
cc IPRuleFolder <N folder>

set IPRule <N rule> NATAction=SpecifySenderAddress
NATSenderAddress=nat/na t_address

[IpoBepsieM BeinoaHeHue npeodpazoanust NAT.

[Tocne npeo6pazoBanus NAT:

wanl.cap [Wireshark 1.6.5 {SVN Rev 40429 from [trunk-1.6)]
e
FE=Ed View Go Capture Analyze Statistics Telephony Tools Internals Help

EExX2L|lacs*aTFL(EE|QAQAD| @B B %

vl Expression... Clear Apply

M= ITnmE ISource |Destir|ation |Prctoc0| ILengﬂ'l |I.r'|Fo

1 TCP BU 57531 = NCCP5 [ACK] 56
HTTP 1477 GET / HTTP/1.1
TCP 1514 [TCP segment of a reas

0.6 www.rbc.ru

Frame 572: 1477 bytes on wire (11816 bits), 1477 bytes captured (11816 bits)
Ethernet II, Src: D-Link_49:da< SRR RN R : AT
Internet Protocol version 4
Transmission Control Protoco

src: 10.6.10.70 (10.6.10.70), Dst: www.rbc.ru (194.186.25.25)

3T, DSC FPOULL. ICLD Lout: oBg. L1, ACRh. I,

Len: 1423
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JlaGoparopnas padota 7. Ha Bkitanike NAT yka3zaHo ucnoJib3oBanue NAT-myna, [P-agpeca u3
KOTOporo OynayT HMcCHosib30BaThbesi B kKadecTBe I[P-ampeca ucrounwmka. [lanuerii NAT-myn
JOJIKEH OBITH MPEIBAPUTENBHO CO3/IaH.

Be0-unrepdeiic:
Object 2 Address Book = nat

e ' folder can be used to group related address objects for batter overview.

ij Add » [l Edit this object

L

#w Addrass User Auth Groups Comments
i I nat_pool 10.6.10.71-10.6.10.75 ]
'-: gL_dUuureEs= 1U0.6.10.70

('_l Right-click on a row for additional options.

Komananasi ctpoka:
cc Address AddressFolder nat
add IP4Address nat_pool Address=10.6.10.71-10.6.10.75

Be0-unrepdeiic:
Object = NAT Pools - Add

:;d natAddresses |
= = | multiple concument connections to using differant source |P addresses.
Proxy ARP | Advanced

&/ General
Name: natfddresses
Fool Type: | Stateful M

(s Use IF Range

|P Riangs: nat_pool W
. ot a

IF Pool: (Mone R

Number of 1Ps:

#/ Comments

Comments:

OK Cancel

KomanaHnasi ctpoka:

add NATPool natAddresses IPRange=nat/nat pool

Beo-unrtepdeiic:
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gL inet |
mrﬁmmmmmmnarrmmmmmﬁmm_

General | Log Settings SAT | Multiplex SAT | SLB SAT SLB Monitors

&/ General

(" Use interface address

{~ Specifly sender address

Mew |P Address: [ por oddresc g
(= Uss NATPool
NATFool: nat&ddresses b4

oK Cancel

Komananasi ctpoka:
cc IPRuleFolder <N folder>
set IPRule <N rule> NATAction=UseNATPool NATPool=natAddresses

[IpoBepsieM BeinoaHeHue npeodpazoBanust NAT.

[Tocne npeo6pazoBanus NAT:

¢ wanl.cap Wireshark 1.6.5 (SVN Rev 40429 from [trunk-1.6)]

FilE gt wew Go Capture Analyze Statistics Telephony Tools Internals Help

=y BREX2E | a¢esaTi/ BB Qaal §DM % ®
Filter: I ﬂ Expression... Clear  Apply
lo. |'I'|me |Source IDestinaﬁon IProtocoI ‘lLengm |InFo
SEs 5 2 DNS 87 standard guery A qywzvlagf:

741 8.210000 r=Frlerl
756 8.510000 7
750 R 520000
i |

# Frame 756: 1372 bytes on wire (10976 b'IT_S) 1372 bytes captured (10976 bits)

¥ Ethernet II, Src: D- Link_49:de:4 A8 -da-A43% Osit- 10 6. 10 2 on-08-29-cfF-24-401

# Internet Protocol version 4, srd: 10.6.10.71 (10.6.10.71), Dst: www.rbc.ru (194.186.25.25) ]

# Transmission Control Protocol, S 3 el Sy B en: 1318

T et avts TeancfFar e aracal

1372 GET / HTTP/1.1
1514 rantinuatinn ar AnN-HTTP Tr

www.rbc.ru

Ao e o T

HTTP

JlabopaTtopHas pa6oTta 7. Co3paHue MNOJMTHUK [JJId JABYHAaINpPaBJIEHHOIO
(Two-Way) NAT, ucnosib3ysa meto/, pinholing

Ieanb

Co3narh TMONMTHKU I IOCTyNa K cepBepy, pacnosioxkeHHomy 3a NAT, wucnonb3ys MeTon
pinholing, T.e. ucnonw3ys [P-agpec mexcereBoro skpaHa.
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TonmoJsioruda cetu

web_server: 172.17.100.130
wanl_ :10.6.10.62

lan_ip: 192.168.1.10
web_pinholing: lan_ ,wanl_

&=

=
g

— 172.17.100.0/24 (¢ E—

9’—( 10.6.10.0/28

172.17.100.130 dmz:172.17.100.1

Be6- M3

lan:192.168.1.10

JocTtyn K Beb-cepsepy no IP-
appecam lan-uHtepdeiica n 192.148}1.0/
wanl-uHtepodeiica

2N

OnucaHue NPaKTUYECKOI paGoThl

IIposepka omcymcmeus KOHgh.1uKkma no nopmam
Merton pinholing HekoTOpbIe Tpor3BOAUTENH Ha3bIBalOT SAT.

UHTepHeT

K BeG-cepBepy Oyayr oOpamartbes o I[P-agpecy MD 1, mo3atomy ciemyeT rapaHTHPOBaTh
OTCYTCTBHE KOH(QUIMKTa MO MOpTaM C yJAJIEHHbIM aJMUHHUCTpupoBaHueM MO 1. DTo MOXHO

cA€j1aTb HECKOJIBbKNMH croco0amu.

1. Vkazarp HOMEp mopra A YAAJICHHOTO AJMUHUCTPUPOBAHHWS, OTIMYHBIA OT HOMEpa

nopTa BeO-cepepa.

Be0-unrepdeiic:

System - Remote Management - Advanced Settings
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Remote Management Settings

Setup and configure methods and permissions for remote management of this system,

General

E-.'i" General

S55H Before Fules v Ensble 55H traffic to the security gatewsy regardless of configured IP R
Local Console Timeout: =Tu ] Mumber of seconds of insctivity until the local console user is sutomatica

Validstion Timeouwt: =0

|7 Enable HTTP(S} traffic to the security gateway regardless of configured |1
=TaTal MNumber of seconds of insctivity until the HTTP{S} session is closed
82 Specifies the HTTF port for the web user interface.
e‘.44| Specifies the HTTFS port for the web user interface.

stz v Allow the web browsser to remember the usermams and password on the log
HTTESAdminCert M Specifies which certificats to use for HTTFS traffic. Onhy REBA certificate:

Komananasi ctpoka:
set Settings RemoteMgmtSettings WWWSrv_HTTPPort=82 WWWSrv_HTTPSPort=444
2. VYkazarb HOMEp MOpTa i JOCTyNa K BeO-CepBEpy, OTIIMYHBIA OT HOMEpa IMOpTa IS

YAQICHHOTO aJMHUHUCTpHpoBaHus. [Ipm 3TOM HOMeEp mopTra Ha caMoM BeO-cepBepe
MOXHO HE HW3MEHSTh, JOCTATOYHO CO37aTh HOBBIM http-cepBuc ¢ HOMEpoM TMOpTa,
OTJIMYHBIM OT TOpPTAa YAAIECHHOTO aIMHHUCTPUpOBaHus. byneM mnpeamnonaraTh, 4TO
UCIOJIb3YETCsI BTOPOH c11oco0.

Beo-unrepdeiic:

Object 2 Services - Add
Name: http 8080

\Q http_8080

A TCP/UDP Bervice is a definition of an TCR or UDP protocoel with specific parametsrs.

General

i.? General

(-’\E-"-’*i http_8080 ]

Type: TCP LS

12,44

[
o

I— Pzszs returned [CWP ermor messages from destination

|— SN flood protection (5N Relay
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KomanaHnasi ctpoka:

add Service ServiceTCPUDP http 8080 DestinationPorts=8080 SourcePorts=0-65535

06vexkmvul AdpecHoil KHuzu

UTtoObl WMMeETh BO3MOXHOCTH HCIIOJIB30BaTh B KauecTBe ajapeca BebO-cepBepa I[P-agpeca
UHTEpPENcoB, K KOTOPHIM IIOJICOEIMHEHBbl CETH, a TaKKe Il TOro, 4roObl B IpaBUiIax
¢uIbTpOBaHUS JOCTYI K BEO-CEpBEPY ONMUCATH C MOMOILBIO €IMHCTBEHHOTO IIPaBHiIa, CO3aluM
JIOTIOTHUTEIbHBIE 00BEKTHI B AnpecHoit Kuure.

Be0-unrepdeiic:

Object 2 Address Book = nat

| .JII
e eress fokier can be used to group related address objects for better overview,

d B | Edit this object

#w Name Address User Auth Groups Comments
1 4 nat_pool 10.6.10.71-10.6.10.75

2 2 nat_address 10.6.10.70

3 ( *; web_pinholing lan_ip, wani_ip ]

.,11 Right-click on a row for additional options.

Komananasi ctpoka:
cc Address AddressFolder nat

add IP4Group web_pinholing Members =lan/lan_ip, wanl/wanl ip

I'pynna unmepdeiicos

O6benuuuTh HHTEpPEiics B I'pynmy, 4ToObl HECKOJIBKO UHTEP(HENHCOB MOKHO ObLIO YKa3bIBAaTh
onHUM napamerpoM B [IpaBunax GpuibTpoBaHus.

Be0-unrepdeiic:
Interfaces - Interface Group - Add
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pf group to combine several interfaces for a simplified security policy.

General

#] General

Mame: [ web_int ]
I— Security! [ransport Equivalent

i}' Interfaces

Availzble Selected
care - lan ;I
dmz wanl
dns_relay_int
gre
ipsec_gre
ipsec_|2tp <
ipsec_tr
ipsec_XAuth_s

aad = =

#/ Comments

Comments:

Ok Cancel

KomanaHnasi ctpoka:

add Interface InterfaceGroup web_int Members=lan,wanl

Ilpasusaa hunsemposanus

CoznaTth ABa npaBuia GUIBTPOBAHMS C JIeHCTBUEM SAT. B mepBoM mpaBuiie KayecTBe cepBHCa
ykazatb http, Bo BTopom npasuiie - https. HTepdeiicom nomyuarens JoJkeH ObITh core. Anpec
nonydarens — [P-anpeca untepdeiicoB, KOTopbsie OyAyT YKa3bIBaThCA KIMEHTOM B Ka4eCTBE BEO-
cepBepa. B Hamewm ciydae 3to rpynmna uHTEpdeiicoB web int.

Coznarp npaBmwiio GUIBTPOBAHUS C ICUCTBUEM Allow.

Beo-unrepdeiic:

Rules 2 IP Rules > Add - IP Rule Folder
Name: pinholing

Rules 2 IP Rules - pinholing - Add

8 pinholing
L An IF Ruls Folder o be used to group IP Rules into logical groups for better overview and simplified management.

d Add »- Ty Edit this object

i web_80 "'II SAT L web int o all-nets 23 core ., wab_pinholing # http
2 web_443 "'il SAT & web_int 2 all-nets 53 core £, web_pinholing ﬂ https
2 web Eli Allow §%; web_int 4 all-nets 1153 core =, web_pinholing ‘g hitp-all

.‘1‘1 Right-click on a row fior additional options.
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Ha Bximanke SAT ykazath ajpec BeO-cepBepa U MOPT, KOTOPHIM OH ciymaer. Eciu Heobxoammo,
9TOOBI BeO-CcepBep CiyIan HeCKOJIbKo opToB, HarpuMmep, 80 (http) u 443 (https), To TpedyeTcs

JIBa MIpaBUJia SAT.

EErEpEties what action to perform on network traffic that matches the specified filtter criteria.

General Log Settings NAT SAT Multiplex SAT SLB SAT SLB Monitors
#/ General
Translate the
‘& Sowrce [P

B (= Destination IF

o:
New IP Address: | web_server w
New Port: g0 This walue may onhy be applied on TCP/UDP services with port s=t to either a single port nuember or a port
ragge without gaps
F; Al-te-One Mapping: rewrite 3ll destination |Ps togs single 1P

Ok Cancel

gmmmwwlmmmzﬂmmmmmﬁe& fiilter criteris.

General Log Settings MNAT SAT Multiplex SAT SLB SAT SLB Monitors

#/ General

Translate the
(" Source IP

r ¢ Destination |F 5
to:
Hew IF Address: | weh_ server L
Mew Port: 443 @ Thif walue may onhy be applied on TCP/UDP services with port set to either a single port number or a port
range wihout gaps
r; Alkto-One Mapping: rewrite all destination |Ps to a single 1P

oK Cancel

Komananasi ctpoka:
cc IPRuleFolder <N Folder>

add IPRule Action=SAT Sourcelnterface=web_int SourceNetwork=all-nets
DestinationInterface=core DestinationNetwork=nat/web_pinholing Service=http
SATTranslateToIP=dmz/web_server SATAllToOne=Yes SATTranslateToPort=80
Name=web_ 80

add IPRule Action=SAT Sourcelnterface=web_int SourceNetwork=all-nets
DestinationInterface=core DestinationNetwork=nat/web pinholing Service=https
SATTranslateToIP=dmz/web_server SATAllToOne=Yes SATTranslateToPort=443
Name=web 443

add IPRule Action=Allow Sourcelnterface=web_int SourceNetwork=all-nets
DestinationInterface=core DestinationNetwork=nat/web pinholing Service=http-
all Name=web

IIposepka koHghucypayuu
3axoaum O6paysepom 1o [P-anpecy MO 1 u ckoHGHUTYpUPOBAaHHOMY HOMEPY TIOPTA.
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[ Eeseros: <
« > C ﬁ(D192.158.1.1u

Apache Tomcat
fi%‘j il ™ Apache
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Cucremsl OGHBPY)KEHHH U NIpeaoTBpAlll€HUA HpOHI/IKHOBeHI/Iﬁ

JlabopaTopHas pa6oTa 8. AHTUBUPYCHOE CKaHUPOBaHUeE

le/IHl.ll/ll'lbI HCIIOJIb30BAHHUA aHTI/IBI/Ip)’CHOﬁ 3alll1MThI

AnTtuBupycHsiii Mmoayias NetDefendOS oGecnieunBaer 3aliuTy OT BPEIOHOCHOTO KOJ1a, KOTOPBIH
MOXKET cojiepKaThes B (ailnax, 3arpyKaeMblX U3 UHTepHET. Dalliibl MOTYT OBITH 3arpyKEHbI Kak
4acTh BeO-CTpaHullbl, noxydeHHol 1o npotokosy HTTP, Moryt ObITh 3arpykeHsbl 110 IPOTOKOITY
FTP wunu mnonydeHsl B BHUJAE BIIOXKEHMH B 3JEKTPOHHYIO MOYTYy MO mpoTtokoiry SMTP.
BpenoHocHBIN KOJ BO BCEX ITHX NPHUMEPAX MOYKET HMCIOJb30BATbCSA I PA3JIMYHBIX LENEH,
HauMHas OT MPOrpaMM pa3[pa)karolllero BO3ACHCTBHUS 10 Oojiee 3JI0HaMEpEHHBIX JEHCTBUH,
HampuMep, MOJIydeHUE MapoJiel, HOMEPOB KPEOUTHBIX KapT U JAPYrol KOHQUIACHIHAIBHON
uHpopmanuu. TepMuH «BHUpPYC» MOXET OBbITh HCIOJIB30BAaH KakK o0lllee OmucaHue JUIsl BCeX
BUJIOB BPEJIOHOCHOT'O KOJ1a, IEPEHOCUMOTO (haiinaMu.

1. HaCTPOﬁKa KOPPEKTHOI'0 CUCTEMHOI'0O BPEMEHHU U IPOBEPKA HAJINIUSA OOHOBJICHHH

OueHb Ba)KHO YCTAaHOBUTH IPAaBUJIBHOC CUCTEMHOC BpPEMs, CCIIN (1)yHKHI/I$I ABTOMAaTH4YCCKOT'O
OOHOBJICHUS AHTUBUPYCHBIX 0a3 JaHHBIX BKIIIOYCHA. HeraBI/IHBHOG BpEMs MOXKET 03HAYATh, YTO
aBTOMAaTHYECKOE OOHOBJICHHUE OTKIIFOUCHO.

Be0-unrtepdeiic:

Maintenance - Update Center

[ Update Center ]
. | Llmoos- "~ s
Update Interval History
& | General
Current Firmware Versio 2.40.01.08-17754
Click here to go to D-Link's Secunity Portsl to check for firmware updstes
Automatic updstes can be configured for each service by ensbling the comesponding checkhoo.
Enable Service Last Update Status Manual Update
5 S Gy Anti-virus signature I
F; Anti-virus 2013-03-28 23:00:12 L E Jpdats
Intrusion Detection & IDP patterns updats I
-2 = ' 10 < :
V Prevention R R R T successful i

Register at O-Link's Portal

=1l must be registersd 5t D-Link s NetDefera Ce

m
t
&
m
o
il
=
0
m
o
=
U
m
0
i
n
—
+
[
m

—
\
fom

o] Cancel

KomanaHnasi ctpoka:

updatecenter -status

e CoBMeCTHOE HCII0Jb30BaHUE ¢ KIMEHTCKUM AHTUBUPYCHBIM CKAHUPOBAHUEM
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B omimume ot cucrembl oOHapyxkeHuss M npeaotrBpamieHus BropxkeHuil (IDP), koropas B
OCHOBHOM NPUMEHSETCS AJIsl 3alIUThl CEPBEPOB, AHTUBUPYCHOE CKAaHUPOBAHUE IIPUMEHSETCS AJIs
3alUThl KJIMEHTOB Mpu 3arpy3kax (aitnoB. AntuBupyc NetDefendOS paspabortan kak
JIOTIOJTHEHUE K CTaHJAPTHOMY aHTUBHUPYCHOMY CKaHHPOBAHHIO, KOTOPOE OOBIYHO BBIMOIHSIETCS
JIOKaJIbHO  CIELUAJIM3UPOBAHHBIM  IPOrpaMMHBIM  OOECIEUYE€HUEM, YCTAHOBJIEHHBIM Ha
KIIMEHTCKUX KOMIIbIOTepaX. AHTHUBHUPYCHOE€ CKaHUPOBAHME HE IMpEeJHAa3HAYeHO s
MOJIHOLICHHOW 3aMEHbl JIOKAJIbHOIO CKAaHUPOBAaHUS, a CKOpee SBJIAETCA JOTOJHUTEIbHOU
¢byHKIMeH U1 noBbleHus 0ezonacHocTi. OHO MOKET TakKe BBICTYNATh B KAUECTBE PE3EPBHOM
3aIUThI, KOTJIa JIOKaJIbHOMY KJIIMEHTY HE JOCTYTHO aHTUBUPYCHOE CKAaHUPOBAHHUE.

L CKaHI/IPOBaHI/Ie MnmoToOKAa

Tak kak mepenauya (haiiJIOB BBINOJIHSIETCS YEPE3 MEKCETEBOM 3KpaH, TO, €CJIM aHTUBUPYCHBIN
Moayib BKIoueH, cuctema NetDefendOS Oynmer ckaHMpoBaTh MOTOK JaHHBIX HA HAJIHYHE
BUpYycOB. Tak Kak ¢ailyibl MpencTaBiIsloT coO00l MOTOK Tpaduka M HE XPAHATCS LIETUKOM B
MaMsATH, JUIsl TAaKOTO CKAaHUPOBaHUSI TpeOyeTcsi MEHbllel 00beM MaMsTH, U, KaK CIIEJCTBHE,
BIIMSIHUE Ha OOIYIO MPOIYCKHYIO CIOCOOHOCTh OYA€T MUHUMAJIbHBIM.

e ConocrasjieHue ¢ I1A0JOHOM

[Iporecc poBEpKHM OCHOBAH HA COMOCTABJICHHWM C 0a301 JAHHBIX U3BECTHBIX BHPYCOB, YTO C
BBICOKOW CTEIICHBIO JIOCTOBEPHOCTH ITOMOTAeT ONPEIC/IUTh Hanudue BUpyca. Kak TOJIBKO B
nepeaaBaeMoM (aiize oOHapyKeH BUPYC, 3arpy3Ka MpeKpamaeTcs.

e Tunbl CKAHHPYEMBbIX 3arpyKaeMbIX (pailj10B

Kak omnmcano Bblllle, aHTUBUPYCHOE CKaHMpOBaHUE 3alyckaeTcsi kak dacte ALG u Moxer
aHAIM3UPOBATh 3arpyxaembie (aiiel, nepenaBaemeie o nporokogam HTTP, FTP, SMTP u
POP3. B wactHocTu:

- MoxeT ObITh IPOCKAaHUPOBAH JIOO0N TUI HEC)KaToro Qailyia, ¢ KOTOPHIM CBSA3aH
cooTBercTByOmUd ALG.

- Ecnu 3arpyxaembiit ¢aitn cxat, To ¢popmatel ZIP u GZIP takxke Moryr ObITh
MIPOCKaHUPOBAHBI.

Mo3kHO 3ampeTuTh 3arpy3Ky OIpeleleHHbIX (ailIoB, a TaKKe yKa3aThb OFpaHUYEHHE pa3Mepa
ckaHupyembIX (aitnoB. Eciau pasmep He yka3aH, TO MO YMOJIYaHMI0 MaKCHUMaJIbHBII pa3smep
(ailioB He OrpaHUYEH.

L O)IHOBpeMeHHOG BBINNOJTHEHUE HECKOJIBKUX CKAHUPOBAHUE

He cymectByer orpaHuyeHusi, CKOJIBKO AaHTUBHPYCHBIX CKAHMPOBAHUH MOXET OBITh
OJIHOBPEMEHHO BBIIIOJIHEHO Ha OJHOM MEXKCETEBOM 3KpaHe. Koaumd4ecTBO  OJTHOBPEMEHHBIX
BBINIOJIHEHUI CKAHUPOBAHUH OIpeiesieTcs JOCTYIHbIM 00bEMOM MaMSITH.

e VYuyer cneuu(puKN KOHKPETHOI0 MPOTOKOJIA

Tak Kak aHTUBUPYCHOE CKaHHPOBAHME peaIU30BaHO C ucnoib3oBanueM ALG, Moxer
YUUTBHIBaThCS creuuduka KoHKpeTHoro mnporokosa. Hampumep, ans FTP ckanupoBanue
BBITIOJIHSAETCS KaK JJIsl MOTOKAa KOMaH, TaK Y Ui OTOKa AaHHbIX. Eciu oOHapyXeH BUpYC, TO
KOMaH/Ia Ha IIPEKPAILLEHUE 3aTPy3KH IOCBIIACTCA Yepe3 yIPaBIAIONICE COCITUHCHHUE.

e Bi3aumocsasn ¢ IDP

[Topsinok, B KOTOPOM BBIIIOJIHSIOTCS AHTUBHPYCHOE CKaHMpoBaHue u [PD-ckanumpoBaHue, He
BAJKEH, TAK KAK TH IIPOLIECCHI BBIMOJHAIOTCS HA Pa3HbIX YPOBHAX CTeKa MpoTokona. [loatomy
AHTUBHMPYCHOE cKaHMpoBaHus U IDP-ckaHMpoBaHKHE MOTYT IPOUCXOAUTH OJTHOBPEMEHHO.

Eciu ¢ynukius IDP  BxitoueHa, BBINOJIHAETCS CKaHUPOBAHHWE BCEX IAKETOB, KOTOPHIE

COOTBETCTBYIOT ormpezesnieHHoMy mpaBuily IDP, 6e3 yuera cemaHTHKH TPOTOKOJOB Oosee
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BBICOKOTO YpOBHs, Takux kak HTTP. B mpoTHUBOMONIOKHOCTh 3TOMY aHTUBUPYC OCBEIOMIIEH O
CEMaHTHKH TPOTOKOJOB 0o0Jiee BBICOKOIO YPOBHS U MPOCMATPUBAET TOJBKO JIaHHBIE,
OTHOCSIIMECS. K 3TUM IPOTOKOJIaM. AHTHUBHPYCHOE CKAaHHPOBAHUE SBIAECTCS YacCThIO HUIKO3A
IIPUKIIAHOTO ypoBHs, a IDP Her.

e ba3za nannbix curnaryp SafeStream

AHTUBUpYCHOE  cKaHMpoBaHue  BblnosiHsieTcsi  cucreMoil  NetDefendOS  D-Link ¢
MCIIOJIb30BaHUEM 0a3 TaHHBIX CUTHATYp BUpYycoB SafeStream. baza mannsix SafeStream co3mgana
U mojanepxuBaercss nabopartopueir Kacrmepckoro — KomMmaHued, KOTOpasi SBISIETCS MHUPOBBIM
munepoM B obnactu oOHapykeHHs BUPYcOoB. baza maHHBIX oOecreumBaeT 3aIIUTy OT BCEX
M3BECTHBIX BUPYCOB, BKIIIOUYasi TPOSTHCKUE ITPOrpaMMBl, «uepBeil», «backdoor» u apyrue.

e QOoOHOBJIeHHE 0a3bI JAHHBIX

baza pannbix SafeStream oOHOBIseTCS €XeAHEBHO, N00aBisisi CUTHATYpbl HOBBIX BHPYCOB.
Crapple CHUTHaTypel PEIOKO YIAIAIOTCA, BMECTO ATOTO OHM 3aMEHSIOTCA Oosee 0O0mmMMHU
CHUTHATypaMH, KOTOpBIE OXBaThIBAIOT HECKOJIBKO BHUpPYcOB. [lodTomMy JOKaidbHASS KOTHSA
NetDefendOS 6a3pl manHbix SafeStream pomkHa peryisipHO OOHOBIATHCSA, U ITOT CEPBUC
OOHOBJIEHHUS SIBJIETCS YACThIO MOANMUCKN Ha AHTUBUpPYC D-Link.

OnucaHue NPaKTUYEeCKOI paGoThl

Hcnosv306aHue wi1i03a NpPuK/aadHO20 ypoeHsa (ALG) o0aa axkmueusayus
aHMueuUpycHO20 CKAHUPOBAHUS

1. Peaknusi Ha HEBO3MOKHOCTH BBINOJTHEHHUS MPOBEPKHU HA HAJIMYIUEC BUPYCOB

Antusupyc NetDefendOS aktuBusupyercs ¢ nmomolunpio nuiro3a npukiagHoro ypoBHsa (ALG),
KOTOPBIH CBSI3aH C COOTBETCTBYIOIIMM IIPOTOKOJIOM. AKTUBHU3ALUS JIOCTYIIHA JJIsl 3arPyKaeMbIX
¢aiinos, cBs3aHHbIX co cienayoummu ALG u BiIroyaeTcst HernocpeacTBeHHo B camom ALG:

e HTTP AILG
e FTP ALG

e POP3 ALG
e SMTP AILG

Ecnu mo kakoit-nmu0o 1mo mpuYMHE HE YAAeTCsS BBIIIOJTHUTH MPOBEPKY HA HAJTUYHE BUPYCOB, TO
IIpU peXuMe Deny JajlbHEHIas mepenadya JaHHBIX IpeKpalaercs, Mpu 3TOM JaHHOE COObITHE
peructpupyercs B yorax. Eciu ycTaHOBIIEH PeXUM Allow, TO CUTYyalMsi, KOT/1a aHTUBUPYCHBIE
0as3el He AOCTYIIHBI WJIM TCKYyIIasd JIMICH3UA HEC ﬂeﬁCTBHTGHLHa, HC MPUBCACT K 3alPCHICHUIO
nepecsiki. B 3TOM ciydae mepechuika (QaitioB OynmeT paspeiieHa, U OyaeT CreHepupOBaHO
coOOIIeHre B JIOTax, YKa3bIBalolee Ha TO, YTO MPOHU3O0IIIEN COOM.

Beo0-unrepdeiic:
Object - ALG with AV/WCF - Add - HTTP ALG
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"5 http-outbound-av

Lo Us= sn HTTF Applicstion Layer Jleuay to fiilter HTTP traffic.

File Integrity VWeb Content Filtering Antivirus | URL Fitter

#/ General

Harre

PRI http-suthound-aw

#/ Active Content Handling

Strip ActiveX objects {incleding Flash

I— Werify that URLs do not contain invalid UTFE encoding

=grity of content scanning fails, the ALG can acoond ng to the Fail Mode setting, either allow or deny the scanned fike.

v]'

#/ HTML Banner

A O TR A i e

2. Pexum ckaHupoBaHus

Pexum ckaHMpOBaHUSI MOKET OBITh CIIEIYIOIIUM:
- Disabled — ®yHKIMSI AHTUBUPYC BBIKIIOUYECHA.

- Audit - CKaHI/IPOBaHI/Ie AKTHUBU3UPOBAHO, HO €AVMHCTBCHHBIM HGI)'ICTBPIGM SIBJISICTCS
BECACHUC JIOTOB.

- Protect - OyHKUMA AHTUBUpPYCA akTUBU3UpoBaHa. [logo3purensHbie daitibl OyayT
yaaneHsl, nHpopmalus 06 3ToM OyIeT 3amucana B JIOTH.

3. HckiaroyeHue U3 CKAHUPOBaHUSA

[Ipy HEoOXOIMMOCTM MOKHO SIBHO OTMEHUTh CKaHUpOBaHUE (QailioB ¢ ompeeeHHbIM
pacimupeHueM. JlaHHOe AeHCTBUE MOXKET YBEIMYUTh OOILYIO MPOIYCKHYIO CIIOCOOHOCTb, €CIH
3arpy3ka (ailJloB ¢ JaHHBIM PACHIMPEHHEM 4YacTO HCIOJB3YETCS B KaKOM-IMOO IPOTOKOJIE,
Hanpumep, HTTP.

NetDefendOS Brinonnsier npoepky Bcex MIME-pacimupenuii ¢aityioB, 4To0bl yCTaHOBUTD, YTO
pacmupenue (¢aitia KOPPeKTHO M 3aTe€M IOCMOTPETh, HE HAXOMUTCS JIM 3TO PACHIMPEHHE B
CTIMCKE MCKITFOUCHHBIX.
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http-outbound-av

Use an HTTF Applicstion Layer Gateway to filter HTTP traffic.

" YWeb Content Fittering .URL Fitter

°

General " File Integrity

#/ General

[ Meoade: Protect b

fi*/ Scan exclusion control

;I Remowve I
{Moneg) W Add I

#/ ZoneDefense

=
&

#J Compression

Files with high compression ratio can plsce an exceszive losd on the uni

4. Orpa}mqeﬂue CTCIICHH CKATHUHA

ratio snd the sction to taks if that limit is exceeded.

[Ipu cxanupoBaHuM ckaThIX (hailjioB (aiia cHayaja pacrnakoBbIBaeTCA. B HEKOTOpBIX ciydasx
pacrnakoBaHHBIN (aiiy1 HAMHOTO OOJIbIIE CKATOTO. DTO 03HAYAET, UTO CPABHUTEILHO HEOOJIBIIOE
BIIOXKEHHE CKATOro (hailjla MOXKET 3HAUYUTEJIBHO U3PACX0J0BATh PECYPChl MEXKCETEBOIO IKpaHa

Y 3aMETHO CHH3UTH MPOITYCKHYIO CIIOCOOHOCTb.

Jlnst mpenoTBpamieHuss MOJO0OHOW CHUTyallMH, CJEAyeT YyKazaTh Mpeen CTEIeHH CHKAaTHs
(Compression Ratio). Ecnu mpenen crenenu cxarust ykazan 20, To 310 OyAeT 03Ha4arh, 4To,
ecnu Hecxkatbli ¢aitn B 20 pa3 Oomble, 4yeM CXaTblid, TO CIAEAYET BBIMOJHHUTH OJHO U3

CHEAYIOUIUX JACUCTBHI:

Allow — Pa3pemuTs nepenauy Qaiina 6€3 NpoBepKU Ha HaJIM4KUE BUPYCOB

Scan — CkaHHMpOBaTh (ailsl Ha HATUYNE BUPYCOB
Drop — OTOpocuTh Qaiin

B mro6oMm cnyuae qanHO€ COOBITHE 3aHOCUTCS B JIOTH.
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%/ Scan exclusion control
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# | ZoneDefense

wing ZoneDefense to block the infected host from
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Max Comp. Ratio: | o

5. IIpoBepka ¢aiisioB Ha coorBeTcTBHe TUNIaM MIME

[Tapamerp ALG File Integrity MOTYT ObITh HCIOJB30BaH COBMECTHO C aHTHUBUPYCHBIM
CKaHUPOBAHUEM JIJIsl TOTO, YTOObI HMPOBEPUTH, COOTBETCTBYET JIM cojepkaHue (aiina TUILY
MIME.

MIME-tun onpenenser tun ¢aina. Hanpumep, ¢daiin Moxer ObITh ompesesieH Kak .gif W,
CJIEIOBATENIbHO, JIOJKEH COJEpXkaTh JaHHbIe 3TOro Thma. HekoTopele BUPYChl MOTYT HBITAThCS
CKPBITbCS BHYTpU (PaiiyioB, UCHOJB3Ys JIOkKHOE paciiupeHue. daiin MoxeT ObITh yKazaH Kak
.gif, HO cojaepxumoe (aitna He OyIeT COOTBETCTBOBATH JAHHBIM ITOTO THIA, TaK KaK OH
3apakeH BUPYCOM.

Bxutouenue 3ToM (yHKIMM PEKOMEHIYETCs JJIsi TOro, 4TOObI MPEAOTBPATHUTh IMPOXOXKICHHE
BHpYyCa.

79



E@ http-outbound-av

Use an HTTP Application Layer Gatswsy' to filter HTTF traffic:

General File Integrity | VWeb Content Fittering Anti-Wirus URL Filter
2/ File Size
Mz sliowed filesize: kB  The maxims] showsd file size in kB
%/ File Type Policy
nformation provided by the serverchient (MIME}. I no file typs can be ide

The file typs

extension is

mad AI

C
com
doc
gue
pif
FpE
scr
xls
VI Femowve I
Mane W Add
g
3 fl= extension that does not match the file type can be blocke:

Komananas crpoka:
set ALG ALG_HTTP http-outbound-av Antivirus=Protect

Co3daHue cepsuca c ALG c ycmaH0o8/1eHHOU aHmueupycHoll 3auyumoti

Beo-unrepdeiic:
Object 2 Services - Add - TCP/UDP Services
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\6 htlp-outbound-av]
S e e e smisiisa of an TGF or UDF protocol with specific paramstsrs.

General

3}' General

( Mame: http- cutbound-zv ]

TCP N

Saurce! 0-£3535

ﬂ Enter port numbers andior port ranges sepsrated by commas, For sxample: 137-135,445

I— SY'N flood protection (SN Relay]

#/ Application Layer Gateway

Ap Annlication | g Satewsns (AL 5 panable of managin

(".-3'1 http-outbound-av ]

Max Szzzions: | 1g0g Specifizs how many Soncurrant session

#J Comments

Comments: HTTFE wia HTTP ALG. &nti-virus protection enzbled,

Komananas cTpoka:

add Service ServiceTCPUDP http-outbound-av DestinationPorts=80,8080,90.8090

SourcePorts=0-65535 ALG=http-outbound-av

OnpedesieHue npasuia hu1bmpoeaHus ¢ C030aHHbIM CEepPBUCOM

Beo-unrepdeiic:

Rules = IP Rules = toInet = Add - IP Rule
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(1P Rule
& gifies what action to perform on network traffic that matches the specified filtter criteria.
Log Settings NAT SAT WMultiplex SAT SLB SAT SLB Monitors

#/ General
Mame: http_awv
Action: NAT W ﬂ NAT, SAT, 5LB SAT and Multiplex SAT is not usable with an IPvE rule

(SEH-'iDEZ http-outbound-av | % ]

Schedule:  |[None) L

#/ Address Filter

Specify source interface and source network, together with destination interface and destination network. All parameters have to match for the ruls to match.
Interface Metwark
Source: lan » lan_n=et

Destination:  (wanl W all-nats

#/ Comments

Comments:

Ok Cancel

Komananas cTpoka:

add IPRuleFolder Name=toInet

cc IPRuleFolder <N folder>

add IPRule Action=NAT SourceInterface=lan SourceNetwork=lan/lan net
DestinationInterface=wanl DestinationNetwork=all-nets Service=http-outbound-
av Name=http av

JlabopaTtopHas pa6oTa 9. OGHapy:KeHHe U NpeJoTBpalleHe BTOPKeHUu

IIpuHBMNBI HcoIb30BaHuA IDS

Obnapyoicenue u npeoomspawerue emopxceruti (IDP) sBnsercs moacucremoit NetDefendOS,
KOTOpas MpeJHa3Hau€Ha JUIsl 3allUThl OT MOMNBITOK BTOp:KeHHs. Cucrema mpocMaTpUBaeT
ceTeBoi Tpaduk, MPOXOAAIIUN Yepe3 MEKCETEBOM 3KpaH, U HIIET TpapHK, COOTBETCTBYIOLIUN
mabnonaMm. OOHapykeHHe Takoro TpaduKa yKa3plBaeT Ha THOMNBITKY BTOp)keHus. Ilocne
obHapyxenus mogooHoro tpaduka IDP BemomHseT maru mo HeWTpaIM3alUud KakK BTOPXKEHUS,
TaK U €ro UCTOYHUKA.

Jlis oOHapyKeHus M TpeAOTBpAIICHUsS BTOPXKEHUS, HEOOXOIUMO YKa3aTh CIIEAYIOLIYIO
uH(popMaIHnIo:

1. Kakoii Tpaduk cienyer aHaJlIu3UpOBaTh.
2. UYto crmeayer MCKaTh B aHATU3UPYyEMOM Tpaduke.
3. Kakoe geiicTBre HE0OOX0IMMO NMPEANPUHATH IPU OOHAPYKEHUU BTOPIKEHUS.

Ora unpopmanus ykassipaercs B IDP-npaBuiax.

Maintenance u Advanced IDP

Kommnanus D-Link npenocrasnsier nsa tuna IDP:
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1. Maintenance IDP

Maintenance IDP siBnsiercs 0CHOBOM cucteMbl IDP 1 BKIIOYEHO B CTaHIAPTHYIO KOMILJIEKTALIMIO
NetDefend DFL-210, 800, 1600 u 2500.

Maintenance IDP siBnsiercs ynpoueHHoi IDP, uro oGecnieunBaer 6a30Byr0 3alllUTy OT aTak, U
UMeeT BO3MOKHOCTh pacIIupeHus 10 0osee koMiuiekcHoU Advanced IDP.

IDP ne Bxoaut B ctanmaptHyto komriuiekranuo DFL-260, 860, 1660, 2560 u 2560G; mis 3tux
MO/IEJIeH MEXKCETEBBIX IKPAaHOB HE0OX0AMMO MpruodpecTu nmoAnucky Ha Advanced IDP.

2. Advanced IDP

Advanced IDP sBnsiercs pacimiupeHHoi cuctemoir IDP ¢ Oosiee mmpokum auana3oHoM 0Oa3
JTAHHBIX CUTHATYpP W MpEeAbsBiseT 0ojee BRICOKHE TpeboBaHUs K 00opynoBaHuio. CTaHIapTHOM
SBIIIETCS MOANKCKA CPOKOM Ha 12 Mecsues, obecnieunBaroiias aBTOMaTHYecKoe OOHOBIIEHUE
6a3bl JaHHbIX curHatyp IDP.

Ota omnuus IDP moctynua mist Becex mogeneii D-Link NetDefend, Bkitodast Te, B cTaHaapTHYIO
KOMIUJIEKTallMI0 KOTOPBIX HE BXOAUT Maintenance IDP.

Maintenance IDP M0XHO paccMaTpuBaTh, Kak OTpaHUYEHHOE MOJMHOXeCTBO Advanced IDP.
Paccmotpum pynkumonupoBanue Advanced IDP.

Advanced IDP mnpuoOperaercsi Kak JOMOJHUTEIbHBI KOMIIOHEHT K 0a30BOW JIMIICH3UU
NetDefendOS. [loanucka o3Hauaet, 4to 6a3a gaHHbIX curHatyp IDP moxxer ObITh 3arpyxeHa Ha
NetDefendOS, a taxke, 4To 6a3a JaHHBIX PErYJISPHO OOHOBIISETCS MO MEPE MOSBICHUSI HOBBIX

yIpos3.

OO6HoBneHUs1 0a3bl JAHHBIX CUTHATYpP aBTOMATHYECKH 3arpyxarorcs cuctemoil NetDefendOS
yepe3 CKOH(GUTYpUPOBAHHBI HHTEpPBal BPEMEHH. OJTO BBIMOJHsAETCA ¢ momormabio HTTP-
coeMHEHUS ¢ cepBepoM cetr D-Link, KOTOPBIH MpeaoCTaBiIsieT MOCIeIHUEe OOHOBICHUS 0a3bl
TaHHBIX cUTHaTyp. Ecnm Ha cepBepe cyiiecTByeT HOBas Bepcus 0a3bl JaHHBIX CHUTHATYp, OHA
OyzeT 3arpyxeHa, 3aMEHUB CTapyt0 BEPCUIO.

Tepmunbr Intrusion Detection and Prevention (IDP), Intrusion Prevention System (IDP) u
Intrusion Detection System (IDS) B3aumozamensitor n1pyr apyra. Bece onu oTHOCATCS K QyHKUIUU
IDP.

IlocnedosameibHOCMb 06pA60MKa NnaKkemos
[TocnenoBarenbHOCTH 00PaOOTKHM MAKETOB MpH KUcnosb3oBanuu IDP sBisiercs criemyromiei:

1. Tlaker mnpuxoauT Ha MeEXKCeTeBOM »HKpaH. Eciam maker sBISETCS YacThlO HOBOIO
COEJIMHEHUS, TO NEPBBIM JIEJIOM HILETCS cooTBeTcTBYIoIee [P-npaBuino ¢uiabTpoBaHus.
Ecnan maker sBASETCA YacThIO CYIIECTBYIOLIErO COEAMHEHMS, OH Cpa3y K€ IONAJacT B
Moayns IDP. Ecnu naker He ABISIETCS YacThO CYIIECTBYIOIIETO COCAMHEHUS WU
oTOpaceiBaercs [P-mpaBwiom, TO nanmpHemnein oOpaOOTKM JaHHOTO TIIaKeTa He
IIPOUCXOUT.

2. Anpeca UCTOYHMKA U Ha3HAUYEHHUs IaKeTa cpaBHUBarOTCsA ¢ HabopoM mpasui IDP. Eciou
HaWJEHO MOAXOJAlIee IPaBUJIO, TO NakeT nepenaercs Ha oOpaboTky cucreme IDP, B
KOTOPO! HILETCSI COBNAJEHUE COAEPKUMOrO IakeTa ¢ OAHMM U3 malnoHoB. Ecin
COBIJICHUSA HE OOHapy»KeHO, TO MakeT mpomyckaercs cucremoil IDP. Moryr ObITh
onpezeneHsl AanpHenmue aeiictsus B IP-npaBunax ¢unpTpoBanus, tTakue kak NAT u
CO3JaHHE JIOTOB.
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Ilouck Ha coomeemcmeue wa6/10Hy

CuzHamypbl

Jlis KoppekTHOro ormpeneneHust arak cucrema IDP wucnonb3yer wiabnowsi, CBA3aHHBIE C
Pa3IMYHBIMU THUIIAMH aTaK. DTU IPEIBAPUTEIBLHO OIpe/ieeHHbIE Ia0I0HbI, TAK)KE Ha3bIBAEMbIE
cueHamypamu, XpaHATCS B JIOKAJIbHOW 0a3e JaHHBIX W HCIOJB3YIOTCA cuctemoit IDP st
aHayn3a Tpaduka. Kaxnaas curnatypa nMeeT yHUKaJIbHBII HOMED.

PaccmoTpuM mpumep nmpocroil araku, cocrtosiuid B oOpamenun Kk FTP-cepsepy.
HeaBTopr3oBaHHBIIM MOJIB30BaTENIb MOKET MOMBITATHCS MOTYIUTh (Daits maposneit passwd ¢ FTP-
cepsepa ¢ nomoibio komauabl FTP RETR passwd. Curnarypa, cojepikaiiasi TEKCTOBbIE CTPOKU
ASCII RETR U passwd, OOHapYXUT COOTBETCTBHE, yKa3bIBAIOIIEC HAa BO3MOXKHYIO aTaky. B
JaHHOM IpuMepe 1mabiaoH 3agaH B Buae Tekcra ASCII, HO MOUCK Ha COOTBETCTBUE IIA0JIOHY
BBITIOJIHSAETCS aHAJIOTUYHO U JJIS1 ABOUYHBIX JJAHHBIX.

PacnosHnasaHnue Heu3gecmHbuIx y2po3

31MOYMBIIINIEHHUKH, pa3padaThIBAIOIINE HOBBIE aTakKH, YacTO MPOCTO MOAUGUIMPYIOT CTapbIi
KOA. DTO O3HA4aeT, YTO HOBHIE aTaKH MOTYT IMOSBUTHCS OYCHb OBICTPO KaK pacIIupeHHe U
0000menue crapbix. UtoOsl mpotuBoctosith 3ToMy, D-Link IDP wucnons3dyer moaxoxa, mpu
KOTOPOM  MOJYJIb  BBHINOJHSET CKAaHHUPOBAHWE, YYUTHIBas BO3MOKHOE€ MHOTOKPAaTHOE
UCIOJIb30BAHWE KOMIIOHEHT, BBISBISAS COOTBETCTBME I1a0iOHY oOummx OJOKOB, a He
KOHKPETHOTO KOJa. DTUM JIOCTUTAETCS 3alliTa KaK OT M3BECTHHIX, TaK M OT HOBBIX, HEJIaBHO
pa3paboTaHHBIX, HEM3BECTHBIX YIPO3, CO3AHHBIX MOAU(HUKALINEH POrPaMMHOTO KOJIa aTaKH.

Onucanus cueHamyp

Kaxnast curHatyp UMeeT MOsICHUTENBHOE TEKCTOBOE omnucanue. [IpounTaB TeKCTOBOE OmMMCaHUe
CUTHATYypbl, MOXXHO IMOHATH, KaKyl0 aTaKy HWJIM BUPYC ITOMOXKET 06Hapy7KI/ITI) JaHHasl CurHartypa.
B cBsa3u ¢ m3MeHEeHEM XapakTepa 0asbl JAaHHBIX CUTHATYpP, TCKCTOBBLIC OIMMCAHUA HE COACPIKATCA
B nokyMmeHTanuu D-Link, Ho noctynubl Ha Web-caiite D-Link: http://security.dlink.com.tw

Tunwt cuznamyp IDP

B IDP wumeercs Tpu THIA CHUTHAaryp, KOTOpBIE MPEIOCTABIISIOT Ppa3JIMYHBIE YPOBHHU
JOCTOBEPHOCTH B ONIPENEICHUH YTPO3:

e Intrusion Protection Signatures (IPS) — [lanubiii Tun curaatyp oOnagaeT BBICOKOUH
TOYHOCTBIO, M COOTBETCTBHE Tpaduka JaHHOMY IIa0JOHY B OOJIBIIMHCTBE CIy4aeB
o3HayaeT araky. /lig JaHHBIX Yyrpo3 peKOMEH]yeTcsl YKa3blBaTh JEUCTBUE Protect. DTH
CUTHATYphl MOTYT OOHApYXHTh JCHCTBHs, HANpPaBJICHHBIE HAa TIOJYYCHHE IIpaB
aJIMMHHUCTPATOpPA, U CKaHEepbl OE301IaCHOCTH.

e Intrusion Detection Signatures (IDS) — ¥V nanHoro Tuna curHatyp MeHbIlI€ TOUHOCTH,
yem y IPS, u o Moryt gath MMeTh JI0XkKHBIE CpabaThIBaHUs, TAKUM 00pa3oM, OITOMY
nepesl TeM Kak YKa3blBaTh JCHCTBUE Protect PEKOMEHJYETCS HCIIOJIb30BaTh JIEHCTBUE
Audit.

e Policy Signatures - OTOT TUn curHatyp oOHapyXUBaeT pa3IUUHbIE THUIIbI MPUKIIAJTHOTO
Tpapuka. OTH CUTHATYpbl MOTYT HCIIOJIb30BAaThCsl JUIA OJNOKUPOBKU HEKOTOPBIX
MPWIOKEHUH, TNpPEAHA3HAUYEHHBIX JUII COBMECTHOIO MCIIOJIb30BAHMS MPUJIOKEHUN U
MI'HOBEHHOT'O 0OMEHA COOOLICHUAMMU.
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IIpedomepaujenue amak Denial-of-Service

MexaHusmbul DoS-amak
DOS-aTaKI/I MOFYT BBIIIOJIHATBHCA CaMBbIMHU paSHBIMI/I CHOCO6aMI/I, HO BCC OHH MOFYT 6BITB
paszeseHbl Ha TPU OCHOBHBIX THUIIA!

e llcuyepnanue BBIYMCIUTENBHBIX PECYPCOB, TAKUX KaK I10JIOCA IPOITYCKAaHHUs, JUCKOBOE
IpOCTpaHCTBO, BpeMms LII.

e ll3Menenue  KoH(puUrypauMOHHOM  uHpoOpMauuM,  TakoW  Kak  uHPopManus
MapILpyTU3aLHUH.

e Jlopua pu3nveckrx KOMIOHEHTOB CETH.

OpnuM M3 HauboJiee YacTO MCMOJIb3YEMbIX METOJ/IOB SBJSETCS MCUEPHAHHE BBIYMCIUTENbHBIX
pecypcoB, T.e. HEBO3MOKHOCTb HOPMAJIBHOIO (DYHKIMOHUPOBAHMS CETH U3-3a OOJIBIIOTO
KOJIMYECTBA 3alIPOCOB, YAaCTO HEMpPaBMWJIBHO C(HOPMATUPOBAHHBIX, U PACXOJIOBAHUS PECYPCOB,
HCIOJIb3YEMBIX JUISl 3allyCKa KPUTUYECKH BAXKHBIX MPUIIOKEHU. MoryT Takke MCIO0JIb30BaThCs
ysI3BHUMbIE MecTa B omnepauuoHHbIXx cucremax Unix um Windows pans npeaHaMepeHHOTro
paspyLIEHUs] CUCTEMBI.

[lepeunciauM HEKOTOPBIE U3 HaNbOJIee YacToO MCIONb3yeMbIX DoS-aTak:
- Ping of Death / aTaku Jolt
- [lepexportre pparmentos: Teardrop / Bonk / Boink / Nestea
- Land u LaTierra ataku
- WinNuke araka
- Ataxu ¢ apdextom ycunenus: Smurf, Papasmurf, Fraggle
- TCP SYN Flood
- Jolt2

Amaku Ping of Death u Jolt

«Ping of Death» sBnseTcss oaHON M3 cambIX pPaHHUX aTakK, KOTOpas BBINOJHsAETCA Ha 3 u 4
YPOBHSX CTe€Ka MPOTOKOJOB. OJIMH U3 MPOCTEHIINX CIIOCOOOB BBIMIOJHUTH 3Ty aTaKy - 3alyCTUTh
ping -1 65510 1.2.3.4 Ha Windows 95, rae 1.2.3.4 - sto [P-anpec kommboTEpa-KEPTBHI.
«Jolt» — 3TO cnenManbHO HaNMCaHHAs Mporpamma JUlsl CO3JaHMs MaKeTOB B ONEPALlMOHHOU
CUCTeME, B KOTOpOM KOMaHJa ping HE MOXKET CO3/1aBaTh IAKETbl, pa3Mepbl KOTOPBIX
MIPEBHIIIAIOT CTAHAAPTHHIE HOPMBI.

CMbICIT aTaki COCTOMUT B TOM, YTO OOLIUI pa3mep MakeTa npespimaer 65535 6aiit, yTo sBisercs
MaKCUMAaJIbHBIM 3HAY€HHEM, KOTOPOE MOXKET ObITh MPEACTaBICHO 16-OMTHBIM LIETBIM YHUCIIOM.
Eciu pa3mep GoJbile, TO IPOUCXOAUT IEPETIOIHEHHE.

3amura COCTOUT B TOM, UTOOBI HE IOMYCTUTh ()parMeHTAIUIO0, IPUBOISAILYIO K TOMY, YTO OOt
pasmep maketa mpeBbimaetr 65535 Gait. [lomumo 3TOrO, MOKHO HACTPOUTH OTPAaHUYCHHUS Ha
uHy [P-makera.

Ataku Ping of Death u Jolt peructpupyrorcst B jorax Kkak OTOpPOILIEHHBIE MMAKEThI C YKa3aHUEM
Ha mnpaBuwio «LogOversizedPackets». Crnemyer mnomHuTh, uTo B 3TOM ciiydae IP-aapec
OTIIPABHUTEIISI MOKET OBITH TIOJ/ICIIaH.

Amaku, cesizaHHble ¢ nepekpbimuem ppazmenmos: Teardrop, Bonk, Boink u Nestea
Teardrop - 3TO0 araka, CcBs3aHHas C TMEPEKpbITHEM (PparMeHTOB. MHOTHE peanu3alnud CTeKa
IIPOTOKOJIOB ~ IUIOXO  OOpa0aThiBalOT MAaKeThl, MpPU MOJYyYEHHUH KOTOPBIX HMEITCA
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nepeKpeIBatonuecs: GpparMeHTel. B 3TOM citydae BO3MOKHO KakK MCUYEPIIAHHE PECYpCOB, TaK U
cOo1i.

NetDefendOS obGecnieunBaer 3amuTy OT aTak NnepekpbiTus (pparmentoB. IlepexpbiBaromumces
(bparmMeHTam He pa3penIeHo IPOXOIUTh Yepe3 CHCTEMY.

Teardrop u moxosxkue araku peructpupyrorcs B jorax NetDefendOS kak oTOpoieHHbIE TaKEThI
c ykazanuem Ha npaswio «lllegalFrags». Crnenyer momHuth, uto B 3TOM ciydae [P-ampec
OTIPABUTEISI MOKET OBITH MOJIIEIIaH.

Amaku Land u LaTierra

Ataku Land u LaTierra cocTosiT B MOCBIJIKE TaKOro MakKeTa KOMIIBIOTEPY-KEPTBE, KOTOPHIH
3acTaBlIsieT €ro OTBEYaTh caMOMy cede, UTO, B CBOIO OYEpe/b, '€HEPUPYET €Ile OJUH OTBET
camoMy cebe, U T.I1. DTO BBI30BET JIMOO IMOJIHYI0 OCTAaHOBKY pabOThl KOMIBIOTEpa, JINOO Kpax
KaKoM-1100 U3 ero noJCUcTeM

ATaka COCTOMT B HCHOJIb30BaHUM [P-agpeca KOMIIbIOTEpa-XKEpPTBbI B IOJISAX Source U
Destination.

NetDefendOS obecnieunBaet 3amurty ot ataku Land, ucnonb3ys 3amuty oT IP-ciydunra ko
BceM mnaketam. [Ipu ucCHosib30BaHMM HACTPOEK IO YMOJYAHUIO BCE BXOJSIIME IaKEeThl
CPaBHMBAIOTCS C COJIEp’)KaHHEM TaOJIMIbl MapLIpyTH3alUU; €CIU [aKeT MPUXOAUT Ha
uHTepdeiic, ¢ KOTOPOro HEBO3MOXHO JOCTUTHYTh IP-anpeca ucrouHuka, TO makeT Oynaer
OTOpOIIICH.

Ataku Land u LaTierra peructpupytorcs B jorax NetDefendOS kak oTOpoIieHHbIE MAKEThI C
yKa3aHMEM Ha IIPAaBHJIO 10 YMOJIYAHHIO AutoAccess, WIH, €CIIU ONPEAEIEHbl ApYrue ImpaBuia
JOCTyIa, yKa3aHO IPAaBMUJIO NPaBWIO JIOCTYyNa, B PE3ylbTaTe KOTOPOro OTOpOIlEH naker. B
IaHHOM ciydae [P-anpec oTnpaBuTens He npeicTaBisieT MHTEpeca, Tak Kak OH coBmnajaer ¢ IP-
aipecoM IoIydaTes.

Amaka WinNuke

[Mpunnun nevicrBus ataku WinNuke 3axmrouaercst B noakitoueHun k TCP-cepBucy, KoTopsii He
ymeeT obpabareiBath «out-of-band» manubie (TCP-makeTsl ¢ ycTaHOBIEHHBIM OMTOM URG), HO
BCE )K€ MMPUHUMACT MX. DTO OOBIYHO MPUBOIMT K 3aIUKIUBAHUIO CEPBHCA U MOTPEOJICHUIO BCEX
pecypcoB Ipoliieccopa.

Opnum u3 Takux cepBucoB 0b11 NetBIOS yepes TCP/IP na WINDOWS-MamuHax, kotopas u
JlaJia UMs JAHHOW CETEBOU aTake.

NetDefendOS oGecnieunBaet 3ammTy AByMs CIOCOOAMU:

e JlonuTuku 11t BXOAAIIEro Tpaduka Kak MpaBuio pa3paboTaHbl JOCTaTOUYHO TIIATEIBHO,
[I0O3TOMY KOJIMYECTBO YCIEHIHBIX aTaK HE3HauMTeabHO. I3BHE MOCTYNHBI TOJIBKO
yOJIMYHbIE CEPBUCHI, TOCTYI K KOTOPBIM OTKPBIT. TOJBKO OHM MOTYT CTaTh >KepTBaMU
aTaxk.

e VYjanenue Oura URG u3 Bcex TCP-mmakeTos.

Beo-unrepdeiic
Advanced Settings - TCP - TCPUrg
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TCP MEE hax:

1460 haximum allowed TCP M55 (hBximum Segment Size).
TCF MSS WFH it 1400 Limits TCP M55 for WAN connections; minimizes fragmentation.
TCP M55 on High: Adjust L How to handle too high MSS values.
TCP M55 Log Lewel: Fooo When to log regarding too high TCP k55, if not logged by “TCP k455 on high”.
TCP Adto Clamping: W frﬁ?:mhjgga::;:'l'_amp TCP M%E according to MTU of involved interfaces - in addition to
TCP Zero Unused ACK: |7 Force unused ACE fields to zero; helps prewvent connection spoofing.
TCP Zero Unused URG: |7 Force unused URG fields to zero; prevents small information leak.
TCP Option WMS0OPT: ValidateLogBad A The WSOPT Qiindow Heale) option (common).
TCP Option SACK: ValidateLogBad A The SACKSACEPERMIT (Selective ACK) options (zommon).
TCP Option TSOPT: ValidateLogBad 4 The TSOPT (Timestamp) option (common).
TCP Option ALTCHERED: Stripleg L' The ALTCHEREQ (#temate Chacksum Request) option.
TCP Option ALTCHEDATA: StripLog L The ALTCHEDATA (Mtemate Checksum Data) option.
TCF Option Connection Timeaut: | StripLogBad L' The CC {Connection Count) option seres (zemi common).
TCP Option Cther: StripLog L How to handle TCR options not specified abowe.
TCP 5YH/URG: Croplog L The TCP URG flag toegether with 5% M; normally invalid (stip=strip URG).
TCP SYMIPSH: StripSilent 3z ;h:clls:ss;il::-,as 't:osg:;ruer with 5% M; nomally invalid bt always used by some IP
TCP SYMIRET: Droplog L4 The TCP R3T flag together with 5% M; nomally invalid (stip=stip R5T).
TCP SYHIFIN: Droplog L4 The TCP FIN flag together with 5% M; nomally invalid (stip=strip FIN).
TP FINURG Dwonlon LY The TCP URG flag together with FIM; nomally invalid (stip=strip URG).
[ TCP URG: StripLog w ] The TCP URG flag: many operating systems cannot handle this comecthy
TCP ECH: StripLog 3 l'lh:eE-cEIiiitlE::gi:sltﬂiznﬁr:;rltjiia:&:(EC M) flags. Previouslhy known a= "B hias™

Kak mnpaBuno, ataku WinNuke peructpupyrorcs B Jorax Kak OTOpOILIEHHBIE MaKEThl ¢
yKa3aHHEM Ha MPaBUJIO, 3allPETUBIIETO MONBITKY coeluHeHus. /[ pa3pelieHHbIX coequHeHUI
nosiBiisieTcs 3anuch kareropun «TCPy» mim «DROPy (B 3aBucumoctu ot Hactpoitku TCPUrg), ¢
umeneM npasuwia «TCPUrgy. IP-agpec oTmpaButrenst MOKET ObITh HE MOJJENIBbHBIM, TaK Kak
COEJIMHEHHUE JOJKHO OBITh MOJIHOCTHIO YCTAHOBJIEHO K MOMEHTY OTIpPaBKH MakeToB «out-of-
band».

Amaku, npusodsaujue K ygeauveHuto mpaguka: Smurf, Papasmurf, Fraggle

Ota Kareropwsi aTaKk HCIOJIb3YeT HEKOPPEKTHO HACTPOCHHBIE CETH, KOTOPBIE TIO3BOJISIOT
yBEJIMYUBATh IOTOK Tpaduka W HAOpaBiATh ero ueneBod cucreme. llenbro sBiseTcs
WHTCHCHBHOE HCIOJIB30BAHNE MOJIOCHI MPOITYCKAHUS KEPTBBI. ATAKYIOUINH C ITUPOKON MOJIOCOH
MPOIYCKaHM MOXET HE UCTIOIB30BaTh APPEKT YCHUICHHS, TO3BOJISIONINHA MTOJHOCTHIO 3arPy3HUTh
BCIO TIOJIOCY TIPOTTYCKaHHS >KEPTBBI. DTH aTakd TO3BOJISIIOT aTAKYIOIIMM C MEHBIIEH IMOJIOCOI
MPOIYCKaHMs, YeM Y JKE€PTBBI, HCIIOJB30BaTh YCWJICHUE, YTOOBI 3aHSATHh IOJIOCY MPOITYCKAHUS
KEPTBBI.

o «Smurfy u «Papasmurth ornpasstor 3xo-maketsl [CMP 1o mmpokoBemarensHoMy aapecy,
yka3piBass B KadecTtBe [P-agpeca wucrounmka IP-ampec sxeprtBel. llocme »toro Bce
KOMIIBIOTCPBI MOCBIIAOT OTBCTHLIC IMAKETHI X KCPTBEC.

o «Fraggle» Gazupayercst Ha «Smurfh, HO ucnonb3yet 3xo-naketsl UDP u oTnpasisier ux Ha
nopt 7. B ocHoBHOM, aTaka «Fraggle» umeer Ooiiee cinaboe ycuiaeHue, Tak Kak ciyxoa echo
aKTUBUPOBaHA y HEOOJIBIIOTO KOJIMYECTBA XOCTOB.

Ataku Smurf peructpupyrorcst B jorax NetDefendOS kak Oonbinoe yucio oTOpOIIEHHBIX
nakeToB ICMP Echo Reply. Jlis momo0HOW mMeperpy3Kd CETH MOXKET HCIOIh30BATHCS
nopnenbHbll [P-anpec. Artaku Fraggle taixke otoOpaxatorcs B jorax NetDefendOS xkak
0oJbIIOE  KOJMYECTBO OTOpOILIEHHBIX makeTroB. g meperpy3ku cerb HUCHOJb3yeTcs
noensHbiid [P-anpec.
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[Ipy uCHONB30BaHMM HACTPOEK IO YMOJYAHUIO MAKEThl, OTIPABJIECHHBIE 1O ajpecy
HIMPOKOBEUIATENbHOM PaCChUIKH, OTOPACBIBAIOTCSI.

Beo-unrepdeiic
Advanced Settings - IP - DirectedBroadcasts

B nonurtukax st BXojdiero Tpaduka cielyeT y4yuThIBaTh, YTO Ji00as HE3alMILEHHAas CETh
MOJKET TaK)K€ CTaTh HCTOYHUKOM MOJOOHBIX aTaK YCUJICHHUS.

3awuTa Ha CTOPOHe KOMMbIOTepa-XepTBbl
Smurf u noxoxkue aTaku SBISIOTCA aTaKaMH, pacXOAYIOLUIMMHU pecypchl coeauHeHus. B obOuem
Cllydae MEKCETEeBOH »JKpaH SBJSETCS Y3KMM MECTOM B CETM M HE MOXET OO0ecneuuThb
JOCTaTOYHYIO 3alUTy MNPOTUB 3TOro Tuma artak. Korga makeTrsl JOXOAAT 10 MEXKCETEBOTrO
9KpaHa, yiepo yxe HaHEeCEH.

Tem ne menee cucrema NetDefendOS MokeT yMeHbIINTh HAarpy3Ky Ha BHYTPEHHUE CEpBepa,
JieNiasi UX CEpBUCHI IOCTYIHBIMU U3HYTPU WM Yepe3 albTepHATUBHOE COEIMHEHUE, KOTOPOE HE
CTaJIO LEJIBIO ATaKH.

e Tuns! flood-atak Smurf u Papasmurf Ha cTopone >xepTBbI BINIAAAT Kak oTBeThl ICMP
Echo Response. Eciin He HCTIONB3yIOTCS TpaBujia FwdFast, TAKUM TaKkeTaMm He Oyzer
pa3pelieHo MHUIMHPOBATh HOBBIE COEIMHEHUS HE3aBHCHUMO OT TOIO, CYIIECTBYIOT JIU
[paBUJIa, pa3pelIatonife MPOX0KICHUE TaKETOB.

e Jlakers! Fraggle moryr npuiitu Ha mo6oit UDP-nopT Ha3HaueHus, KOTOPBI sBiIETCS
MHILIECHBIO aTaKyIOLEro. B 3Toi cuTyauuyn MOXKET OMOYb YBEIWYEHHE OTPAaHUYECHUH B
Habope npaBuil.

HeiinuHr Tpaguka Takxke MoMoraer npenoTspamarb Hekotopsie flood-araku Ha 3amuiiaembie
cepsepa.

Amaku TCP SYN Flood

[Mpunuun arak TCP SYN Flood 3axitouaercst B oTrpaBke Oosbioro kosimdectsa TCP-makeToB ¢
YCTaHOBJIEHHBIM (bjlaroM SYN Ha ONpPEIENICHHBIN MOPT U B UTHOPUPOBAHUU OTIIPABJICHHBIX B
OTBET NAKETOB C YCTAaHOBJEHHbIMHU (praraMu SYN ACK. DTO MO3BOJISIET MCUEpHaTh PECYpChbl
CTEeKa IIPOTOKOJIOB Ha CEpBEPE KEPTBbI, B PE3YIHTATE YETO OH HE CMOKET YCTAaHABIMBATH HOBBIE
COEJIMHEHUS, I0KA HE UCTEUEeT TallMayT CyIleCTBOBAHUS MTOJYOTKPBITHIX COEIUHEHUH.

Cucrema NetDefendOS o6ecneunBaet 3amuty oT flood-atak TCP SYN, ecnu ycraHoBiieHa
OIS SYN Flood Protection B COOTBETCTBYIOILIEM CEPBHUCE, KOTOPHIM yka3zaH B [P-mpaBuie
¢bunbTpoBaHus. MHorna onuust Mo>keT 0003Ha4YaThes Kak SYN Relay.
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& http-all

General

%/ General

ice is 3 definition of an TGP or UDF protocol with specific parameters;

surzs: 0-635535

( p SY'N flood protection {SYMN Relsy) ]

&/ Application Layer Gateway

An Application Layer Gatewsy (ALG), capable o aging advanced protocols, can be specified fior this service
ALG Mone W
ax Sesskons: | anQ Specifies how many concurrent sessions thst are permitted using this service
#/ Comments
Comments: TTE and HTTPS

3ammTa oT flood-aTak BKIItOUEHA MO YMOJYaHHUIO B TaKHUX CEPBHUCAX, KaK http-in, https-in,
smtp-in U ssh-in.

MexaHu3m 3awmTtbl ot atak SYN Flood

3amutel oT atrak SYN Flood BbinosHsieTcs B Te€UEHHE TPEXKPATHOIO PYKOIOXKATHUSL, KOTOPOE
MIPOMCXOJUT TPU YCTaHOBIEHUM coefuHeHus c¢ knueHtoM. B cucteme NetDefendOS kak
MPaBHJIO HE MPOUCXOJUT HCYEPIIAHHWE PECYpPCOB, TaK KaK BBIMOJHACTCS OoJiee ONMTHMAIBHOE
yIpaBJICHUE pecypcaMH H OTCYTCTBYIOT OTPaHUYCHHUS, WMCIOIME MECTO B JPYIHX
OTIEPAIIMOHHBIX CHCTEMaX. B omepamnoHHBIX CHCTEMax MOTYT BO3HHKHYTH MPOOJIEMBI yXKe C 5
MOJIYOTKPBITHIMU COEIMHEHUSIMH, HE TIOJYYMBIIMMHU MOATBEPKACHHUE OT KiueHTa, NetDefendOS
MOJKET 3allOJIHATh BCIO TaOJUIly COCTOSIHHMM, TPEeXJe 4YeM OyIayT HcUepraHbl KaKHe-JINOo
pecypebl. Korma Tabnuia COCTOSIHWE 3arojiHEHa, CTapble HEMOATBEP)KICHHBIC COCTMHEHUS
0TOpaChIBAIOTCSI, YTOOBI OCBOOOIUTH MECTO JIJIsi HOBBIX COCAMHEHUIA.

O6HapyxeHue SYN Floods
Ataku TCP SYN flood perucrpupytorca B jorax NetDefendOS kak 06ombiioe koinyecTBo
HOBBIX COCIMHEHMH (MJIM OTOPOIIEHHBIX MAKETOB, €CJIM aTaka HallpaBJIeHa Ha 3aKPbITHIA MOPT).
Crnenyet mOMHUTB, 4TO B 3TOM citydae [P-agpec otnpaBuTesnst MOXKeT ObITh MOJIIEIIaH.

ALG aBTOMaTMyecku obecneumBaet 3awmTy ot flood-aTak
Crnenyer OTMETUTD, UTO HET HEOOXOIMMOCTH BKItOUaTh (pyHKIHIO 3amuThl oT atak SYN Flood
JUTsl cepBHca, Ui KoToporo ykazan ALG. ALG aBTomaTu4ecku 00eCleuynBaeT 3alUTy OT aTak

SYN flood.
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Amaka Jolt2

[Ipunuun BeimOTHEHUsT aTaku Jolt2 3akimtouaeTcs B OTHpPaBKE HEMPEPHIBHOTO TOTOKA
OJIMHAKOBBIX ()ParMEeHTOB KOMIIBIOTEpY-KepTBE. [IOTOK M3 HECKOJBKMX COTEH MaKeTOB B
CEKYH/y OCTAHABIIMBACT pa0OTy ySI3BUMBIX KOMITBIOTEPOB JI0 TIOJIHOTO MPEKPAIECHHUS TOTOKA.

NetDefendOS oOecneurBaeT NOJHYIO 3alIUTy OT JaHHOW araku. [lepBblif MOydeHHBII
(¢bparMeHT CTaBUTCS B OYepeab J0 TeX NOp, MOKa HE NPHUAYT MHpPEIblAyIIHe IO MNOPSAKY
(bparMeHThl, 4TOOBI BCe (DparMEeHThl MOIJIM OBbITh NEpeJaHbl B HYXHOM Iopsnke. B cimyuae
HaJU4Ms aTakd HU OJMH (parMeHT He OyJeT mepenaH 1eneBomMy npuioxennto. [locneayrommue
(¢parMeHThl OyayT OTOPOILIEHBI, TAK KAK OHU UACHTUYHBI IIEPBOMY MOTY4EHHOMY (DparMeHry.

Ecnu BbpIOpaHHOE 3JI0yMBIIJIEHHUKOM 3Hau€HUE cMelleHus ¢parmMeHta OoJiblle, 4YeM
OTpAaHUYECHUS, YKa3aHHbIC B HACTPOUKaxX Advanced Settings - Length Limit Settings B
NetDefendOS, mnakersi OyayT HeMeleHHO otTOpomieHbl. Ataku Jolt2 wmoryr ObITh
3aperucTpupoBaHbl B jorax. Eciiv 3M0yMBIIIJIEHHUK BBIOMPAET CIMIIKOM OO0JbIIOE 3HAUYECHUE
cMellleHus ¢parMeHTa JJis aTaku, 3TO OyAeT 3aperucTpUpPOBAHO B JIOTaX KaK OTOpOILIEHHbIE
MMAKeThl C YKAa3aHWEM Ha TMpaBWIO LogOversizedPackets. Eciaum 3HaueHWEe CMeElIECHUS
(¢parMeHTa JOCTaTOYHO MaJeHbKOE, perucTpauuu B jorax He Oyzaer. IP-aapec ormpasurtens
MOJKET OBITh IOJIENIAH.

Amaku Distributed DoS (DDoS)

Haubonee cinoxunoit DoS-artakoii siBusiercs araka Distributed Denial of Service. Xaxepbl
HCIIOJIB3YIOT COTHH HJIM ThICAYHU KOMIIBIOTCPOB IIO BCEH ceTH HHTCPHCT, yCTaHaBJIMBasgd Ha HUX
nporpaMMHoe oOecnedeHue Juid BblosiHeHUss DDoS-atak u  ynpaBisis BCeMHM 3TUMU
KOMIIBIOTEpaAMU JId OCYIICCTBJICHHUA CKOOPAWHUPOBAHHBIX aTaK Ha CalTHI JKCPTBBI. Kax
IMpaBHUJIO OTH AaTaKW PpacxoAyrOT I1OJOCY HPOITyCKaHUs, BBIYHCIIMTCIIBHBIE MOIIIHOCTHU
MapIIpyTU3aToOpa WU PECYPCHI il 00pabOTKU CTeKa MPOTOKOJIOB, B PE3YJIbTATE YETO CETEBBIE
COEJIMHEHUS C )KEPTBOU HE MOTYT ObITh YCTAaHOBJICHBI.

Xots nocneanue DDoS-aTaku ObLIM 3amylieHbl KaK U3 YaCTHBIX, TaK U U3 MYOJIMYHBIX CETeH,
XaKeppl, KaK IIPaBHJIO, YACTO MPEANOYMTAIOT KOPIOPATHBHBIE CETH H3-3a HUX OTKPBITOIO M
pacnpenieieHHOTo xapaktepa. MHCTpymeHThl, wucnosib3yemble st 3amycka DDoS-arak,
BrirovaroT Trin00, TribeFlood Network (TFN), TFN2K u Stacheldraht.

OnucaHue NPaKTUYEeCKOI paGoThl

O6wuii cnucok cuzHamyp
B BeO-unTepdelice Bce CUTHATYphI IIEPEUNCIICHb B pa3zeiie IDP/IPS > IDP Signatures.
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w Home 1’{ Configuration i'-T' Tools » | #§ Status » ™ Maintenance « ﬂ Logout

* IDP Signatures

EI DFLéSyE‘S?:m ion & Prevention Signature groups.
o ohied Group Signature Count
- 5_ bl & IDS_ANTIVIRLS_SYMANTEC =
El > .;Interfac:es ‘ IDS._APP_ADOBE A
@) IDS_APP_GENERIC 7
R “ IDS_APR_ITUNES 2
@ D ies &) IDS_APP_REALPLAYER 3
B g User Authertication @ IDS_APP_REALSERVER 1
- ! Traffic Management @ [DS_APP_SERVER 2
@ ZoneDefense &) IDS_APR_WMP 3
@ IDS_AUTHENTICATION_GEMERAL 1
@ IDS_AUTHENTICATICGN_KERBERCS 1
‘/. IDS_BACKUP BRIGHTSTOR g
& 105 _BACKUP_NETUALILT 1
& IDS_BACKUP_VERITAS 2
@) IDS_BOT_SENERAL 5
@ IDS_BROWSER_CHROME 1
& ID5_BROWSER_FIREFOK 6
& 1D5_BROWSER_GENERAL o1
& 105 _BROWSER_IE 153
§\IDS BROWSER MOZILLA 1
@) IDS_COMPONENT_ENCODER a
@ IDS_COMPONENT_SHELLCODE 2
IDP-npasuaa

[IpaBuno IDP ompenensier, xakoii Tun Tpaduka HeoOXoaumo aHanu3upoBarth. I[IpaBuna IDP
CO3/Al0TCsl aHAJIOTUYHO JIPYrUM IIpaBuiiaM, Hanpumep, [P-npaBunam ¢unbrpoBanus. B npasuiie
IDP yka3miBaeTcss koMmOuHanmsi —anpeca/unrepdeiica HCTOYHUKA/Ha3HAUCHUS, CEpBHCA,
ONPEEIAIONIEr0 Kakue IPOTOKOJbl OyOyT CKaHUpoBaThbcs. [J1laBHOE OTJIMYHME OT MpaBUIl
¢unbTpoBaHus B TOM, uTo npaBuiio IDP onpexnenser JdelicTBue, KOTOpoe cienyeT MpeapruHITh
IIpU OOHAPYKEHUU BTOPKEHHUSL.

Beo-unrepdeiic:
IDP / IPS - IDP Rules >Add - IDP Rule
Jleticmeus IDP

[Ipu BbIsIBIECHUM BTOpKEHMsI Oy/IET BBINOJIHEHO JeiCTBHUE, ykazaHHOe B mnpaBuie IDP. Moxer
OBbITh YKa3aHO OJHO U3 TPEX JEHCTBUI:

I. Ignore — Eciam oOHapyXeHO BTOPKEHHME, HE BBHINIOJHITh HUKAKUX JACUCTBUU H
OCTaBUTh COECMHEHUE OTKPBITHIM.

2. Audit — OcTaBUTH COEAMHEHUE OTKPBITHIM, HO 3apETUCTPUPOBATH COOBITHE.

3. Protect — COpocuTh cOeIMHEHHWE U 3aperucTpupoBaTh coObITHE. B03M0OXHO
HCIIOJIb30BATH AOIIOJHHUTCIbHYIO OIIIWIO 3aHCCCHUS B ((‘IepHI:IfI CITHCOK» HCTOYHHK
COCIMHEHNS.
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a' IDP Rule Action l
e me=rfihat. signatures to search for in the network traffic, and what action to take if those signatures are found.
2/ General

( Action: Protect A ]

naturs(s): | IDS_HTTP_*, IDS_WEB_*

&M op ;|
- M s
= [ Ps

& [ poLicy

i.? ZoneDefense

Hopmanuszayusa HTTP

IDP Boinosuser nopmanuzayuro HTTP, T.e. npoepsier koppektHocTh URI B HTTP-3anpocax. B
IDP-nipaBuiie MOXHO yKa3aThb JEHCTBUE, KOTOPOE JOJKHO OBITH BBIIIOJHEHO IIPU OOHAPYKEHUU
HekoppekTtHoro URI.
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An IDF Rule defines 5 fiiter for matching specific network traffic. When the filter criterion is met, the IDF Rule Actions sre evsluated and possible sotions taken,

General Rule Actions

2/ General

@ idpWEB

Nzme: idpWEE

all_szrvices

p Protect aSgainst insartion/evasion sttacks

F?_f HTTP Normalization

Inwalid UTFE: Log

Invalid hex encoding: | Droplog

Metwork

IDP mosxet onpeaenuts cieayromue Hekoppektaoie URI:
HexoppextHas koqupoka UTFS8

Brimonnsiercst mouck mo0bix HeneicTButenbHbIX cuMB0osioB UTF8 B URI.
HexoppeKTHBIN IeCTHAAUATEPUYHBIH KO/

KOppCKTHOI;'I ABIISICTCS IHCCTHaI[HaTepI/I‘IHaSI II0CJICA0BATCIbHOCTDh, TI'JC HpI/ICYTCTByeT 3HAK
HpOIICHTa, 3a KOTOpBIM CJ'IG)IYIOT aBa HIGCTHaI[HaTepI/I‘-IHBIX 3HA4YCHUs, SABJIAOIINUXCA KOJIO0M
omHoro  Oaiita. HekoppekTHas  IIECTHAIIATEPUYHAS  IOCICIOBATSIBHOCTH —  3TO
MOCJICIOBATEIILHOCTh, B KOTOPOW NPHUCYTCTBYET 3HAK INPOIEHTA, 32 KOTOPHIM HE CIIEIYIOT
IIeCTHAAIATEPUYHbIC 3HAYEHUS, SBJISIFOIIUECS KOJOM KaKoro-ianoo Oaiita.

JIBoiiHOE KOIUPOBaHME

BeinonHsercs mnouck J000M  IIECTHAALUATEPUYHOM IOCIEN0BAaTEIBHOCTH, KOTOpas cama
SIBJISIETCS. 3aKOJMPOBAHHOM € MCIOJIB30BAaHUEM [JPYrUX YIPABILIIONIUX HIECTHAALATEPUYHBIX
nociuenoBareabHOCTeH. [IpuMepoM MOXkeT OBbITh MOCIENOBATENBHOCTh %2526, IPU 3TOM %25
MokeT ObiThb uHTepnperupoBano HTTP-cepepom kak %, B pe3ynbTare MOIY4UTCS
IIOCIIEI0BATEIBHOCTD $26, KOTOpast OyAeT HHTEPIPETUPOBAHA KAK &.

[IpedomepaweHue amak, c8s13aHHbIX CO 8CMABKOU CUMB0./108 UAU 06X000M MeXaHu3mos IDP
B IDP-mipaBune MOXHO YCTaHOBHTH OIIMIO Protect against Insertion/Evasion attack.
DTO 3ammTa OT aTak, HalpPaBJICHHBIX HA 00x0 MexaHu3MoB IDP. [lanHbIe aTaku UCTIOIB3YIOTCS
TOT (axT, uto B npotokonax TCP/IP nmaker MokeT ObITh GparMeHTUPOBAH, U OTAEIbHBIE TAKEThI
MOTYT MPHUXOJWUTH B IPOU3BOJBLHOM MOPsIKE. ATak, CBSI3aHHbIE CO BCTaBKON CHMBOJIOB U
00xooM MexaHu3MmoB IDP, kak mpaBuiio UCIOJIb3YIOT ()parMEHTAINIO [TaKETOB U MPOSBIISIOTCS
B IIpoliecce COOPKHU MaKeTOB.

ATaKH BCTaBKH

93



ATaku BCTaBKM COCTOSIT B TakoM MOAM(HUKAIMK TOTOKAa JaHHBIX, 4TOObl cucrema IDP
IPOIyCKaJla IIOJIYYCHHYI0 B PE3yIbTaTe IIOCIECNOBATEIBHOCTh IIAKETOB, HO JaHHAas
MIOCJIEIOBATEILHOCTD OYJIET SIBJIATHCS aTakoM JJis LeJIeBOro npuiokeHus. /laHHas aTaka MOXKeT
OBITh PEaJIM30BaHa CO3JIAHUEM JIBYX Pa3IMYHbIX TOTOKOB JAHHBIX.

B kauecTBe nmpumepa npeanonokum, YTo MOTOK JaHHBIX COCTOUT U3 4 (parMeHTOB MaKeToB: pl,
P2, p3 U p4. 3NOYMBIIUIEHHUK MOJKET CHaydajga OTIPaBUTh (parMeHThl MAaKeToB pl U p4
ueneBoMy npuioxkenuto. OHu Oynyt yaepxuBatbes U cucremoi IDP, u mpuioxenuem 1o
npuxojaa (@parMeHToB p2 M p3, Inociae dYero OyAeT BhINOJHEHa cOopka. 3ajgaua
3JI0YMBIIIJIEHHUKA COCTOUT B TOM, YTOOBI OTHPaBUTH JiBa (pparmenta p2’ u p3’ cucrteme IDP u
IBa IpyruX (parMeHTa p2 U p3 MNPUWIOKEHUIO. B pe3ynpTaTe moydarorcs pa3inyHble TOTOKH
JAHHBIX, KOTOPBIX NosrydeHsl cuctremor IDP n npuinoxenneM.

ATaku 00x0/1a

VY arak 06xoAa TakoM k€ KOHEUYHBIN pe3ysbTaT, 4TO M y aTak BCTABKH, TaKKe 00pa3yroTcs J1Ba
Pa3IMYHBIX ITOTOKA JAHHBIX: OJUH BUINT cuctema IDP, apyroi BUAMT 1iesieBoe NMpUII0KEHHUE, HO
B JJAHHOM CJIy4ae pe3yJibTaT JOCTUTaeTCs POTHUBOIOJIOKHBIM CIIOCOO0M, KOTOPBIH 3aKII0YaeTcs
B OTIpaBKe (parMEHTOB IAKETOB, KOTOpbIE OyayT OTKIOHEHBl cuctemoi IDP, HO mpuHATHI
LE€JIEBBIM ITPUIIOKEHUEM.

Oo0Hapy:keHHe MOJ00HBIX aTaK

Ecim BriodyeHa onius Insertion/Evasion Protect attacts, M araka BCTaBKU WU obxona
06Hapy>KeHa, MEXCETEBOM 5SKpaH aBTOMATHYECKH KOPPEKTUPYET MNOTOK JaHHBIX, YHajss
JTaHHBIE, CBSI3aHHBIC C aTaKOM.

@ idpWEB

Eo DB Pule defines 5 filter for matching specific network traffic. When the filter criterion is met, the IDF Rule Actions are evalusted and possible actions taken:

#J General

Name: idpWEB
Service: all_services

Schedule: | [None)

(i‘; Protect against insertion/evasion attacks ]

#J HTTP Normalization

Inwalid UTFE: Log
Inwahid hex encoding: | Droplog

Double encoding: Ignore

#/ Address Filter

Specify source interface and source network, together with destination interface and destination network. All parameaters have to match for the rule to match.
pecity g s
Interface Metwork

Source: wanl b all-nets s

Destination:  |dmz ~ [ web_server V]

#/ Comments

3anuck B Jor COﬁbITHﬁ, CBSI3aHHBIX C aTAKAMH BCTaBKH H 00X0/1a

[Toacucrema, mpepoTBpamiaromias aTakk BCTaBKM W 00XOJa, MOJXKET CO3/laBaTh JiBa THIIA
COOOILIEHUH B JIOTaX:

94



e (CoolmieHue Attack Detected, YKa3bIBalolllee Ha TO, YTO aTaka Oblia OOHApyKeHa U
IPEAOTBPAILEHA.

e (CooOmenne Unable to Detect, yBemomisitomiee o ToM, uto cuctema NetDefendOS ne
CMorJa BBISIBUTH BO3MOXKHYIO aTaky npu coopke notoka TCP/IP, xots nmogoOHast araka
MOTJla IPUCYTCTBOBATh. JTa CUTYyalllsl BO3MOXKHA IIPU PEAKUX U CIIOXKHBIX MIA0JIO0HAX
TTAHHBIX.

PexomeHnayeMbie HACTPOMKHU

[To ymomyanuio, 3amura OT aTak BCTaBKU M 00xoja BKiIrodeHa ais Bcex IDP-mpaBui, u 310
pexomMeHayemasi HacTpoiika /i OoJbIIMHCTBA KOH(purypanuil. CymiecTByer JBe NPUUUHBI JUIs
OTKJIFOUEHUS OTLIHUHU:

e Tpebdyercs yBequyeHHe NPONYCKHOW cmocoOHocTH. Ecim HeoOxomuma BBICOKas
MPOIMYCKHAsT CIIOCOOHOCTh, CIEAyeT BBIKIIOYUTh (YHKIHIO, TaK KaKk 3TO OOECHEUHT
HEOOJIBIIIOE YBETMYEHUE CKOPOCTH 00pabOTKH.

e UYpesmepHoe KOJMYECTBO JIOKHBIX cpadarpiBanmil. Eciu HaOmiomaercss Gosbiioe
KOJIMYECTBO JIOKHBIX CpalaThlBaHMM IMpU OOHApY)KEHWU aTaKk BCTaBKU U 00xoja, TO
1eJIeCO00pa3HO BHIKIIOYUTH JAHHYIO OIIHIO0 JIO BBISICHEHHS TPUYHAH 3THUX JIOKHBIX

cpabaThIBaHUM.
I'pynnut cuznamyp IDP
.té IDP Rule Action I
T T st signatures to search for in the network traffic, snd what sction to tzke if those signstures ane found.
General Log Settings
#J General
Action; Pipe L
[E gnaturs(s): | IDS_ANTIVIRUS_¥, IDS_APE_*, POLICY_P2P_* ]
&V op -
B W Ds
[+ ¥ ANTIVIRUS
H | W app
® [J [0 AUTHENTICATION
B [ [T sackur
® [ [ soT
® [J [T BROWSER
E 4 [ COMPONENT
+ [T oe
i [

%] ZoneDefense
|— U=z= Zonslefsnss

Kak mpaBuio, s KakJOro mpoTOKOJIa CYIIECTBYET HECKOJIBKO THUIIOB aTaK, W HAWIYYIIHUM
MOAXOJIOM BO BpEMsl aHallu3a CETeBOTo Tpaduka sBisercs oOHapykeHue Bcex arak. Jlis
MPOCTOTHI yKa3aHUs BCEX THUIIOB aTaK CUTHATYpbI, OIMUCHIBAIOIIHME aTakKh Ha ONpPEACICHHBIN
MPOTOKOJI, CTPYNIIUPOBaHbl BMecTe. Hampumep, 00pa3yroT rpymily BCE CUTHATYpPbI, KOTOPBIE
otHocsTcss K FTP-tiporokomny. Ilpu co3manmum mpaBmin ymoOHee yKa3blBaTh TPYIITy, KOTOpas
OTHOCUTCA K ONPEACIICHHOMY IPOTOKOJY, YE€M IMEpPEUUCISITh OTIEIbHbIE CUTHATYphl. [Ipu
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HCO6XOI[I/IMO CTW TOBBIICHUA  HNPOU3SBOJUTCIBHOCTH IMOHMCK  CJICAYCT  BBIINOJHATH  IJIA
MHWHUMAJIBHOT'O KOJIMYECTBA CUTHATYP.

I'pynner curnaryp IDP umeror Tpu ypoBHs mepapxuu. Ha BepxHeM ypoBHE yKa3bIBaeTCs THII
IPYIIbl CUTHATYp, Ha BTOPOM YKa3bIBa€TCSl THUII NMPHUIIOKEHHS WIA MPOTOKOJIA U HA TPEThEM
YKa3bIBa€TCs  OTIEIbHOE  IPWIOKEHHE  WiIM  HpoTokos.  [Ipumepom  saBusercs
IDS_AUTHENTICATION KERBEROS, I'Zic IDS O3HA4aeT THUIl CUTHATYpPbI, AUTHENTICATION — THII
MIPOTOKOJIa M KERBEROS — KOHKPETHBIM MpoTokoJ. OmnpeneneHbl CIEIyOIUe THIbl TPYII
CUTHATYpP U IPWIOKEHUM:

Hcnonb3zoBanue noacranoBku cumBoJioB (Wildcarding) B curnarypax IDP

st BeIOOpa Gosee ogHOM rpymmbl curHaTyp IDP MOXXHO MCIOnh30BaTh METOJ MOJCTAHOBKH
(Wildcarding). CumBos «?» MCHOJIB3YeTCs JJIS TMOJCTAHOBKM €JMHCTBEHHOTO 3HAaKa B UMEHHU
rpynnbl. CUMBOI «*» UCIIOIb3YETCs Ui 3aMEHbI JTF000Tr0 KOJIMYECTBAa CUMBOJIOB.

Jns yBenuyeHus NPOU3BOAMTEIBHOCTU CIEAYET HCIOJIb30BaTh MHUHUMAIBHOE KOJIMYECTBO
curHatyp. Hanpumep, ucnonb3oBanue IDS WEB*, IPS WEB*, IDS_HTTP* U IPS_HTTP* OyzeT
nocrarouHbiM juis 3amuTel HTTP-cepBepa.

«YepHblil cnucok» xocmos u cemell

Ecnu ykazaHo neiicTBue Protect, MOJXKHO JO0OABIISATH B «YEPHBIA CIHCOK» OTIEIBHBIE XOCTHI
WIM CETH, Ha KOTOPBIX CpaboTajo JaHHOE MpaBWIO. B 3TOM ciydae Bech IOCIICTYFOIIHIA
TpaduK, UAYIIHH C UCTOYHUKA, KOTOPBIA HAXOIUTCS B «UEPHOM CITUCKE», OYIeT aBTOMAaTHICCKU
OTKJIOHEH.

#/ ZoneDefense
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Ok I Cancel I

MO>KHO BKIIOYHTH q)YHKHI/IIO ABTOMAaTHUYCCKOI'O 3aHECCHUS B <<‘IepHI)II71 CITMCOK» XOCTa HUJIM CCTHU
B IDP u B mpaBuiax nmopora, yka3aB JIeiCTBHE Protect B mpaBuie. CyIIecTBYIOT TpHU IapameTpa
«YEPHOTO CIUCKA»:

Time to Block XocT WM ceTh, KOTOpbIE SIBJIAIOTCA HCTOYHHKOM Tpaduka,
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Host/Network in OCTaIOTCS B «UEPHOM CIMCKE» B TCUCHHE YKa3aHHOTO BPEMEHH, a

Seconds 3aTeM yJqasitoTcs. Eciau TOT ke HCTOYHUK COJEPIKUTCS B APYron
3allUCH B «YEPHOM CITMCKEe», TO B TaKOM ciy4ae Oyzaer
BOCCTAQHOBJICHO TI€pPBOHAYaJIbHOE BpeMs OJOKHPOBKH, T.C.
CYMMHPOBAHHUS HE TIPOMCXOTUT.

Block only this [Jo yMOm4aHHWIO «YEPHBINA CIHUCOK» OJOKHPYET BCE CEPBHCHI C
Service JAHHOTO XOCTA.

Exempt already Ecmu CymecTBYIOT YCTAaHOBJICHHBIE COCIMHEHUS C TEM IKe
established MCTOYHMKOM, YTO ¥ HOBAs 3AIKCh B «YEPHOM CIIUCKE», TO OHH HE
connections from

o AJICHBI, €CJIM YCTAHOBJICHA JaHHAas OIILHS.
Blacklisting YAYT YA ’ Y A 1

[P-anpeca mnm cetu A0OABIAIOTCS B CHHCOK, IMOCIE 3TOr0 TpaduK C STUX HMCTOYHUKOB
OnoKupyeTcsl Ha yKa3aHHbIN nepuoi BpemeHu. [Ipu nepesamycke MexceTeBOro 3KpaHa «4epHbIi
CIIMCOK» HE YHUUYTOKAETCS.

Jlis mpocMoTpa, a TakkKe Ui YIOPaBJIEHUS COAEPKUMBIM «UEPHOT0» U «OEJIoro CIHCKOBY»
UCIOJIb3YEeTC KOMaH1a blacklist.

Komananas cTpoka:

add IDPRule Service=http-all SourceInterface=wan2 SourceNetwork=all-nets
DestinationInterface=dmz DestinationNetwork=dmz/dmz net Name=idpWEB

IlonyueHue no e-mail coo6weHuti o co6bimusx IDP

Jlj1s TOro 4ToOBI MOJIy4aTh YBEAOMIICHHS IO 3JIEKTPOHHOM nouTe o coObiTusx IDP, HeoOxoaumo
HAaCTpOUTh SMTP Log receiver. [losydgaemoe cooOIIeHHE JIIEKTPOHHOW TOYTHI OyneT
coJiep’kath KpaTkoe onucanue coobiTuil IDP, koTopble nmpou3onum 3a yCTaHOBIEHHBIA NEPUOJ
BPEMEHH.

[Tocne Toro, kak mpomsonuio coOwite IDP, NetDefendOS oxumaer HECKOJBKO CEKYH]
(ompenmensieTcss TapaMeTpoM Hold Time) WPEXAE, HYeM  OTIPABUTH YBEIOMIICHHE II0
IeKTpOHHOU mouTe. [Ipym 3TOM cooOmeHne OyaeT OTHpPAaBICHO TOJIBKO B TOM Clydae, €Clid
YHCIIO COOBITHIA, MPOU3OMIEANINX B 3TOT IMEPUOJI BPEMEHH, OOJIbIIIe WM PaBHO, YeM 3HAUCHUE
Log Threshold. [locie ornpaBku yBepomiienus NetDefendOS oxmmaer HECKOIBKO CEKYH]
(Minimum Repeat Time) IPEXJIC, YEM OTIPABUTH HOBOE COOOIIICHUE.

Jlia ykazaHus mojtydeHus joros no npotokosry SMTP, neobxonumo ykazare [P-agpec SMTP-
cepBepa, JOMEHHOE MMs B JAHHOM CJIy4ae MCII0JIb30BaThCsI HE MOXKET.

Beo-unrepdeiic:
System - Log and Event Receivers - Add -> SMTP Event Receiver
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- 18 _log
An SMTF event receivar is us=d for receiving emails for |DF: events.

General

7/ General

Mam

IDS log
SMTP Server: Diefault_dns s
erver Port: z5

lzponina@eit.cmc.msu.ru

Folis hastmzster

L oo =vant from Blerfefand 05

Minimum Repest Delay: | 500

5 120

Ok Cancel

Komananas cTpoka:

add LogReceiver LogReceiverSMTP IDS logl
IPAddress=InterfaceAddresses/Defaul t_dns Receiverl=admin@oit.cmc.msu.ru

«Besvlll cnucok» Xxocmoe u cemetl

Jis Toro 4toObl TpaduK, MOCTYNAOIUNA M3 HAJIEKHBIX MCTOYHUKOB, TaKMX Kak pabouue
CTaHIINN ynpaBneHI/m, HC IIOIIAJI B ((qepHBIﬁ CIIMCOK)»> HHN HpI/I KaKnx 06CTO$[T€J'II)CTB3X, cucremMa
NetDefendOS Taxke moanepkuBaer «oenviti cnucox». Jlrobon 1P-anpec oObexTa MOXET OBITH
00aBIIEH B 3TOT «OENbIN CITUCOKY.

BaxHO MOMHUTB, UTO XOTSI MCIIOJIb30BaHHME «OE€JOro CIHCKa» MPEJOTBpAlIaeT 3aHECEHUE B
«YEpHBIM CIHCOK» OIpeneseHHblXx [P-agpecoB MCTOYHMKOB, 3TO HE MeEHIAET MeEXaHW3MaM
NetDefendOS otOpacbiBaTh COEIUHEHHS € ATOr0 UCTOYHHKA. «benblil cnucok» npeaoTBpaiaeTt
TOJIBKO JJ00aBJI€HHE UCTOYHHUKA B «UEPHBIN CIIMCOK», €CIIU 3TO MOXKET IMPOU30NTH B pe3ysbTare
cpabaTblBaHUs [TPaBUIIA.

Beo-unrepdeiic:
System - Whitelist - Add - Whitelist Host
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(B Right-click on a row for additional options:

Komananast CTpOKa:

add BlacklistWhiteHost Addresses=lan/lan_Serverl Service=ssh
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HpnopnTesauml Tpa(bmca U CO3dHHE AJIbBTEPHATHUBHBIX MApPLIPYTOB

JlabopaTopHasa pa6ora 10. Co3zaHMe aJIbTEPHAaTUBHBIX MapIIPyTOB C
HCNO0/Ib30BAaHUEM CTaTH4YeCKO! MapIpyTU3aLuU

IHeanb

Hcnonb30BaTh 1Ba BBIXOJA B MHTEPHET: OJIMH KaHAJ MCIOJIb30BATh ISl IOCTYIIa B HHTEPHET
W3 JIOKaJbHOU CEeTH, B APpYrou mis aocrymna uz3 DMZ-cetu.

TonmoJsioruda cetu

dmz_ip: 172.17.100.1
dmz_net: 172.17.100.0/24
web_server: 172.17.100.

' 0” wan1:10.6.10.
=5’9 UHTepHeT
172.17.100.130 dmz:172.17.100.1 Hi d

Be6- M3 1

lan_ip: 192.168.1.10
lan_net: 192.168.1.0/24

192.1

aN

Crnenyer ucnosib30BaTh CTaTUYECKYI0 MaplipyTu3auuio Ha ocHoBe mnpaBui (Policy-Based
Routing - PBR) a5 co3aanus cetu ¢ 1ByMsl BBIXOJJaMU B UHTEPHET.

OnucaHue NPaKTUYECKOI paGoThl

CoznaTh CTATUYECKYI0 MapUIPYTH3aLUI0 M IMOJUTUKH JOCTYyIa, KOTOpble 00eCIeynuBaroT
JOCTYIl B MHTEPHET KOMITBIOTEPOB W3 JOKaIbHOM cetn LAN uepe3 kaHaj, MOIKITI0OUYEHHBIN K
wanl-uHTepdeiicy MapupyTuzaropa M JIOCTyHn B HHTepHET U3 DMZ-cetu yepes kaHai,
MOJAKIIIOUEHHBIN K wan2-uHTepdelicy mapuipyruzaropa. jig 3TOro cieayer HCIOJb30BaTh
CTATUYECKYI0 MAapUIPYTU3ALMIO HA OCHOBE IPABUIL.

Mapwpymu3ayusi Ha 0CHo8e adpeca UCMmo4YHuUKa

O6wsexkmbl AdpecHoli KHuzu
B Anpecnoii Kuure co3narb 00bEKThI, OMUCHIBAIOLIUE AIbTEPHATUBHBIEC LUIIO3bI UHTEPHET-
MPOBANAECPOB.
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er can be used to group related address objects for better overview.
ﬂ Add w 4| Edit this object

Addesss User Auth Groups Comments

10.6.10.3
192.168.20.20

{,ll Right-click on a row for additional options.

AnbmepHamugHas mabauya Mapupymu3ayuu
CoznaTh aJIbTepHATUBHYIO TaOIUIy MapLIPYTU3aLUHU.

Beo0-unrepdeiic:
Routing 2 Routing Tables - Add - Routing Table
Name: altInet

Ordering: Only

A | altinet |

General

a predefined main routing table. Alternate routing tables can be defined by the user,

/] General

Mame:  altInet

Ordering: | Only W

[ Remove Interface IP Routes

(make firewsll totalhy transparent)

#/ Comments

Comments:

Ok Cancel

Komananas crpoka:
add RoutingTable altInet Ordering=Only

B co3gannoit Tabnuie co3aaTe MapuipyT 1mo ymoadanuio k ISP2 uepes unrepdeiic wan2.

Be0-unrepdeiic:
Routing = Routing Tables - altInet - Add
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b= 5 predefined main routing table. Alternate routing tables can be defined by the user.

I_j Add - _+) Edit this object

o

1 _If Route IPv4  [5F wan2 = all-nets = gwISP2 Mo

Maonitor this route

Comments

Lil Right-click on a row for additional options.

Komananas crpoka:

cc RoutingTable altInet

add Route Interface=wan2 Network=all-nets Gateway=altInet/gwISP2 Metric=100

B tabnuiue MapuipyTuzanuy main MPOBEPUTH HAMYKME MAapUIPYyTOB MO ymoyyaHuio K ISP2

yepe3 UHTepdeiic wan2, a TaKKe OCTaTbHBIX HEOOXOIMMBIX MapLIPYTOB.
Beo0-unrepdeiic:

Routing 2 Routing Tables - main - Add

_|"(Routing Table Contents |

# / Routing Table Contents

Routing Table: I =main= 'I

Show all routes: |_ {Including rowtes to interface addresses and Layer 3 Cache entries)
Dro mot show single host routes: r

Maze rowrtes to display: 100

Apply |

IPv4 Routing table contents (max 100 entries)

Flags Network Interface Gateway Local IP
f 10.6.10.0/28 wanl ]

192.168.1.0/24 lan
172.17.100.0/24 dmz
192.168.20.0/24 wan2
0.0.0.0/0 wanl 10.6.10.3

IPv6 Routing table contents (max 100 entries)

Flags Network Interface Gateway Local IP

In the "Flags" figld of the routing tables, the following letters are used:
0: Leamned via OBFF  X: Route is Disabled

M: Route is Monitored  A: Published via Proxy ARP

D: Dynamic {from e.g. |Psec, LZTP/PPTP servers, etc.)

IIpasuso 8bi6opa mabauysbl Mapwpymuzayuu PBR
Be0-unrepdeiic:

Routing 2 Routing Rules - Add > Routing Rule

Metric

100
100
100
100
100
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datermines if it is consuited bafors or sfter the main routing tabie,

fiorces. the use of a routing table in the forward andior return direction of traffic on 3 connection. The ordening parameter of the routing table

General

#/ General

[ :
MName: altDMZ
Forward routing table: | altInet b
Return routing table: | g|tInet b
Service: all_services ¥
Schedule: (None) )

N

#/ Address Filter

Specify source interface and source network, together with destinstion interface and destinstion network. All parameters have to match for the rule to match.

Interface Metwark

4

Source: dmz dmz_net

£

Destination: | any all-nets

i}" Comments

Comments:

Komananas cTpoka:

Ok

Cancel I

add RoutingRule ForwardRoutingTable=altDMZ ReturnRoutingTable=al tDMZ
Sourcelnterface=dmz SourceNetwork= dmz/dmz net DestinationInterface=any

DestinationNetwork=all-nets Service=all services Name=altDMZ

IIpasuna ¢puabmposarus
Beo0-unrepdeiic:

Rules = IP Rules = Add - IP Rule Folder
Name: toInet

Rules = IP Rules = toInet = Add - IP Rule

bider can be used to group P Rules into logical groups for better overview and simplified management.

I_’| Add » 4l Edit this object

Eii NAT i i< all-nets

I all-nets

\# all_services
-ﬂ all_services

(E] Right-click on a row for additional options.

Komananas crpoka:
add IPRuleFolder Name=toInet
cc IPRuleFolder <N folder>
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add IPRule Action=NAT Sourcelnterface=lan SourceNetwork= lan/lan_net
DestinationInterface=wanl DestinationNetwork=all-nets Service=all services
Name=inet

add IPRule Action=NAT SourcelInterface=dmz SourceNetwork=dmz/dmz_pet
DestinationInterface=wan2 DestinationNetwork=all-nets Service=all services
Name=inet 2

IIposepka koHgpuaypayuu
1. BeimosiHsieM BBIXOJ B MHTEpHET ¢ MHTep(elica lan U MPOBEPSEM, YTO COEAUHEHUE
YCTaHOBJIEHO Yepe3 UHTepdeiic wanl.

92.168.1.10 - PuTTY )

D
D
D
D
D
D
D
D
D
D
D
D
o

2. BrbinmosHsieM BBIXOJ B MHTEpHET ¢ MHTep(deiica dmz U MPOBEPSEM, YTO COEAUHEHUE
YCTaHOBJIEHO Yepe3 UHTepdeiic wanl.

104




Mapwpymusauuﬂ Hd ocHoee cepesuca

AnbmepHamugHas mabauya Mapupymu3ayuu
AnbTrepHaTHBHAs TabIuUA MapLIPYTH3alUU CO3AAETCS aHAJIOTMYHO MaplIpyTH3alud Ha
OCHOBE aJipeca UCTOYHHKA.

IIpasuso 8bi6opa mabauysbl Mapwpymuzayuu PBR
Be0-unrepdeiic:

Routing 2 Routing Rules - Add > Routing Rule
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a-wmhmo[amuﬂenﬂmlmdﬂwmmﬁmmo[nlimmam&mn The: crdering paramater of the routing table

mnnsmuhmwamm@mm

General

#/ General

Mame: altDiMZ
Foraard routing table: | gltInet

Return routing table: | 3ltInet

Service: zsh

L4 IR LR
o

Schedule: [None)

#/ Address Filter

Epecify source interface and source network, together with destination interface and destination network. All parameters have to match for the rule to match.

Interizce MNetwaork
Source: dmz b dmz_net
Destination: | any b zll-nets
#/ Comments

Comments:

Ok Cancel I

Komananas crpoka:

add RoutingRule ForwardRoutingTable=altInet ReturnRoutingTable=altInet
Sourcelnterface=dmz SourceNetwork=dmz/dmz_net DestinationInterface=any
DestinationNetwork=all-nets Service=ssh Name=altDMZ

IIpasuna ¢puabmposarus
Be0-unrepdeiic:

Rules = IP Rules = Add - IP Rule Folder
Name: toInet
Rules = IP Rules = toInet = Add - IP Rule

,g

F Blue Folder can be used to group P Rules into logical groups fer better overvied and simplified management.

,_j Add - _'1: Edit this objsct

#w Name Action  Source interface  Source network  Destination interface  Destination network ~ Service
1 ﬁ inet ﬁiNAT = lan_net I all-nets ) 2ll_services
b ﬁ inet_ssh ﬂ NAT 2 dmz_net 2 all-nets i.ﬂ ssh
2 ﬁ inst_2 Eij NAT 4 dmz_net i all-nets # all_services

.,i_l Right-click on a row for additiona] options.

Komananas crpoka:
add IPRuleFolder Name=toInet
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cc IPRuleFolder <N folder>

add IPRule Action=NAT SourcelInterface=lan SourceNetwork= lan/lan_net
DestinationInterface=wanl DestinationNetwork=all-nets Service=all services
Name=inet

add IPRule Action=NAT Sourcelnterface=dmz SourceNetwork= dmz/dmz_pet
DestinationInterface=wan2 DestinationNetwork=all-nets Service=ssh
Name=inet_ssh

add IPRule Action=NAT Sourcelnterface=dmz SourceNetwork= dmz/dmz_pet
DestinationInterface=wanl DestinationNetwork=all-nets Service=all services
Name=inet 2

IIposepka kKoHpuzypayuu
Jlaboparopnas padota 10. BpImonHsieM BBIXOJ B WHTEPHET MO MpoTokoyy ssh ¢ dmz-
uHTepdeiica.

=10l x|

"altDMZ" |-

Jlaboparopnast pabota 11.  Brinonnsiem BbIxoJ B UHTepHET 1o npotokony ICMP ¢ dmz-
uHTepdeiica.
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92.168.1.10 - PuTTY

JlabopaTtopHas pa6ora 11. OrpaHuyeHue MOJIOChI NponyCKaHus
Tpadpuka

IHeanb
PaccmoTpers BO3MOXKHBIE CITOCOOBI OTPAHUYCHHS MOJOCHI MPOIYCKAHUS ISl BXOJSAIIETO U
HCXOIAIIETO TPahHUKOB.

1. OrpaHuuuTh MOJIOCY MNpPONyCKaHWs JuIsl BXojsmero Tpadguka npo 2 Mour/c
HE3aBHCHMO OT TUIa Tpaduka.

2. OrpaHUYUTH NOJIOCY MPOIyCKaHUs B 000UX HampaBieHUsIX 10 2 MOuT/c He3aBUCUMO
OT Tuna tpaduka.

TonoJiorusa cetu
lan:192.168.1.10 wanl:10.6.10.62

Al Y li’
( 192.168.1.0/ — — 10.6.10.0/2

NG

OnucaHue NPaKTUYEeCKOI paGoThl

)
\J
()

OzpaHulleHue noJ/iocsl nponycKaHus das 6x06ﬂu4e20 mpagﬁuxa

KaHaunwlt (Pipes)
Heo0xoauMo co3maTh KaHall, KOTOPBIH OrpaHUYMBACT BECh MPOXOISAIINIA Yepe3 Hero Tpaduk
10 2 MOut/c, He3aBUCUMO OT TUIIa TpaduKa.
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Be6-unrepdeiic:
Traffic Management - Traffic Shaping - Pipes - Add - Pipe

3 total_in

A pipe gefines basic traffic shaping psrametars. Tha pips ruiss then dstarmines which traffic goss thiough which pices.

1 General I"-Pipe Limits .."-“Grclup Limits

Q General

l Narne: total_in

Minimum Default Mazcimum

Frecedences: o i} |7

Lt_,] Grouping

Growping enables per-port/|Pinstwork static bandwidth limits 35 well 3= dynamic balancing betwssn groups.

Grouping: Mane R
Network Sz=: | o L

I— Enable dynamic balancing of groups.

i? Comments

Comments:

OK Czneel

total_in

A pipe defines basic traffic shaping parsmeters. The pipe niles then determines which traffic goss through which pipes,

~~ General { PpeLimts | Group Limts |

#] Pipe Limits

in the pips. |f traffic in one precedence excesds its limits, =

nd ‘mega’ are multiples of 1000, not 1024

Facusts per sscond.

=2

n

i

e

o] Cancel

Komananast CTpOKa:
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add Pipe total in LimitKbpsTotal=2000

IIpasusa kauasos (Pipe Rules)
Kakoii Tpaduk 10/KeH TPOXOANUTH Yepe3 KaHai yka3piBaeTcs B [IpaBuiie kaHaua.

BYIICM HCIIOJIB30BAaTh COS)I&HHBII\/'I BBIIIIC KaHAJI AJId OIpaHUYCHUA BXOOAIICTO Tpa(bm(a. 910
OTpaHUYCHHUEC IMPHUMCHACTCA K IMAaKE€TaM, a4 HC K COCAUHCHUAM. HpI/I BBIIOTHEHUH IISHITHMHTA
Tpa(bm(a BaXXHO HaIpaBJICHUC, B KOTOpPOM IMCPEAArOTCA JaHHBIC, a HC CTOPOHA,
HHUIUHUpPOBaBIIasg COCIUHCHUC.

Crnenyer co3maTh MPaBWIO, Pa3peIIAOIICEe MPOXOKICHUE JFOOOT0 HMCXOMISIIET0 Tpaduka.
JlobGaBisieM co3maHHBIM KaHal B oopamuyto yenouky (return chain). DTo o3HA4aer, 4TO
MAKeThl, UAYIIUE B OOPAMHOM HANpAgieHuu ITAHHOTO COCTUHEHWUs, IOJDKHBI TPOXOIUTH
4yepe3 KaHall total-in.

Beo0-unrepdeiic:
Traffic Management - Traffic Shaping - Pipe Rules - Add - Pipe Rule

ines: traffic shaping policy - which Pipes to use - for one or more types of traffic with the same granulanty as the standard nilesst.

#/ General
Mams: Inbound
( Service: all_services w ]
Schedule: | [Mone) W

#/ Address Filter

Specify source interface and source network, together with destination interface and destination network. All parameters have to match for the nele to match.

Interface Metwork
Source: lan b4 lan_net
Destination: | wan1 hd all-nets

#/ Comments

Comments:

oK Cancel
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El=mmines traffic shaping policy - which Fipes to use - fior ane or more types of traffic with the same granularity as the standard ruleset.

General Traffic Shaping

#/ Pipe Chains
Uze pipe chains to direct network traffic matching this rule through one or more pipes in order to perform traffic shaping on the particular traffic.
Forward chain
Available Selected
total_in ;I ;I

2 b

Mowve up I Maowve down I

slected
;I total_in :I

[ - [
Mowe up Mowe down I
#/ Precedence
Komananas cTpoka:
add PipeRule SourceInterface=lan SourceNetwork=lan/lan net

DestinationInterface=wanl DestinationNetwork=all-nets Service=all_ services
ReturnChain=total_in Name=Inbound

Oz2paHu4eHue no.10Cbl NPONYCKAHUs 8 060UX HANPAB/AeHUSIX
Hcnosb30BaHKMEe 0JHOTO M TOTO K€ KaHaja /j1s 000X HampaBieHUM He pelaeT npoodiaemy.

Hanpasnenue Tpaduka, HOpOXOIAIIEro uepe3 KaHaj, HE HMEeT 3HAa4YeHMs, TaK Kak
YUUTBIBAETCSI TOJIBKO CyMMapHO€ KoJudecTBO Tpaguka. OOUH U TOT K€ KaHall MOXKET
MCIO0JIb30BAaThCs KaK JIJIsl BXOJSILEro, TaK M JUISl BBIXOJSIIEro Tpaduka, Ipu 3TOM He OyneT
OTJIEIbHOTO M0/IcYeTa TpapuKa B KaXJA0M HaIpaBICHUH.

B mpenpiaymem mnpumepe 1mosioca NPONYCKAHHWS OrpaHWYeHa TOJBKO JUISl BXOJSILIErO
HampaBiieHUd. B OOJbIIMHCTBE cllyyaeB HEOOXOJAMMO OIrpaHMYMBATh MMEHHO BXOSIIHNA
tpapuk. Ho uro nenartk, ecim HEOOXOJUMO OrpaHUYUTh UCXOMSIIMNA TpapuK TaKUM K€
obpazom?

[Tomemienne std-in B mpsmyro nenouky (forward chain) He mpuHeceT pe3ynbTaTa, €Ciau
TpedyeTcs MOJIyIUTh OTpaHWdeHue 10 2 MOuT/c s ucxonsmero Tpadguka OTASIHHO OT
orpanuueHus 1o 2 Mout/c s Bxoasmero. Eciu noMmumo ucxossiero tpaguka (2 Mout/c)
yepe3 KaHall IPOXOIUT BXOoAAmui Tpaduk (2 Mout/c), To o01uii noTok Tpaduka coctaBut 4
Moburt/c. Tak kak orpaHU4YeHHE KaHaja cocTaBisieT 2 MOuUT/c ¢pakTuueckast BeIMUMHa IOTOKA
Oyzaer Giu3Ka K 3HaueHuIo B 1 MOUT/C B KaXXJIOM HaIllpaBJiICHUH.

VYBenuuenue oOuiero orpannyenus 10 4 MOut/c He pemut npodieMy, Tak Kak JJisi OJHOTO
KaHaJla ATO HE O3HayaeT orpaHudeHus 2 MoOut/c mis Bxomsmero u 2 Mowut/c nns
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ucxonsmero Tpaduka. B pesymprare moxker ObiTh 3 MOut/c mcxomsmero u 1 MoOut/c
BXOJSIIIETO Tpaduka, TaKk Kak 3TO TaKXke cocTasisier 4 Mowut/c.

Jlis  ympaBiaeHUs TOJOCOM MpOMycKaHus B OOOMX HaIpaBJICHUSAX PEKOMEHIYeTCs
HUCIIOJIB30BaTh ABAa OTACIBHBIX KaHalla: OJWH AJIA BXOIJAIICTO, a ﬂperI\/’I JUIA UCXOOAIICTO
Tpa(bm(a. B JaHHOM CHCHApPUU B LHCIIAX JOCTHIKCHUS OINITUMAJIBHOI'O PE3ylibTaTa I KaXXJI0T0
KaHajia yCTaHOBJIEHO orpaHudenue 2 Mout/c.

KaHaunwlt (Pipes)

HeobOxonuMo co3nath Ba KaHaia, KaXJblil U3 KOTOPHIX OTPAaHMYMBAIOT BECh IMPOXOSAIINMA
yepe3 Hero Tpaduk 10 2 Mout/c, He3aBUCUMO OT THMa Tpaduka. JONOJHUTENBHO K KaHaly,
CO3JJaHHOMY paHee, J00aBJsieM KaHall JUIsl UCXO0IA1Iero Tpaduka.

Beo0-unrepdeiic:
Traffic Management - Traffic Shaping - Pipes - Add - Pipe

<) total out

A pips defines basic trsffic shaping parametsrs. The pips rules then determines which traffic goss through which pipss.

Pipe Limitz Group Limitz

#/ General

l Mame: totzl_cut

#/ Comments

Comments:

Ok Cancel
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@ total_out

pip= gefines pasis traffic shaping paramatars. The pips rulss then determines whioh traffic goss through whioh pipes.

~~ Genera I Pipe Limits I
./ Pipe Limits
bandwidth fimits. per precedence in the pipe. |f traffic in one s its limits, additional traff = pushed down to the lowest
fior bandwidth, kile” and ‘'mega’ are multiples of 1000, not 1024
(Dre:ezarsas: Hilobits per ss=cond ] Pagksts per sscond.
[
=
=
4:
3
2
o
( Total: | 2000 ]
O Cancel

KOMaHIlHaﬂ CTpOKa:
add Pipe total out LimitKbpsTotal=2000

IIpasusa kauaso8 (Pipe Rules)
Traffic Management - Traffic Shaping = Pipe Rules - Add - Pipe Rule

{ General | Traffic shaping

] General
Hame: :in_uut
Bervipe: :all_services

Schedule: _[None]

5:? Address Filter

Specify source interface and source network, together with destination interface and destination network. All psrameters have to match for the rule to match,

Interface MNetwork
Source: lan » lan_n=t
Destination:  (wanl b zll-nets

t’_? Comments

Comments: |

(o] Cancel
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ines traffic shaping policy - which Pipes to use - for one or more types of traffic with the same granularity as the standard ruleset.

General Traffic Shaping
#/ Pipe Chains

L

s2 pipe chains to direct network traffic matching this rule through one or more pipes in order to perform traffic shaping on the particular traffic.

SPEIE zlected
tetal_in ;I total_out ;I

[~ [~

Move up I Move down I

: Selected
_“J total_in

total_out _.:i
==
=
Mowve up Move down I
#/ Precedence
Komananas crpoka:
add PipeRule SourceInterface=lan SourceNetwork=lan/lan net

DestinationInterface=wanl DestinationNetwork=all-nets Service=all_ services
ReturnChain=total_in ForwardChain=total out Name=in out

OepaHuquueHOAOCblnponycnanun(33ﬂ6UCUﬁunnnu¢nnlnunalnpaghuwa

Jlist mpocToTH OyZeM paccMaTpHBATh OTPAHWYEHUE TOJBKO BXOSIIETO TpaduKa, Tak KakK B
KIIMEHT-CEPBEPHBIX TMPUJIOKECHHUSIX KaK TMPaBWIO BXOJAMHK Tpaduk OoJsbliie, YeM
UCXOIAIIMH.

Kanaunwlt (Pipes)

B mpenpinymux npuMepax BBINOJHSJIOCH OrpaHUYeHHE Tpaduka s BCEX HCXOJALINX
coenuHeHui. YTo nenarh, eciii HEOOXOJAMMO OTPaHMYUTh HABUTaLMIO MO BEO-CTpaHULAM
OoJb11e, yeM ocTasibHOM Tpaduk? [Ipennonoxum, 4To mUpHUHa OOIIEH MO0I0CkHl MPOITYCKaHHS
— 250 xOut/c, n3 KOTOpBIX 125 KOUT/C NOIKHBI OBITH BBIAEIEHBI Ui BeO-Tpaduka.

Ecnu co3mate nBa kaHana, OOWH http-in JUIs OTpaHWYEHUs BXOJAIIETO BeO-Tpaduka c
orpanuyeHueM B 125 kOut/c, a mpyroil kaHaid all-in IS BCETO OCTAJIBHOTO TpaduKa C
orpanuueHueM B 250 KOHUT/c, TO »XejlaeMblil pe3yabTaT JOCTUTHYT He OyIeT, Tak Kak
pe3ynbTUPYOMKK 00beM Tpaduka OyJeT paBeH CyMMe OTpaHUYCHHUIN B KaXK/IOM KaHaJe, T.€.
375 xbur/c.

Jliis penieHus noAo0HOM 3a1auu clIeayeT CO3/1aTh yenouKy, COCTOSIIYIO U3 KaHalla all-in U
KaHasia http-in a5 BeO-Tpaduka. Bxomsamnuii BeO-Tpaduk cHavana MpoXoauT dyepe3 KaHas
http-in, MaKCUMaJlbHOE€ OrpaHHuYeHuEe B KOoTOopoM 125 x6ut/c. Jlanee Tpaduk mpoxoaut
yepe3 KaHal all-in BMECTE€ C OCTaJbHBIM BXOISAIIMM Tpadukom. Jljigs BTOporo kaHaia
YCTaHOBJIEHO orpanuydeHue B 250 xout/c.
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Ecmu BeO-tpaduk mosiHOCTRIO TOTpednser 125 kOut/c, atr 125 kOUT/C 3aliMyT MOJOBUHY
KaHaja http-in, ocraBmmuecs 125 k6ur/c 6yaeT UCcnoab30BaThCs JUIsl OCTAIILHOTO Tpaduka.
Ecnu BeO-Tpaduk orcyrcTByeT, TO Bee 250 KOUT/C, OTBEACHHBIC AJIA KaHaja http-in, MOTYT
HCII0JIb30BaThCs Ul APYTOro Tpaduka.

Oro He olecnedyMBaeT TapaHTUPYEMYIO II0JIOCY HpoIyckaHus [uisi BeO-Tpaduka, HO
YCTaHABJIMBAET OTpaHUYEHUE Uil Hero 10 125 KOUT/C M rapaHTUPYET MOJIOCY IMPOITYCKAHHS
125 kOut/c nns Bcero ocranmpHOro Ttpaduka. s BeO-Tpaduka B KaHalle http-in
MPUMEHSIOTCS CTaHAAPTHBIE TpaBwia: Tpaduk OyIeT MPOXOIUTh HAa OOIIUX OCHOBAHHUSAX
HapaBHE C JApyruM TpadukoMm. DTO O3HAYaeT OrpaHudeHue B 125 kOuT/C, mpu >TOM
BO3MOJKHA 0oJiee HU3Kask CKOPOCTh, €CITM KaHaJl 3arpy>KeH.

[TotoOHBIN crioco0 3a7aHusT KAaHAJIOB OMPEIeIsieT OTpaHNYECHUS HA MAKCUMaJIbHbBIC 3HAYCHHS
Al HCKOTOPBIX THIIOB Tpa(l)I/IKa U HC 3a4acT MNPHUOPUTCThI IJId Pa3JIMYHBIX THUIIOB
KOHKYpHUpYIOILEro Tpaduka.

Be0-unrepdeiic:
Traffic Management - Traffic Shaping - Pipes - Add - Pipe

2= reguistors for network traffic flowing through the system,

Qe

#wv MName Grouping Network size Total bandwidth limit Total packet per second limit Comments
1 =3 htto_in None 125

2 =3 all_in None 250

KomanaHnas cTpoka:
add Pipe http_in LimitKbpsTotal=125
add Pipe all in LimitKbpsTotal=250

IIpasusa kauasos (Pipe Rules)
Traffic Management - Traffic Shaping - Pipe Rules - Add - Pipe Rule

S me DU rCE =1 . 2 nety e atis = 3t etwork Comment
~§ http_shaping [ lan = lan_net 23 wanl 4 all-nats n http-=ll

-g, all_shaping [ lan 3 lan_net [58 wanl = all-nats n all_services

\il Right-click on a row for additional options.
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Traffic Shaping |

| General I

tﬁ General

Mame: http shaping

( Service: http-all b ]

Schedule:  |(Mone)

ti? Address Filter

Specify source interface and source network, together with destinstion interface and destination network, All parameters have to match for the rule to match.

Interface Network:
Source: lan w lan_net
Destination:  |wanl w all-nets
#] Comments

‘Comments:

Ok Cancel

S L el A e R e BRI D ) B A e B B S 1 e SN SR s 1) D a

-

#J Pipe Chains

Use pipe chains to direct netwerk traffic matching this nile through one or more pipes in ander to perform traffic shaping on the particular traffic.

Forward chain
Availzble Selented
all_in ;I ;I
http_in
==
=

= |-

Move up Move down I

Available

=

. =

Mowe up Mowe down I

tﬁ' Precedence
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< all_shapin
-
* A Fipe Rulz daterminzs raffic shaping peiicy - which Pipes to use - for one of mar types of Iraffic with the same granularity as the standard rulssat,

General ”Trafﬁc Shaping

i

2/ General
Name: all_shaping

(SEI\-'iDE all_services M ]
Schedule: | (Mone) v

E:" Address Filter

Specify source interface and source network, together with destinstion interface and destination network. All parameters have to match for the rule to match.

Interfzce Metwork
Source: lan b lan_net
Destination:  |wanl b4 all-nets

5_? Comments

‘Comments:

oK Cancel

raffic shaping policy - which Fipes to use - for one or mose types of traffic with the same granularity s the standard rulesst.

" General :' Traffic Shaping I

#] Pipe Chains

Use pipe chains to direct network traffic matching this rule through one or more pipes in order to perform traffic shaping on the particular traffic.

Forward chain

Avsilsble Sslected
all_in ﬂ ;I
http_in
=
<<
e |-

Mawe up I Mowe down I

Anailable Selected

http_in ;I all_in ;I

.- [

Move up Mowve down I
#] Precedence
Komananas crpoka:
add PipeRule SourceInterface=lan SourceNetwork=lan/lan net
DestinationInterface=wanl DestinationNetwork=all-nets Service=http-all

ReturnChain=http in,all in Name=http_ shaping

117




add PipeRule SourceInterface=lan SourceNetwork=lan/lan net
DestinationInterface=wanl DestinationNetwork=all-nets Service=all_ services
ReturnChain=all in Name=all_ shaping

Hcnoav3zoeaHue npuopumemoese

Kanaunwlt (Pipes)

JoGaBuM B mpenplaymuii npumep TpeboBanue, uto Tpadpux SSH nomkeHn umers Oonee
BBICOKHI TPHOPUTET IO CPABHEHHIO C OCTAIbHBIM Tpadukom. s storo nodasum IIpaBmio
KaHama crenuanbHo it SSH m yctanoBuM B mpaBmiie 0ojiee BBICOKUN TNPHOPHUTET —
HanpuMmep, 2. B JgaHHOM HOBOM TMpaBWiIe MBI YKa3blBacéM KaHAIIbl, WCIIOJb3YeMbIE IS
OCTaJIbHOTO TpaduKa.

PesynbratroM sToro Oyner HasHaueHue Oosiee BbICOKOro mnpuoputera SSH-makeram, mnpu
9TOM OTIPaBKa 3TUX MAKETOB BBIMOJIHSAETCS Yepe3 TOT K€ KaHajl, YTO U OCTalIbHOM TpaduK.
MexaHu3M KaHaJIOB TapaHTUPYET, YTO HpPHU MPEBBIIIEHUH OrPAHUYECHUSI IOJIOCHI
MIPOITyCKaHMsl, YKa3aHHOTO B HAaCTPOMKax KaHaja, MakeTbl ¢ 0ojiee BBICOKUM MPUOPUTETOM
OyayT OTHpaBlieHbl B IepByl0 ouepenb. [lakersl ¢ Oosiee HU3KUM NPUOPUTETOM OyAyT
rmoMenieHsl B Oydep U OTIpaBIIeHbI, €CIU UCIIOIb3yeMas MPOIyCKHasi CIIOCOOHOCTh MEHBIIIE,
yeM MaKCUMallbHas BEJIWYMHA, yKa3aHHas Ui KaHana. [Ipouecc Oydepusanuu uHOrAa
MPUBOJUT K 00paTHOMY 3 (EeKTy, TaK KaK YMEHbILIAETCSI CKOPOCTh MOTOKA.

Vkazanne OTpaHUYCHUA I HNPUOPUTETA T'apaHTUPYET MHUHUMAJIIBHOC KOJMYECTBO ITOJIOCHI
MPOIyCKaHUs JUIsl JIaHHOTO Hpuopurera. Tpapuk, NpoXoIsaimiuidi depe3 KaHai, MOJIY4UT
rapaHTHPOBAHHYIO TOJIOCY TPOITYCKaHHs, YKa3aHHYIO JUIS MPHOPHUTETA, 33 CUET ype3aHWus
Tpaduka c 601ee HU3KUM IPUOPUTETOM.

Ecnu ucxoasmuit tpaguk ¢ npuoputetroM 2 mnpesbimaer 100 kOUT/C, TO MpUOPUTET TOU
yacTu Tpaduka, KOTOpas IMPEBbIILIAET JaHHOE OrpaHUYEHHUE, MOHMIKAETCS 0 MPHOPHUTETA
HerapaHTupoBaHHOM  gocraBku  (best effort). Becy Tpaduk ¢ mpuopurerom
HerapaHTUpOBaHHOM ocTaBku (best effort) Oyaer oTmpasiieH B NOpsAIKE NOCTYIIICHUS.
Beo0-unrepdeiic:

Traffic Management - Traffic Shaping - Pipes - Add - Pipe
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l ! ssh in |
- wirmentchs sattaffic shaping parameters, The pipe rules then determines which traffic goss through which pipss.
' General |P||::e Limitz | |

ﬂ General

‘ _é-roup I:im-iis g

(Narra: s=h_in ]

Minimum Default Maztimum

FErzcesences: (4] (4] 7

t?_? Grouping

Grouping enables per-port/|Pinstwork static bandwidth limits a5 well 35 dynamic balsncing betwesn groups.
Growping: | None W
Network Sze: | L

I- Ensbile dynamic bslancing of groups.

tf,? Comments

Comments:

(a1l Cancel

v General.l Pipe Limits I'GrnupLim'rts |

#] Pipe Limits

Uzz

mits to specify bandwidth limits per precedence in the pipes. If traffic in one precedence sxcesds its fimits, sdditions| traffic will be pushed down to the lowsst
TECEIENCE.

5
0 Note that, for bandwidth, kilo' and ‘megs’ sre multiples of 1000, not 1024

(-Praaazar:}ez: Kilobits par 5935::-:] Facksts per s=cond.

Gz

Ok Cancel

KOMaHIlHaﬂ CTpOKa:
add Pipe ssh_in LimitKbpsTotal=250 LimitKbps2=100
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IIpasusa kauasos (Pipe Rules)
Be6-unrepdeiic:

Traffic Management - Traffic Shaping = Pipe Rules - Add - Pipe Rule

[ Add ~

g policy by sperifying what network traffic should flow through what pipes.

"a http_shaping 1 lan

1 'n_a lan_net 4 all-nets http-all
2 % ssh_shaping [3i lan 2 lan_net ] wan1 2 all-nets Eé ssh
3 \-;3 all_shaping [ lan 2 lan_net 5] wan1 2 all-nets ;# all_zervices

(L] Right-click on a row for additions] options.

b s

R T 5
Fa

o

l General | Traffic Sh aping |

#J General
Hams ssh_shaping
(Serv e [ ssh v]
Schedule: | (None) b

E-;? Address Filter

Specify source interface and source network, together with destination interface and destination network. All psramaters have to match for the rule to match.

Interfacs MNetaork
Sourpe: lan b lan_net
Destination:  |wanl hd zll-nets

ﬂ‘:? Comments

Comments:

Ok Cancel
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(ﬂ ssh_shaping I
i i ffic shaping policy - which Fipes to use - for one or more types of traffic with the same granularity as the standard ruleset.

" General Traffic Shaping

&/ Pipe Chains
Use pipe chains to direct network traffic matching this rule through one or more pipes in order to perform traffic shaping on the particular traffic.
Forward chain
Avsilable Selected
all_in ;I ;I

http_in
ssh_in

d2 H

Mowve up I Mowve down I

Available Selectad
all_in ;I ssh_in ;I
http_in

[ | =
Mowve up Move down I
#/ Precedence
Komananas crpoka:
add PipeRule SourceInterface=lan SourceNetwork=lan/lan net
DestinationInterface=wanl DestinationNetwork=all-nets Service=ssh

ReturnChain=ssh in Name=ssh_shaping
PazauuHbie zapal-lmuii noJ/10col NnponyckKaHus dnna PA3HbLIX cepsucos

KaHaunwlt (Pipes)

WNuorpa Tpebyercss mperoCTaBUTh pPA3IMYHbIE TapaHTUU IOJOCHI MPOIMYCKAHHUS Pa3HbIM
cepBHcaM, Hanpumep, rapantuio B 32 k6ut/c HTTP-tpaduky u rapantuto B 64 x6ur/c SSH-
Tpapuky. MoxxHo ObUIO ObI 33/1aTh orpaHuueHue B 32 kout/c g npuopurera 2, 64 KOuT/c
Ui TIpHOpUTETa 4 U 3aTeM yKa3aThb pa3jM4HbIM THIaM Tpaduka pasHble npuoputeTsl. [lpu
TakOM IIOJIXOJI€ MOXHO CTOJIKHYTbCSI C OrPaHUYEHHBIM KOJIMYECTBOM  Pa3IUYHbIX
MIPUOPUTETOB

Pemenue 31oil npoOieMbl 3aKit04aeTCsl B CO3/IaHUM IBYX KaHainoB: ojauH aius HTTP-tpaduka
u apyrou s SSH-tpaduka. s 060ux KaHAIOB CIeAyeT yKa3aTh IPHOPUTET 2 B KAYECTBE

MPUOPHUTETA [0 YMOJTYAHUIO, U 33JIaTh OTPAHUYCHUS IS MPUOPUTETA 2 , COOTBETCTBEHHO, 32
u 64 xourt/c.

Beo0-unrepdeiic:
Traffic Management - Traffic Shaping - Pipes - Add - Pipe
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Minimum Default Mazcimum

Frecedences: i ul | i u} | | Fi |

Q Grouping

Growping ensbles per-port!|Pinetwork static bandwidth fimits a5 well 3= dynamic balancing betwesn groups.

Grouping: Mene !
MNetwork Sizel | o o

I—. Enable dynamic balancing of groups.

ﬁ Comments

Comments:

oK .~ Cancel I

General Pipe Limits Group Limits |

#J Pipe Limits

Use pipe limits to specify bandwidth limits per precedance in the pipe. | traffic in one precedence excesds its limits, sdditional traffic will be pushed down to the lowest
awsilsble precedence.

o Mote that, for bandwidth, “kilo” and ‘'megs’ are multiples of 1000, not 1024

Frecadences: Kilobits per s=cond Facksts per sscond.

d |

Ok Cancel I
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1
E\Jam&: I std_out

S

Minimum Lefsult Mscamum

Precedenoes: | u] | | u] | | 7 |

ﬂ Grouping

Grouping ensbles per-port!|F/netwerk static bandwidth fimits a5 well a5 dynamic balancing betwesn groups.

Grouping: MNens \.’_l
Metwork Szs: | g \_fl

I— Ensble dynamic balancing of groups.

Q Comments

Comments:

OK Cancel

7 General | | Ii‘iﬁel;imrts Group Limits ]

#J Pipe Limits

Use pipe limits to-specify bandwidth limits per precedence in the pips. |f traffic in one precedence excesds its limits, sdditions] traffic will be pushed down to the lowest
Fvailzble precsdence,

@ Note thar, for bandwidth, 'kilo’ and ‘'mega’ are multiples of 1000, not 1024
Frecedsnces: Hilobits per second Packsts per second.

{ |
I
+| | |

Total: !_:’2_50 | | |

84 Cancel I
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Q General

T
Mame: ! zzh_in |
Minimizm D=fault Maxtimum
Fracedenoes: i 1] | i e i 7
Q Grouping

ﬂ Comments

Growping: | Mone

Network Sze: | g vl

|'- Ensble dynamic balsncing of groups:

.
v

Grouping enables per-port/|Pinstwork static bandwidth fimits as well 3= dynamic balancing betwesn groups.

Comments:

Ok

Cancel

-~ General

Pipe Limits

#J Pipe Limits

Group Limits |

e

£n

Packsts per second.

—
|
i

Tatal:

Ok

Use pips fimits to specify bandwidth limits per precedence in the pipe. |f traffic in one precedence excesds its limits, sdditions] traffic will be pushed down to the lowsst
Fvsilsble praceoence.

@ Motz thar, for bandwidth, “kils' and ‘megs’ are multipies of 1000, not 1024

'Prena-ier‘.n&.: I Kilobits per second

Cancel
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-W  Pipe Limis | Group Limis |

ﬁ General

Namne: http_in
Minimum Default Matinmunn
Fracedences: 0 2 7

#/ Grouping

Grouping enables per-port/|Pinetwork static bandwidth fimits a5 well 35 dynamic balsncing betwesn groups.
Grouping: None b
MNetwork Sizel | o W

|- Enable dynamic balancing of groups.

f’.? Comments

Comments:

219 Cancel

traffic shaping paramsters. The pipe riles then determines which traffic goes throtigh which pipes.

,’"é'é'r]ér'fﬂ"t‘ Pipe Limits I'"é'r'é'u'ﬁ"ti'r}iit}'

#] Pipe Limits

swailablz precadence.

o Note that, for bandwidth, Yalo” and ‘mega’ are multiples of 1000, not 1024

(-:'.'EDE:EFDEE: Hilobits per second ] Packets perzscond,

o

Use pipe limits to specify bandwidth limits per precadence in the pipe. If traffic in one precedence excesds its limits, additional traffic will be pushed down to the lowest

O Czneel

KOMaHIlHaﬂ CTpOKa:

add Pipe std out LimitKbpsTotal=250

add Pipe std _in LimitKbpsTotal=250

add Pipe ssh_in PrecedenceDefault=2 LimitKbps2=64
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add Pipe http_ in PrecedenceDefault=2 LimitKbps2=32

IIpasusa kauasos (Pipe Rules)
Crnenyer co3matpb nBa npasmia st HTTP-tpaduxa u SSH-tpaduka.

B kauecTBe npsiMOii IENOYKHU It 000UX MpaBUII CIEIyeT YKa3aTh TOJBKO KaHAJ std-out.

B xauectBe oOparHo¥ nenouku B mpaBmie st SSH-tpaduka ciemxyer ykasaTh KaHal ssh-
in, 3aTeM KaHal std-in. B kauectBe oOpaTHO# menouku B npaBuie st HTTP-tpaduka
CIIEyeT yKa3aTh KaHal http-in, 3aTeM KaHa std-in.

B kauecTBe 3HaueHus nmpuopureTra B 000MX IpaBHJIaX ClIeIyeT BbIOpaTh yCTaHOBUTH (uiar
Use defaults from first pipe. /i1 000UX KaHAJOB ssh-in U http-in NPUOPUTETOM
110 YMOJTYAHUIO SBJISIETCS] IPUOPUTET 2.

Hcnonb3oBaHue [aHHOTO MOAXOAA sSIBisieTcs OoJiee palMOHAIbHBIM pEIIEHUEM, YeM
yKa3zaHue MpHopuTeTa 2 B HaOOpe MpaBuil, TaK KaKk B 3TOM CIydae MOKHO JIETKO M3MEHHTH
npuoputer Bcero Tpaduka, kak SSH, taxk u HTTP, noMeHsB npuoputeT mo yMoJ4aHHUIO
KaHaJIOB ssh-in U http-in.

Mo>xHO He 3a/aBaTh oOlIee OrpaHUYEHUE JJIs KaHAJIOB ssh-in U http-in, Tak Kak olliee
orpaHnyeHue OyAeT yKa3aHO B KaHAJIC std-in, KOTOPBIN SBISETCS MOCIECIHUM B KKJION U3
L[EMOYEK.

Kananbl ssh-in U http-in JEHCTBYIOT B KauecTBE (HIBTPOB NpUOPUTETOB. brarogaps um
yepe3 KaHall std-in Oy/leT NPOXOJUTh TOJIBKO 3ape3epBUPOBAHHOE KOJMUYECTBO TpaduKa ¢
npuoputeroM 2 (64 u 32 kOut/c coorBeTcTBeHHO). OctanbHas yacth Tpaduka SSH u HTTP,
IIPEBBICUBILEIO TU 3HAYEHUs, NPOUJET Yepe3 KaHal std-in ¢ npuopureroM 0, KOTOPBIA
SIBJISIETCS] IPUOPUTETOM HETAPAHTUPOBAHHOM TOCTAaBKH JJI KAHAIOB std-in W ssh-in.

[Topsinox nenouek BakeH. Ecnu yka3aTh KaHal std-in mepen ssh-in U http-in, TO
TpapuK MpPONAET Yepe3 KaHal std-in C HAUMEHBIIUM IMPUOPUTETOM H, CJIEOBATEILHO,
Oyner KoHKypupoBaTh 3a 250 KOMT/C JOCTYNHON MOJIOCHI MPOMYCKAHHUSI C OCTaJIbHBIM
TpapuKoMm.

Beo0-unrepdeiic:

Traffic Management - Traffic Shaping - Pipe Rules - Add - Pipe Rule

e Commee

4 http_shaping

[ 1= J lan_net 23 wanl 4 all-nets p http-=zll

'CE ssh_shaping [53 lan 4 lan_net 53] wani 4 all-nets # ==

-g all_shaping [ lan ! lan_net 55 wani = all-nets ‘_ﬁ all_services

(Ll Right-click on 3 row for additional optic
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hitp shaping ]
'l (;‘-eneral.l I Traffic Shapmguj ;

#/ General
Mams: | http_shaping
[59"""[21 http-all v]
Schedule: | (Mone) Lv e

;"i'_? Address Filter
Specify source interface and source network, together with destinstion interface and destination network. All parameters have to match for the rule to match.

Interface Metwork
Source: lan 5 lan_net g
Destination:  |'wanl b all-nets
#/ Comments

‘Comments:

Ok Cancel

' . _shapi_ng

" General _l Traffic Shaping I

ﬁ Pipe Chains

chains to dinect network traffic matching this rule through one or mors pipes in order to perform tra

iz shaping palicy - which Fipss o use - far ons or mors types of traffic with the sams granulanty 33 the standand ruizsst.

s affic shaping on the particular traffic.

Avzilzblz
hetp_in AI std_out d
ssh_in
std_in
2%
<<

4| =

Mowve up Mowve down I

Selzcted

http_in
std_in

=

ssh_in ;I

skd_out

Mowve up Mowve down I

!i? Precedence
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30 shantig paficy, - ahich Piees in ume - Tor one oy moee bypesof Safhe wilh e S arawlarity. 2= the stodand rileset

Traffic Shaping |

' General I

ﬁ General

Name:

ssh_shaping

(Serv'me: .ssh v.]

Schedule: | [Mong)

i? Address Filter

Specify source interface and source network, together with destination interface and destination network. All parameters have to match for the nele to match.

Interface Metwork
Source: lan hd lan_net
Destination: | wan1 b all-nets

L’i';? Comments

‘Comments:

Ok Cancel

=i fic shaping policy - which Pipes to uss - for ons or mare types of traffic with the same granulsrity 35 the standard reesst
" General

@ Pipe Chains

te direct network traffic matehing this rule through ons or more pipes in order to perform traffic shaping on the particular trafii

Sslzota

std_out AI

http_in ;I
szh_in

std_in

| - =

Move up Mowve down I

r'.l -=| -;a| I!_

http_in d
std_out

[~

Meowve up Mowve down I

Q Precedence
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s e shoving pobcy M ch Dves o toe  or onc ocimore tipes OFmific aith the s ooty S be siondand eset

' General I-TrafﬁcShaping

L‘E" General

Name: all shaping

(Sewine: all_services N ]
b

Schedule: | (Mone])

i-? Address Filter

Specify source interface and source network, together with destinstion interface and destination network. All parameters have to match for the rule to match.

Interface Metwork
Source: |1an A |lan_net
Drestination: wanl w all-nets
#] Comments

Comments:

OK Cancel

" General Traffic Shaping

@ Pipe Chains

n the particular traffic.

hl:l:l|:|_.in ;I std_out ;I

==

oty

[~ =

Mowe up | Mewve down |

pr————,
W Sslzcten
http_in - I std_in - I
ssh_in 9
std_out
==
e
= =
Mowe up Meowve down |
AN i

Komananast CTpOKa:
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add PipeRule SourceInterface=lan SourceNetwork=lan/lan net
DestinationInterface=wanl DestinationNetwork=all-nets Service=http-all
ForwardChain=std out ReturnChain=http in,std_in Name=http_ shaping

add PipeRule SourceInterface=lan SourceNetwork=lan/lan net
DestinationInterface=wanl DestinationNetwork=all-nets Service=ssh
ForwardChain=std out ReturnChain=ssh _in,std in Name=ssh_shaping

add PipeRule SourceInterface=lan SourceNetwork=lan/lan net
DestinationInterface=wanl DestinationNetwork=all-nets Service=all_ services
ForwardChain=std out ReturnChain=std_ in Name=all_ shaping

Hcnoav3oeaHue epynn

KaHaunwlt (Pipes)

PaccmoTpuM Apyryro cuTyanuio, B KOTOpOW oOIIee OTrpaHWYCHHE TIOJIOCHI MPOITYCKAHHS
kaHaza cocraiseT 400 6ut/c. Eciu HeoOXoquMo pa3aenuTh 3Ty MOJI0CY NPOIYCKaHUs Cpeln
Heckonbkux [P-ampecoB Ha3zHaueHus TakuM o0pa3oM, 4yToObl Ha oTaenbHBIA [P-agpec
npuxoauiocb He Oosnee 100 kOWUT/c 1MOJIOCHI MPOMYCKAaHUS, HEOOXOJUMO BBINOJIHUTH
CJICAYIOIIHE IIary:

e 3anmaTh 0OBIYHBIM CIIOCOOOM orpaHuveHue kanaiza — 400 kOuTt/c.
e VCTaHOBUTH B KaHAJIE OIIIMIO Grouping B 3HAYCHNH Destination IP.

e Ha Bkianke Group Limits 3aJaTh 00Iee OrpaHUYCHHE KaHAJIA JUISl TPYIIBI —
100 xOut/c.

Teneps mosioca MPOITYCKaHUS pacHpeessieTcs M0 MPUHIMITY KHBOW OYepend, OJHAKO, HU
omuH [P-ampec HazHaueHuss He cMmoxkeT mnoayuuTh Oosiee 100 kOut/c. HesaBucumo oT
KOJIMYECTBA TMOJKIIOYCHUH OOIIas MIMPUHA IOJIOCHI TIPOITYCKAHUS BCE YK€ HE CMOXKET
MIPEBBICUTDH OrpaHuueHue 1 kaHaia B 400 x6ur/c.

PaccmoTprM B3aMMOCBA3b 3HAYECHU, YKA3aHHBIX JJI1 IPUOPUTETOB JUIsl KAHAJIOB U TPYIIII

[Ipenmnonoxkum, 4To OMUUS CO3JaHHS TPYIIbl BKIOYEHA C MOMOUIbIO BHIOOpA OJHOTO U3
napamerpoB, Hampumep, [P-ampeca umcTrodyHMKa, W 3HA4YEHHS HEKOTOPBIX IIPUOPUTETOB
yKa3aHbl Ha BKJIQJKE Group Limits. PaccMOTpHM, Kak 3TH 3HAa4€HHUS B3aUMOCBSA3aHBI CO
3HAQYECHMAMU, YKA3aHHBIMU JUIS 3THX K€ IPUOPUTETOB Ha BKJIAJKE Pipe Limits.

B nanHOM ciyyae 3HaueHUE MPUOpPUTETA HA BKIAJKE Group Limits SBISETCS rapaHTuen
MOJIOCHl TPONYCKAHUS, a 3HAUYEHUE ISl TOTO € MPHOpPUTETa Ha BKJIAJKE Pipe Limits
SBISIETCSl orpaHnueHueM Tpaduka. Hampumep, ecnu tpadux rpynmupyercs mo IP-agpecy
HMCTOYHHKA, U HA BKJIAJIKE Group Limits I mpuoputeTa S 3aaaHo 3HaueHue 5 Kout/c, a Ha
BKJIaJJKE Pipe Limits mpuoputTeTy 5 mnpucBoeHo 3Hadenue 20 KoOut/c, To mnocie
noakroueHus 4derBeproro IP-agpeca mcrounuka (4 x 5 = 20 KOut/c) Oynmer mOCTUTHYTO
OTpaHMYEHUE [PUOpPUTETa, U Jlajee TapaHTHUH [OJIOCHl MPONYCKaHUs He OyayT
o0OecrieunBaThCsl.

Bwmecto YKa3aHus O6IIIGFO OTpaHUYCHHA Ha TIpylniry MOKHO BKIHOYHUTH OIIHUIO Dynamic
Balancing. OJT0 oOecnedyuMBaeT OJUHAKOBOE pa3/elIEHUE IOJIOCHl IPOIYCKAHUS MEXAY
BCCMHU YHACTHUKAMU I'PYIIIbI, HC 3aBUCUMO OT UX KOJIUYCCTBA.

Ecnu npu BKIIOYEHHOM OMNUMU JUHAMUYECKOM OalaHCHPOBKM TakkKe 3a7aHo oolliee
OorpaHMuY€HuE Ha rpymniy, Hanpumep, 100 6ut/c, TO 3TO 03HAYAET, YTO HU OJUH YYACTHHK
IPYIIBI HE CMOXET MOIY4YUTh OOJIbIIE TaHHOW BETMYUHBI MOJIOCHI POITYCKaHUS.

Be0-unrepdeiic:
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Traffic Management - Traffic Shaping = Pipe Rules - Add - Pipe Rule

e traffic shaping parametess. The pipe rules then determines which traffic goes through which pipes.

' General |P||J-eL|rnrts : GF-DI.IE Limits

#J General

Mame: [ std_in

Mimirmsm Default Mzncimusm
Precedences: W] ] T
tﬂ Grouping
= wiwidth limits as well a5 dynamic balsncing betwesn growps.
Grouping: Destination IP o
Metwork Size: | o b

( |- Enable dynamic balancing of growps. ]

tf_? Comments

Comments:

Ok Cancel

"'-General l Pipe Limits I Group Limits -.

%] Pipe Limits

Usze pipe limits to specify bandwidth limits per precedence in the pipe. |f traff

e precefents,

in one precadence excasds its limits, additionsl traffic will be pushed down to the lowest

ERES
ﬂ Nots that, for bandwidth, kil ega” are multiples of 1000, not 1024

i

ra

{Toras: | 400 | ]

O Czncel
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" General | I-Z‘ipe L.im'r'ts-l' Group Limits I

#/ Group Limits

roup limits te specify bandwidth limits per precedence and group in the pipe. If dynamic bslancing is used, the sotual limits may be lower than what is oo

fior bandwidth, kilo® and ‘mega’ are multiples of 1000, not 1024

Fracedences: Kilobits. per second Fackats per sscond,

[

ra

oK Cancel
i  traffic shaping parameters, The pips rules then determines which traffic goss through which pipes.
l General I I-D-ii:ne lerts -; '“G-Fuup lerts d
tﬁ' General
tﬂame: std_out
Miindmism Drefault Masgimum
Frecedences: u} u} 7
#7 Grouping
Grouping enables per-port/|Pinetwork static bandwidth limits as well 3= dynamic balancing betwesn growps.
Grouping: Mone b
MNetwork Sze: | g w
I- Enable dynamic balancing of groups.
#] Comments
Comments:
OK Cancel
KOMaHIlHaﬂ CTpOKa:
add Pipe std_in LimitKbpsTotal=400 Grouping=DestinationIP

UserLimitKbpsTotal=100
add Pipe std_out
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IIpasusa kauaso8 (Pipe Rules)
[TpaBuIio KaHAJIOB JOCTATOYHO MPOCTOE. B TaHHOM cilydae J0CTaTOYHO OJHOTO IpaBHIa.

Be6-unrepdeiic:
Traffic Management - Traffic Shaping = Pipe Rules - Add - Pipe Rule

pe Rules

[ Add -
= Name Source interface © Source network - Destination interface  Destination network -~ Service G +
f-_j all_shaping [ lan 2 lannetFwi L wanz 2 all-nets '& all_services

(L) Right-click on a row for additionsl option

(e
: =O=T=mn=E traffic shaping policy - which Pipes to use - for ans or mare types of traffic with the =ame granularity as the standand ruliesst.

' General I"-T-ra #fic Shaping

#] General
Mame: |l shaping
( Service: all_services V]
Schedule: |[Mone) L

E__? Address Filter

Specify source interface and source network, together with destination interface and destination network. All parameters have to match for the nile to match.

Interface MNetwork
Souroe: lan W lan_net
Destination:  |wani b all-nets
#] Comments

Comments:

Ok Cancel
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¥ all_shaping

= W traffic shaping policy - which Pipes to use - for one or more types of traffic with the same gramsarity as the standard nuleset.

General Traffic Shaping

2/ Pipe Chains

Use pipe chains to direct network traffic matching this rule through one or more pipes in order to perform traffic shaping on the particular traffic.

Selected
;I std_out ;I
=
==
i H
Move up I Mowve down I

EIEEE Selected
std_aout d std_in ﬂ

= .|

Mowve up I Mowve down I

Komananas cTpoka:

add PipeRule SourceInterface=lan SourceNetwork=lan/lan net
DestinationInterface=wanl DestinationNetwork=all-nets Service=all_ services
ForwardChain=std out ReturnChain=std_in Name=all shaping

JlabopaTtopHas pa6ora 12. OrpaHuyeHue I0JIOChI mpomyckaHuss P2P-
Tpaduka c ucnosibzopanuem IDP

IHeanb

PaccmoTpers Bo3MoxkHOCTh orpannuenus P2P-tpaduka, ucnons3ys IDP nns obnapyxeHus
P2P-tpaduxka.

TonmoJsioruda cetu

& wo
s N li’ lan:192.168.1.10 9wan1:10.6.10.62 10.6.10.3
( 192.168.]_..0/ —| ’ '_( 10.6.10.0/2
& i‘&
0 X i’

OnucaHue NpaKTUYeCKOI paGoThbl

M31

PaccMoTpuM THUNMYHBIN ClieHapul HCHOJb30BaHUS Iepefaud AaHHbIX 1o P2P-npoTokomy.
ITocnenoBaTenbHOCTh COOBITUI BBIVIAUT CIELYIOLUIUM 00pa3oM:

e Kiment c [P-agpecom 192.168.1.30 uHULMUPYET mepenady ¢aiios mo P2P-
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IIPOTOKOIY.

e JlanHoe coeauHeHue 3amyckaer IDP-mpaBuio, cBg3aHHoe ¢ cur"atypou IDP,
L[eJIeBBIMU 00BEKTaMU U1 KOTOpOil ABistoTcst P2P-npusnoxenus.

e JleiicTBue Pipe B IpaBHWJIE CO3/aeT KaHal JJIs IIEHNUHra Tpaduka ¢ 3aJaHHOU
IIPOIYCKHOM CIIOCOOHOCTBIO, M COEIMHEHNE HAMPABIIAETCS B 9TOT KaHaJl.

e [locnenyromee 3aBUCHMOE COCAWHEHHE BBINOIHACTCA B IPEICIIaX BPEMEHHOTO
untepBasia IDP-npaBuiia, mosromy Tpaduk IaHHOTO COEAMHEHHS HAlpaBieH B
KaHAJI U MTOJBEPraeTcs MEHIINHTY.

Onpedeaenue npasuaa IDP
Be0-unrepdeiic:
IDP / IPS - IDP Rules - Add - IDP Rule

== 3 filter for matching specific network traffic. When the filter criterion is met, the IDF Rule Actions ars evalusted and possible actions taken:

#/ General
Hama: idpp2E
Service: all_services

Schedule: | (None)

p Protect against inserbion/evasion attacks

#/ HTTP Normalization

Inwalid UTF2: Log Bt
Inwalid hex encoding. | Droplog

Droubile encoding: Ignore

#/ Address Filter

Bpecify source interface and source network, together with destination interface and destination netwark. All parameters have to match for the rule to match.

Interizcs Metwork
Source: lan W lan_ws v
Destination:  (wanl v all-nets b

#/ Comments

@ idpP2P

An |DF Fule defines a fitter for matching specific network: traffic. When the filter criterion is met, the IDP Rule Actions are evaluated and possible actions taken.

General Rule Actions

Ij A -

#w Action Signature(s)
i o Fipe POLICY PZP_*

(L] Right-click on a row for additional eptions.

oK I Cancel I
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¢l IDP Rule
Ao DT Bitadiiais aﬂmfunﬂﬂi'g__smﬁﬁnmmfﬁn.Wmhﬂmumbm_,hlwmkmmevmﬂwmﬁm.

' General I-RuleActiuns

#] General
MName: idpP2P_in
Bervice: all_services

Schedule: | [(None)

p Protect sgainst insertionfevasion sttacks

#] HTTP Normalization

Invalid UTFS:

Log
Inwalid hex encoding: .DrupLug

Double encoding: Ignore

ﬁ Address Filter

Specify source interface and source network, tegether with destination interface and destination network. All parameters have to match for the rule to match.

Interface

Netaork
Source: wanil V: all-nets
Destinsfion: | |an v lan_ws
t IDP Rule Action
#n |DF Rule Action specifies what signatures to search for in the netwark traffic, and what sction to take if those signatures are found
' General ”ILugSeﬁlngs [
# ) General
Action: Pipe W
Signature(s): | pOLICY_P2Pp_*
i -y

& 0P =
A0 os

A s

2 ¥ roLcy
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#/ ZoneDefense

BE Use ZoneDefenze

(i} Traffic Shaping ]

Lanious bandadth for bosts that tinaer Sp IO Pipe sction. Once a connection has been piped, it will remain piped for the rest of its lifietime.
Bandwidth: |5 kbitis
Metwark: lan_ws W Traffiz shaping will onhy apphy to hosts that ane within this network.

p Pipe future connections

Tirne Window: 100 Throttling of new connections to and from the triggening host will stop after the configured amount of

BECOnCs time.
#/ Dvnamic Black Listina
Komananas cTpoka:
add IDPRule SourceInterface=lan SourceNetwork=lan/lan ws

DestinationInterface=wanl DestinationNetwork=all-nets Service=all_servi€és
Name=idpP2P

cc IDPRule 1

add IDPRuleAction Action=Pipe PipeLimit=5 PipeNetwork=lan/lan ws
PipeNewConnections=Yes PipeTimeWindow=100 Signatures=POLICY P2P *

IIpocmomp o066eKkmoe weiinuHza mpaguka

e IIpocmotp x0CTOB

[eiinunr tpaduka Ha ocHoBe IDP moanepkuBaer crnenuanbHyl0 KOMaHIy idppipes, €
IIOMOILBIO KOTOPOM MOXHO OCYIIECTBJISATh HAOIIOJAEHUE U  YIPaBIEHUE XOCTaMH,
SBJISIOIMMHUCS B JAHHBI MOMEHT OOBbEKTaMU JJIs IIEUITUHTA.

e IIpocmoTp KaHanoB

[Ipu meiinunare tpaduxa c ucnosb3oBanueM IDP ucnonb3ytorcs cTaHzapTHbIE KaHAJbL,
KOTOpbIE CO3JAlOTCSI ABTOMATHMYECKH. OTH KaHajbl BCerja IOJYy4aloT HaWBBICIINN
MPUOPUTET, U MPHU HMIEUNTUHTE UCTIONb3YIOT 0COOEHHOCTH HACTPOMKHU ISl FPYIIIL.

CoznianHble KaHAJBl HE BUJIHBI Yyepe3 BeO-uHTepdeiic, HO UX IPOCMOTP U YIPABICHUE MOXKHO
BBITIOJTHUTH C IIOMOLIBI0 KOMaH/bI pipes.

Kananel melinuara tpaguka Ha ocHoBe IDP MOXHO omnpeaenuTh IO aBTOMaTHYECKOMY
no0aBJICHHUIO K UMEHH npedukca IDP.
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